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Chief Judge Ricardo S. Martinez 


UNITED STATES DISTRICT COURT FOR THE 
WESTERN DISTRICT OF WASHINGTON 
AT SEATTLE 


UNITED STATES OF AMERICA, 
Plaintiff, 
v. 

HU A WEI DEVICE CO., LTD., and 
HU A WEI DEVICE USA, INC., 

Defendants. 


NO. CR19-0010RSM 

GOVERNMENT’S RESPONSE TO 
MOTION TO DISMISS FOR 
SELECTIVE PROSECUTION, OR IN 
THE ALTERNATIVE, FOR 
DISCOVERY 

(Noted August 30, 2019) 


The United States of America, by and through, Tessa M. Gorman, First Assistant 
United States Attorney for the Western District of Washington (Acting Under Authority 
Conferred by 28 U.S.C. § 515), and Todd Greenberg, Thomas Woods, and Siddharth 
Velamoor, Assistant United States Attorneys for said District, hereby responds to 
Defendants Huawei Device Co., Ltd. (“Huawei China”) and Huawei Device USA, Inc. 
(“Huawei USA”) (collectively “Huawei”)’s motion to dismiss for selective prosecution, 
or in the alternative, for discovery. Dkt. No. 57. 

// 

// 
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INTRODUCTION 

Huawei claims that the United States Attorney’s Office (the “USAO”) filed this 
case to further a political campaign against Chinese businesses. Huawei’s claim is 
baseless—the US AO filed this case because Huawei had engaged in a brazen corporate 
plot to steal sensitive trade secrets in this District, and had tried to cover up its 
misconduct by repeatedly lying about what had happened. Moreover, Huawei’s actions 
were not isolated, or the product of a few employees. Rather, Huawei China maintained 
a secret, formal program that rewarded employees with bonuses who stole sensitive 
information from competitors. In addition, as a congressional investigation found, 
Huawei has exhibited a pattern and practice of stealing intellectual property, and 
repeatedly been dishonest when questioned about its practices and its conduct. In short, 
Huawei is no victim of selective prosecution—its misconduct and dishonesty are why the 
USAO opened and pursued this investigation, culminating in the charges that are 
currently pending before the Court. Huawei fails to meet the “rigorous” standard for 
dismissal or obtaining discovery, and therefore its motion should be denied. 

BACKGROUND 


A. The U.S. House of Representatives Investigation 

In 2011, the U.S. House of Representatives Permanent Select Committee on 
Intelligence (the “House Committee” or “Committee”) launched an investigation into 
Huawei and ZTE, another Chinese telecommunications company. See Exhibit A at iv. 
The House Committee’s focus was the extent to which the two companies posed a risk to 
national security in light of their increasing sales to the United States market. Id. at iv, 8. 

The House Committee began by noting that “Chinese intelligence collection 
efforts against the U.S. government are growing in scale, intensity and sophistication.” 

Id. at 2 (internal quotation omitted). The Committee stated that “U.S. private sector firms 
and cybersecurity specialists report an ongoing onslaught of sophisticated computer 
network intrusions that originate in China, and are almost certainly the work of, or have 
the backing of, the Chinese government.” Id. The Committee found that “Chinese 
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intelligence services, as well as private companies and other entities, often recruit those 
with direct access to corporate networks to steal trade secrets and other sensitive 
proprietary data.” Id. 

The House Committee concluded that Huawei and ZTE posed a unique risk to the 
United States because the companies provided a “wealth of opportunities for Chinese 
intelligence agencies to insert malicious hardware or software implants into critical 
telecommunications components and systems.” Id. at 3. The Committee noted that the 
Chinese government could seek the companies’ cooperation in this regard, and that both 
companies “would be obligated [under Chinese law] to cooperate with any request by the 
Chinese government to use their systems or access them for malicious purposes under the 
guise of state security.” Id. 

During its investigation, the House Committee requested a variety of information 
from Huawei to better evaluate the risk that it posed. Id. at 9. The Committee found 
Huawei to be “obstructionist” in response to its requests. Id. at 10. Huawei refused to 
turn over a number of documents, and the few key documents that it did disclose were 
unsigned drafts that could not be authenticated. Id. at 9, 12, 15, 16. The Committee 
heard from Huawei executives, but found their answers to be “not credible,” “evasive,” 
‘incomplete,” and “vague.” Id. at 10, 21, 26, 27, 32. The Committee expressed 
bewilderment that the executives “claimed to have no understanding or knowledge of 
commonly used terms, could not answer questions about the composition of [Huawei’s] 
internal Party Committees, refused to provide straightforward answers about [Huawei’s] 
operations in the United States, sought to avoid answering questions about [Huawei’s] 
histories of intellectual property protection, and claimed to have no understanding or 
knowledge of Chinese laws that force [the company] to comply with the Chinese 
government’s requests for access to [its] equipment.” Id. at 10. 

The Committee also found that Huawei had provided a misleading and incomplete 
account of the company’s ties to the Chinese government. As the Committee noted, 
Huawei repeatedly has asserted “that it is a private, employee-owned and controlled 
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company that is not influenced by the Chinese government or Chinese Communist 
Party.” Id. at 14. However, Huawei refused to answer basic questions about its structure 
and history, including the identity of its largest shareholders, who had served on its Board 
of Directors, and how Board members were chosen. Id. at 14-16. Of particular concern, 
Huawei refused to disclose details about how it interacted with the Chinse government. 

Id. at 21-22. The Committee noted that Huawei maintained an internal Chinese 
Communist Party Committee, and that Huawei refused to provide details about the Party 
Committee’s role and connection to the government. Id. at 23-24. When Huawei was 
asked about its ties to the Chinese military, its responses were not credible. Id. at 24. For 
example, Huawei denied that its Chairwoman had been previously affiliated with the 
Ministry of State Security, despite the fact that Huawei’s own website listed her as 
having had this role. Id. When confronted about the discrepancy, Huawei offered no 
explanation. Id. 

The Committee also uncovered evidence that Huawei was engaged in widespread 
illegal conduct. The Committee heard from “numerous sources” who revealed that 
Huawei had engaged in a “pattern of disregard for the intellectual property rights” of 
United States companies. Id. at 31. These sources included former employees, who said 
that Huawei was “known to purposely use the patented material of other firms” and 
pirated software. Id. at 31, 35. Both current and former employees also told the 
Committee that Huawei was engaged in numerous law violations relating to bribery, 
corruption, fraud, immigration, and discrimination. Id. at 35. 

B. Huawei’s Formal Bonus Program for Rewarding Theft of Intellectual 
Property 

In 2013, in the wake of the House Committee report, Huawei China launched a 
formal bonus program to reward employees who stole competitor information. See 
generally Indictment, Dkt. 1, f][ 47-48. Under the policy, employees were told that they 
had the responsibility to collect competitor information. The company said that monetary 
awards would be available to employees who stole information, and that the amount of 
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the awards would be tied to the value of the information obtained. The company said that 
the “Account Dept” and a “Competition Mgmt Group” would be responsible for 
reviewing the information collected and awarding bonuses. The company emphasized 
that employees would not be “punished” for stealing information. Employees were 
directed to send particularly sensitive information to a special Huawei encrypted internal 
email address. 

Huawei China’s directive was sent to employees based in the United States at 
Huawei USA. In response, Huawei USA’s human resources executive, recognizing the 
blatant illegality of the directive, emailed Huawei USA’s employees. She noted that 
employees had received an email from headquarters titled “Attention to get Rewards!” 
and that the email “seems to indicate that [employees] are being encouraged and could 
possibly earn a monetary award for collecting confidential information regarding our 
competitors and sending it back to HQ.” Id. ][ 48. She further wrote that although the 
theft program “may be normal and within the usual course of business” in “some foreign 
countries and regions,” the program was prohibited by Huawei Device USA’s corporate 
policies. Id. Nothing in her email suggested that the policy was being suspended in 
China, including as to efforts by China-based employees to steal information from the 
United States. 

C. Litigation Alleging Trade Secret Theft by Huawei 

Prior to the events of this case, Huawei had been sued at least twice in the United 
States for serious allegations of trade secret theft. 1 In 2003, Cisco had sued multiple 
Huawei entities, alleging that Huawei had stolen Cisco’s intellectual property relating to 
network routers. See Exhibit B f 1. Cisco sold, among other things, routers that handled 
internet and other data traffic. Id. f 10. Huawei launched a competing router, which it 
marketed as a cheaper version of the Cisco router. Id. f\2. Cisco alleged that Huawei 


1 Huawei also has been sued in the United States multiple times for patent violations, including a recent case that 
resulted in an award of over $10 million dollars after a finding that Huawei had willfully violated multiple patents. 
See Optis Wireless Technology LLC et al. v. Huawei Device USA, Inc. et al., CV17-123 (E.D. Tex.), Dkt. 374. 
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had copied Cisco’s source code and other software in developing its router. Id. H 15-22. 
Cisco showed, in particular, that whole portions of Huawei’s code were line-by-line 
identical to Cisco’s code. Id. ][ 17. Cisco also alleged that Huawei had simply copied 
Cisco’s user manual when developing the manual for its routers. Id. ff 23-24. In 2004, 
Huawei and Cisco settled the case. 

In 2010, Motorola had sued a Huawei entity, alleging trade secret theft. See 
Exhibit C ][ 338. According to Motorola, one of Motorola’s employees repeatedly copied 
source code and other sensitive information from its network. Id. ][ 54. The employee 
had been secretly working for Lemko, one of Motorola’s competitors, which had offices 
in China. Id. ][][ 49, 53. The employee was arrested while attempting to board a flight to 
China with $30,000 in cash and over 1000 electronic and paper Motorola documents in 
her possession. Id. ][ 68. During the course of its investigation, Motorola learned that 
Lemko’s founder had sent stolen Motorola product specifications to Huawei. Id. ][ 350- 
54. In 2010, the case settled. 

D. The Underlying Case Conduct 

The conduct in this case, which is detailed in the Indictment, reflected a number of 
incredibly aggravating circumstances, particularly in light of the company’s history, as 
outlined above. 

First, Huawei China engineers, including the head of its robotics program, 
repeatedly pressured Huawei USA employees to steal T-Mobile’s trade secret robot 
technology over the course of nearly a year. Indictment f][ 14-23. 

Second, the Huawei employees who were involved in the theft acted willfully, 
knowing that T-Mobile was unwilling to share its technology, and had carefully guarded 
it. As a senior Huawei USA employee told Huawei China engineers who were 
pressuring U.S.-based employees to steal additional information: “[T-Mobile] has set up 
a security system by putting camera into the robot Lab. I think everyone knows what this 
means .... We can’t provide any further information to [headquarters] because we can’t 
get anything from [T-Mobile].” Id. ][ 24. 
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Third, Huawei China took the extraordinary step of flying an engineer to the 
United States for the purpose of stealing T-Mobile’s technology. Id. ( ][ 27. When this 
employee was caught in T-Mobile’s laboratory without authorization, he returned the 
very next day to continue to steal information, only to be caught a second time. Id. T[ 28- 
29. 

Fourth, after these two incidents, T-Mobile limited access to the laboratory to a 
single Huawei employee. Id. K 31. Incredibly, Huawei China immediately tasked this 
employee with stealing additional information, culminating in his smuggling a robot arm 
out of the laboratory. Id. ff 32-34. When confronted, this employee initially lied to T- 
Mobile about having taken the arm—all the while giving the arm to the Chinese engineer 
who had been kicked out the laboratory to share with his colleagues in China. Id .']['][ 34- 
35. 


Fifth, after T-Mobile learned of the robot arm theft, Huawei prepared a bogus 
‘investigation report.” Id. ^ 39. Much like how the company had responded to Congress, 
the report was riddled with misstatements and material omissions. Id. As just one 
example, the report said that the Chinese engineer had taken nine photographs in a 
‘moment of indiscretion,” failing to point out that the engineer had been sent to the 
United States for the purpose of stealing T-Mobile’s technology, that his actions were the 
culmination of a months-long campaign involving numerous employees to steal the 
technology, and that multiple employees had taken unauthorized photographs in the 
laboratory on several prior occasions. Id. ^ 42. 

E. The Timeline of this Prosecution 

As Huawei acknowledges in its motion, T-Mobile reported Huawei’s theft of its 
trade secrets to the Seattle FBI in August 2013, weeks after it discovered Huawei’s 
criminal activities. The events at issue became the subject of a civil lawsuit, filed by T- 
Mobile in September 2014, and litigated through a jury trial in April and May 2017, with 
post-trial litigation thereafter. Along the way, the Seattle FBI referred the case to the 
USAO. By December 2017—less than seven months after the verdict in the civil case — 
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the Assistant United States Attorneys handling this case had contact with defense counsel 
for Huawei and advised that the USAO planned to seek an indictment against Huawei in 
the coming months. The USAO and defense counsel maintained regular contact about 
the case throughout 2018 and into early January 2019, at which point the Grand Jury 
returned the Indictment in this case. 

ARGUMENT 

I. HUAWEI HAS WHOLLY FAILED TO MEET ITS HIGH BURDEN 
IN SHOWING SELECTIVE PROSECUTION 

A. The Rigorous Standard for Evaluating Selective Prosecution Claims 

“In our criminal justice system, the Government retains ‘broad discretion’ as to 

whom to prosecute.” Wayte v. United States , 470 U.S. 598, 607 (1985) (quoting United 

States v. Goodwin , 457 U.S. 368, 380, n.ll (1982)). “[S]o long as the prosecutor has 

probable cause to believe that the accused committed an offense defined by statute, the 

decision whether or not to prosecute, and what charge to file or bring before a grand jury, 

generally rests entirely in his [or her] discretion.” Bordenkircher v. Hayes , 434 U.S. 357, 

364 (1978); see also United States v. Arenas-Ortiz, 339 F.3d 1066, 1068 (9th Cir. 2003) 

(“We must exercise a high degree of deference to the decision of prosecuting authorities 

to bring charges, because the Constitution assigns that decision to the executive branch of 

government.”). “This broad discretion rests largely on the recognition that the decision to 

prosecute is particularly ill-suited to judicial review.” Wayte , 470 U.S. at 607. “Such 

factors as the strength of the case, the prosecution's general deterrence value, the 

Government's enforcement priorities, and the case’s relationship to the Government's 

overall enforcement plan are not readily susceptible to the kind of analysis the courts are 

competent to undertake.” Id. In addition, as the Supreme Court has recognized: 

[Judicial review of charging decisions] entails systemic costs of particular 
concern. Examining the basis of a prosecution delays the criminal 
proceeding, threatens to chill law enforcement by subjecting the 
prosecutor’s motives and decisionmaking to outside inquiry, and may 
undermine prosecutorial effectiveness by revealing the Government’s 
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enforcement policy. All these are substantial concerns that make the courts 
properly hesitant to examine the decision whether to prosecute. 


Id. 


The doctrine of “selective prosecution” is a narrow exception to the general rule 
that a prosecutor’s charging decisions are immune from judicial review. See generally 
United States v. Armstrong, 517 U.S. 456 (1996). Under the selective prosecution 
doctrine, a prosecutor cannot base his or her charging decision upon an ‘“unjustifiable 
standard such as race, religion, or other arbitrary classification.’” Id. at 464 (quoting 
Oyler v. Boles , 368 U.S. 448, 456 (1962). However, because “‘[t]he presumption of 
regularity supports’ prosecutorial decisions,” the defendant bears a heavy burden in 
showing selective prosecution. United States v. Armstrong, 517 U.S. 456, 464 (1996) 
(quoting United States v. Chemical Foundation, Inc., 272 U.S. 1, 14-15 (1926)). 
Specifically, the defendant must make two showings. First, a defendant must establish 
that similarly situated individuals of a different race, or in this case, national origin, were 
not prosecuted. See United States v. Arenas-Ortiz, 339 F.3d 1066, 1068 (9th Cir. 2003). 
‘This standard ... is ‘a demanding one.’” Id. (quoting Armstrong, 517 U.S. at 463)). In 
addition, it is not enough to show that a large number of individuals or a certain race or 
national origin have been prosecuted for a particular offense—rather, the defendant must 
show that individuals of other races or national origins “had been left unprosecuted.” 
United States v. Turner, 104 F.3d 1180, 1185 (9th Cir. 1997). Second, the defendant 
must show that the prosecution was “based on an impermissible motive.” United States 
v. Bourgeois, 964 F.2d 935, 938 (9th Cir. 1992); see also Armstrong, 517 U.S. at 465. 

The standard for obtaining discovery in support of a selective prosecution claim 
also is high. Armstrong, 517 U.S. at 468. As the Supreme Court has stated: “The 
justifications for a rigorous standard for the elements of a selective prosecution claim . . . 
require a correspondingly rigorous standard for discovery in the aid of such a claim.” Id. 
In order to obtain discovery, “defendant must produce ‘some evidence that similarly 
situated defendants of other races [or national origins] could have been prosecuted, but 
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were not.’” United States v. Arenas-Ortiz, 339 F.3d 1066, 1069 (9th Cir. 2003) (quoting 
Armstrong, 517 U.S. at 469). Although the standard for obtaining discovery is less than 
the standard for establishing an actual violation, “[e]ven [the discovery] standard ... is a 
‘rigorous’ one designed to minimize interference with the prosecutorial function.” Id. 
(quoting Armstrong, 517 U.S. at 468). 

As set forth below, Huawei has wholly failed to meet either prong of the selective 
prosecution doctrine, and is not entitled to discovery, let alone dismissal of this action. 

B. Huawei Has Not Established That Similarly Situated Actors Were Not 

Prosecuted. 

Huawei has completely failed to show that similarly situated actors could have 
been prosecuted, but were not. Armstrong, 517 U.S. at 469. Huawei is literally in a class 
by itself—its history of a flagrant disregard for the rule of law is virtually unmatched 
compared to any company that purports to conduct legitimate business. To summarize: 

• Asa congressional investigation found, Huawei had exhibited a “pattern of 
disregard for the intellectual property rights” of United States companies, and was 
engaged in widespread illegal conduct pertaining to bribery, corruption, fraud, 
immigration, and discrimination. See Exhibit A at 31, 35. 

• Huawei executives repeatedly lied during the congressional investigation 
and concealed material facts. See Exhibit A at 9, 10, 12, 14, 16, 21, 26, 27, 32. 

• Huawei has been sued twice for serious allegations of trade secret and 
related theft. See Exhibits B, C. In both cases, the plaintiffs came forward with 
compelling evidence that Huawei had illegally misappropriated trade secrets and 
protected information. 

• In this case, Huawei was caught red-handed, having engaged in a months- 
long corporate campaign to steal T-Mobile’s sensitive trade secrets. Supervisors in China 
directed that the theft campaign continue even after one of its employees had been caught 
sneaking into the laboratory twice without permission to access the sensitive technology. 
When a second employee was caught smuggling a part out of the laboratory, the 
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company sent T-Mobile a false and misleading report about what had happened that 
contained numerous misstatements and material omissions. 

• In the wake of the theft, Huawei China launched a formal program directing 
its employees to steal competitor information, with the promise of monetary awards tied 
to the sensitivity and value of the information stolen. Astoundingly, at the very same 
time the Huawei “investigation report” attempted to mislead T-Mobile into believing that 
the theft was the act of two rogue employees, Huawei China was advancing a corporate¬ 
wide program encouraging corporate espionage and theft. Huawei did not disclose this 
program to T-Mobile as part of the company’s “investigative report” or at any point 
during the ensuing civil litigation. 

In the face of this extraordinary history, 2 Huawei points to three civil cases as 
evidence that similarly situated actors have not been prosecuted: 

• Epic Systems Corporation v. Tata Consultancy Sendees, Ltd. et al.. No. 14- 
CV-748 (W.D. Wis. Oct. 31, 2014). The plaintiff, Epic Systems, alleged that the 
defendant, Tata Consultancy Services, had misappropriated its software for the purpose 
of designing competing software. The jury found for Epic and awarded $700,000,000 in 
punitive damages, and $240,000,000 in compensatory damages, but the Court later 
reduced the total award to $420,000,000. 

• Wellogix Inc. v. BP America Inc. et al, 3:08-CV-00119 (S.D. Tex. May 16, 
2008). Wellogix claimed that three companies misappropriated its software. The district 
court dismissed the case as to one of the defendants, and another proceeded to arbitration, 
resulting in a mixed decision. See Wellogix, Inc. v. Accenture, LLP, 716 F.3d 867, 874 
(5th Cir. 2013). Wellogix proceeded against the third defendant, and prevailed, obtaining 


2 Huawei brazenly suggests that prosecution is not supported by the Justice Manual, which sets forth a non- 
exhaustive list of “discretionary factors” that prosecutors consider in deciding whether to bring a trade secrets or 
foreign economic espionage charge. See Justice Manual § 9-59.100, available at https://www.justice.gov/jm/jm-9- 
59000-economic-espionage. Those factors include consideration of the “scope of the criminal activity.” Id. This 
factor alone strongly supported prosecution, given all of the aggravating circumstances of the offense, as outlined 
above. 
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an award of $26.2 million in compensatory damages and $18.2 million in punitive 
damages. 


• CardiAQ Valve Technologies, Inc. v. Neovasc Inc. etal., No. 14-CV-12405 
(D. Mass. June 6, 2014). The plaintiff alleged that the defendant had misappropriated its 
heart valve technology in developing its own product. The jury awarded $70 million, 
which the judge later enhanced to $91 million. 

Many of the substantive filings in these cases are sealed, and thus it is impossible 
to identify all of the differences in the cases compared to the case at bar. In particular, in 
the absence of the complete case records, it is impossible to evaluate the strength of the 
cases, including whether they were provable beyond a reasonable doubt. See, e.g., 

United States v. Mathur, No. 2:11-CR-00312-MMD, 2012 WL 3135548, at *5 
(D. Nev. June 8, 2012) (defendant failed to meet burden where, among other things, he 
cited cases purporting to involve similar conduct without analysis of the “evidence, 
investigation, level of cooperation, or the decision-making process in any of the cases”), 
report and recommendation adopted , No. 2:11-CR-00312-MMD, 2012 WL 3135532 
(D. Nev. Aug. 1, 2012). 

Nonetheless, even in the absence of the full records, it is clear that the cases are 
significantly different compared to this case. Most importantly, there was no suggestion 
that the civil defendants had any history remotely resembling the long history of 
wrongdoing of Huawei. See United States v. Smith , 231 F.3d 800, 812 (11th Cir. 2000) 
(in context of selective prosecution: “The government can legitimately place a higher 
priority on prosecuting someone who commits an offense three, six or seven times, than 
someone who commits an offense once or twice, especially when the offense is a non¬ 
violent one.”); United States v. Lewis, 517 F.3d 20, 28 (1st Cir. 2008) (same). There 
certainly was no suggestion that any of the civil defendants had the same formal program 
of theft and bonuses that Huawei China had implemented even after the thefts in this 
case. Moreover, there was no suggestion that the civil defendants had tried to dupe the 
plaintiff through a false and misleading investigation report. In these circumstances, the 
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civil cases are not similarly situated with this case. See, e.g., United States v. Estrada- 
Plata, 57 F.3d 757, 761 (9th Cir. 1995) (rejecting selective prosecution claim by noting 
that defendants’ conduct was more egregious in nature compared to others who had 
committed the same offense); United States v. Sutcliffe, 505 F.3d 944, 954 
(9th Cir. 2007); United States v. Walli, No. 3:12-CR-107, 2013 WL 1773617, at *11 
(E.D. Tenn. Mar. 11,2013). 

Even if these three cases presented substantially similar circumstances—which 
they do not—the small number of cases identified by Huawei— three in a six-year span— 
dooms its claim. As courts have recognized, a defendant typically must provide evidence 
of more than a few similarly situated persons because there always will be examples 
where deserving individuals escape prosecution for a variety of innocuous reasons, 
including the lack of a criminal referral to law enforcement or limited resources. United 
States v. Tibbetts, 646 F.2d 193, 195-96 (5th Cir. 1981) (finding no selective prosecution 
of a tax protestor partly because: “Due to limited resources of the government, there will 
always be some tax evaders and tax protestors who elude prosecution by the government. 
This factor is not sufficient to show selective prosecution.”); United States v. Johnson, 
577 F.2d 1304, 1308-09 (5th Cir. 1978); United States v. Brewer, 681 F.2d 973, 975 (5th 
Cir. 1982) (same); United States v. Hayes, 589 F.2d 811, 819 & 819 n.4 (5th Cir. 1979) 
(finding that defendant failed to satisfy first prong of the selective prosecution test 
because he only presented evidence of three other cases in which there was no federal 
prosecution after a state prosecution had been pursued in good faith). 

In addition, Huawei claims that it cannot find another example of a criminal case 
brought against a defendant who lost a civil trade secrets case in the absence of a finding 
of willfulness. Huawei seems to assume that its conduct was not willful—quite the 
contrary, there is overwhelming evidence that Huawei deliberately targeted T-Mobile’s 
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technology, knowing that what it was doing was wrong. 3 Indeed, Huawei’s efforts to 
mislead T-Mobile through the bogus investigation report only confirm the company’s bad 
intent. 

Finally, having failed to identify similarly situated defendants who were not 
prosecuted, Huawei instead focuses on the relatively large number of Chinese defendants 
who have been prosecuted for trade secret theft. Huawei, however, misunderstands its 
burden: in order to prevail on a selective prosecution claim, a defendant must establish 
that similarly situated individuals of a different national origin were not prosecuted. See 
United States v. Arenas-Ortiz, 339 F.3d 1066, 1068 (9th Cir. 2003). Huawei has not done 
so. Moreover, given Congressional and Executive findings that the Chinese government 
has systematically encouraged and enlisted individuals to steal intellectual property from 
the United States, it hardly is surprising that a large number of Chinese defendants have 
been prosecuted. These prosecutions do not reflect any improper bias or motive—but 
rather a response to an identified threat targeting the United States. 

In sum, Huawei has wholly failed to show that similarly situated actors could have 
been prosecuted but were not. Thus, its selective prosecution claim, including its request 
for discovery, fails. 

// 

// 


33 Huawei asserts that the civil jury found that Huawei had not engaged in any “willful or malicious conduct,” 
Motion at 2 (emphasis added). Although it is true that the jury found that Huawei had not engaged in “willful and 
malicious” conduct, that phrase was defined extremely narrowly in the jury instructions. See T-Mobile USA, Inc. v. 
Huawei Device USA, Inc., 14-CV-13551 (W.D. Wash.), Dkt. 484 at 2. Specifically, the jury was instructed that it 
had to find that Huawei acted for the purpose of injuring T-Mobile, or otherwise out of ill will or spite directed at T- 
Mobile. See id. Dkt. 474 at 35. Under this definition of the term “willful and malicious” conduct, it may have been 
reasonable for the jury to conclude that Huawei’s conduct did not qualify, because Huawei did not steal T-Mobile’s 
technology for the express purpose of inflicting harm on T-Mobile. Rather, Huawei acted to gain an unfair 
advantage for themselves by obtaining technology without having to develop or pay for it, with total disregard for 
the resultant collateral harm that would befall T-Mobile. Although this motive on Huawei’s behalf would not have 
met the Court’s definition of “willful and malicious” conduct in the civil case, Huawei’s conduct was nonetheless 
clearly deliberate and aggravating, and weighed in favor of criminal prosecution. Moreover, unlike in the civil 
context, a violation of 18 U.S.C. § 1832 requires only that Huawei act knowing that its conduct would harm T- 
Mobile, and not for that express purpose. See id. § 1832(a)(statute requires proof merely that defendant knew that 
the theft would harm the victim). 
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C. The USAO Did Not File This Case For an Impermissible Motive 

Huawei fares no better under the second prong. Huawei baldly asserts that this 
prosecution was filed for the impermissible purpose of “secur[ing] leverage in trade 
negotiations” with China and otherwise as part of an illegitimate campaign against 
Chinese businesses. Motion at 12. Huawei is wrong—this action was filed for all of the 
reasons stated above—Huawei is a recidivist thief of intellectual property that was caught 
red-handed, tried to cover it up, and then implemented a formal program directing its 
employees to continue stealing information from competitors. In support of its wild 
assertions regarding prosecutorial motive, Huawei makes a number of claims, none of 
which withstand scrutiny. 

1. The China Initiative 

Huawei spends a large portion of its motion complaining about the Department of 
Justice’s China Initiative. This initiative grew out of the same concerns that Congress 
identified in the 2012 House Report—that the Chinese government is engaged in a 
widespread campaign of intellectual property theft against the United States. 4 In light of 
this concern, the Department of Justice is prioritizing Chinese economic espionage cases, 
and taking other steps to minimize the threat posed by the Chinese government, such as 
by conducting business outreach. 5 The Department of Justice is not prioritizing these 
cases because the defendants are Chinese; rather, the Department is prioritizing them in 
response to a specifically identified threat targeting United States intellectual property. 
The Department’s China Initiative is thus not discriminatory—but rather an appropriate 
response to threatening conduct by a foreign actor directed at the United States. 

The United States District for the District of Columbia’s decision in United States 
v. Concord Management & Consulting LLC, 18CR-32 (Oct. 16, 2018) (attached as 
Exhibit D) demonstrates this point. In that case, a Russian corporation was charged by 


4 https://www.justice.gov/opa/speech/attorney-general-jeff-sessions-announces-new-initiative-combat-chinese- 
economic-espionage (visited August 9, 2019). 

5 Id. 
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the Special Counsel for its role in the Russian government’s interference with the 2016 
election. Id. at 2. The Russian corporation complained that it was a victim of selective 
prosecution because the Special Counsel’s mandate was to examine cases involving the 
Russian government, and therefore was focused on individuals and corporations of a 
particular national origin. Id. at 3. The court rejected this claim, noting that “the Special 
Counsel is prosecuting individuals and entities because of their involvement in the 
Russian government’s efforts to interfere in the 2016 presidential election —not because 
of their Russian nationality.” Id. at 3 (internal quotation and citation omitted). 

More broadly, Huawei’s reliance on the China Initiative is totally misplaced 
because the initiative was launched well after a decision had already been made to charge 
Huawei in this case. Specifically, the Attorney General launched the initiative on 
November 1, 2018. However, as noted above, the US AO informed defense counsel of its 
intention to seek an indictment against Huawei in December 2017. Thus, the China 
Initiative did not serve as the grounds for why this prosecution was brought. 

Finally, in various places in its brief, Huawei seeks to cast doubt on the notion that 
the Chinese government poses the threat to intellectual property that the United States 
Government says it does. Huawei’s aspersions of the collective judgment of Congress 
and the Executive about the risks posed by the Chinese government should be 
disregarded by the Court. Not only has Huawei offered nothing in support of its 
contentions, but, more fundamentally, this Court is not the proper forum to evaluate the 
security risks posed by a foreign government. See Holder v. Humanitarian Law Project , 
561 U.S. 1, 33-34 (2010) (deference to the political branches is particularly appropriate 
with respect to national security and foreign affairs, given the relative institutional 
capacity, informational access, and expertise of the courts); Reno v. American-Arab 
Anti-Discrimination Comm., 525 U.S. 471, 49 (1999) (explaining that even if the 
Executive “disclose[d] its ... reasons for deeming nationals of a particular country a 
special threat,” courts would be “unable to assess their adequacy”). 
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2. The Timing of the Prosecution 

Huawei separately points to the fact that the Indictment was unsealed in 
January 2019—days after trade talks with China were cancelled, and in the midst of the 
current trade dispute with China—as purported evidence that this case was brought for 
political purposes. Motion at 2-3. Huawei seems to be imagining a scenario under which 
the President, on his way out of the negotiation room, ordered the USAO to obtain the 
Indictment in this case. Nothing could be further from the truth. As noted above, the 
USAO made its own independent decision to pursue an indictment in this case, and 
communicated its intentions to do so to counsel for Huawei in December 2017—well in 
advance of the current trade dispute with China. 

The precise timing of the Indictment is of no mystery to Huawei. The parties 
entered into a statute of limitations tolling agreement that was set to expire in 
January 2019, and the government asked the Grand Jury to return an indictment prior to 
that time. In sum, the timing of the Indictment in no way supports Huawei’s assertion 
that this case was filed to obtain some sort of political leverage. 

3. The Civil Jury’s Verdict 

Huawei also claims to profess bewilderment that this case was brought “after a 
civil jury awarded zero damages,” claiming that no valid criminal prosecution would be 
sought in these circumstances. Motion at 12 (emphasis in original). The jury, in fact, 
awarded $4.8 million dollars in unjust enrichment damages, not zero. Dkt. 484 at 3. In 
addition, the jury’s decision was undoubtedly influenced by the fact that Huawei was 
caught before it could fully reverse engineer and implement T-Mobile’s technology. Had 
Huawei not been caught, T-Mobile would have suffered greater harm, and therefore been 
entitled to a greater amount of damages. In addition to the actual and potential harm 
suffered by T-Mobile, Huawei’s history, outlined above, more than served as a 
compelling basis for criminal charges in this case. 
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4. Other Executive Actions Targeting Huawei 

Huawei also complains about other Executive actions targeting Huawei, namely 
the decision by the Department of Commerce to restrict the export of American goods 
and technology to Huawei without a license. These actions are not before the Court. 6 
The only question is whether Huawei has shown that this prosecution was the product of 
bad faith selective prosecution. For all of the reasons stated above, Huawei has fallen far 
short in making this showing. In addition, given Huawei’s tortured history, including, 
most notably, the findings of the 2012 House Report, it hardly is surprising that it is the 
subject of other Executive actions. But, regardless of the merit of those actions, this 
action was brought for entirely appropriate and understandable reasons. Thus, its motion 
should be denied. 

D. Huawei Is Not Entitled to Discovery in Support of its Failed Claim 

As outlined above, Huawei has not met the “rigorous” standard for obtaining 
discovery, given its complete failure to identify similarly-situated actors who were not 
prosecuted, along with its general failure to meet either prong of the selective prosecution 
standard. United States v. Arenas-Ortiz, 339 F.3d 1066, 1069 (9th Cir. 2003) (standard 
for selective prosecution standard is a ‘rigorous’ one designed to minimize interference 
with the prosecutorial function.”) (quoting Armstrong , 517 U.S. at 468). In addition, 
Huawei’s discovery requests are wildly overbroad, pertaining to numerous topics totally 
unrelated to this prosecution, and even seeking documents in the possession of Congress. 
See Defense Request No. 24, Exhibit A to Def. Motion at 6 (demanding “[a] 11 documents 
or information” relating to objections from the Committee on Foreign Investment in the 
United States about Broadcom’s takeover of Qualcomm); Defense Request No. 11, id. at 
5 (All “documents relating to the reputation of Huawei.”); Defense Request No. 26, id. at 


6 Huawei cites comments that President Trump made about potentially reaching a compromise on the Department of 
Commerce sanctions and the case against Huawei’s CFO, Meng Wanzhou, who is charged in the Eastern District of 
New York for conduct unrelated to this case. None of the comments pertain to this action, and therefore they are 
irrelevant. 
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6 (All “documents or information” related to Congress’s inclusion of Huawei and its 
competitor, ZTE, in the National Defense Authorization Act.); Defense Request No. 13, 
id. at 5 (All “documents and communications, received, prepared or created” by “any 
Congressional committees or subcommittees in connection with any investigations in 
Huawei.”); Defense Request No. 27, id. at 6 (“All documents or information” related to 
the China Initiative, which, as described above, was launched well after a decision to 
indict Huawei had been made.). 

Huawei has not met its burden for discovery. Its request for discovery, as with its 
request for dismissal, should be denied. 


DATED this 22nd day of August, 2019. 


Respectfully submitted, 

TESSA M. GORMAN 
First Assistant United States Attorney 
(Acting Under Authority Conferred by 
28U.S.C. § 515) 


s/ Todd Greenberg _ 

TODD GREENBERG 
THOMAS WOODS 
SIDDHARTH VELAMOOR 
Assistant United States Attorneys 
700 Stewart Street, Suite 5220 
Seattle, WA 98101-1271 
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the Clerk of the Court using the CM/ECF system which will send notification of such 
filing to the attorney(s) of record for the defendant(s). 


s/Jenny Fingles _ 

JENNY FINGLES 
Legal Assistant 

United States Attorney’s Office 
700 Stewart, Suite 5220 
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Investigative Report on the U.S. National Security 
Issues Posed by Chinese Telecommunications 
Companies Huawei and ZTE 


A report by Chairman Mike Rogers and Ranking Member C.A. 
Dutch Ruppersberger of the Permanent Select Committee on 

Intelligence 


U.S. House of Representatives 
112th Congress 
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Contents 

Executive Summary.iv 

Report.1 

I. The threat posed to U.S. national-security interests by vulnerabilities in the 

telecommunications supply chain is an increasing priority given the country’s 
reliance on interdependent critical infrastructure systems; the range of threats these 
systems face; the rise in cyber espionage; and the growing dependence all 
consumers have on a small group of equipment providers.1 

A. China has the means, opportunity, and motive to use telecommunications 

companies for malicious purposes.2 

B. Suggested “mitigation measures” cannot fully address the threat posed by 

Chinese telecommunications companies providing equipment and services to 
United States critical infrastructure.4 

II. Investigation.7 

A. Scope of Investigation.7 

B. Investigative Process.8 

C. Investigative Challenges.10 

III. Summary of Findings.11 

A. The Committee finds that Huawei did not fully cooperate with the 

investigation and was unwilling to explain its relationship with the Chinese 
government or Chinese Communist Party, while credible evidence exists that 
Huawei fails to comply with U.S. laws.12 

i. Huawei did not provide clear and complete information on its corporate 

structure and decision-making processes, likely remains dependent on the 
Chinese government for support.13 

ii. Huawei failed to explain its relationships with the Chinese government, 

and its assertions denying support by the Chinese government are not 
credible.21 

iii. Huawei admits that the Chinese Communist Party maintains a Party 
Committee within the company, but it failed to explain what the Party 


l 
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Committee does on behalf of the Party or which individuals compose the 


Committee.22 

iv. Huawei’s corporate history suggests ties to the military, and Huawei failed 
to provide detailed answers to questions about those connections.24 


v. Huawei’s failure to provide information about the Chinese government’s 

1999 investigation of the company for tax fraud exemplifies a company 
that refuses to be transparent; the apparent ease with which Huawei ended 
the investigation undermines Huawei’s assertion that the Chinese 
government finds Huawei to be a disfavored telecommunications solutions 
provider in China.25 

vi. Huawei failed to explain its relationships with western consulting firms, 

and any claims that its success is on account of those relationships, rather 
than support by the Chinese government, are not credible.26 

vii. Huawei failed to answer key questions or provide supporting 

documentation for its claims to be financially independent of the Chinese 
government.27 

viii. Huawei failed to provide sufficient details or supporting documentation on 


its operations, financing, and management in the United States, 
undermining its claims of being a completely independent subsidiary of 
Huawei’s parent company in Shenzhen, China.29 

ix. Evidence shows that Huawei exhibits a pattern of disregard for the 

intellectual property rights of other entities and companies in the United 
States.31 


x. Huawei failed to provide details of its operations in Iran, though it denied 
doing business with the government of Iran, and did not provide evidence 
to support its claims that it complies with all international sanctions or 


U.S. export laws.32 

xi. Huawei refused to provide details on its R&D programs, and other 

documents undermine its claim that Huawei provides no R&D for the 
Chinese military or intelligence services.33 

xii. Former and current Huawei employees provided evidence of a pattern and 

practice of potentially illegal behavior by Huawei officials.34 


li 












Case 2:19-cr-00010-RSM Document 63-1 Filed 08/22/19 Page 5 of 61 


B. ZTE failed to answer key questions or provide supporting documentation 

supporting its assertions; instead, it asserted that answering the Committee’s 


requests about its internal corporate activities would leave the company 
criminally liable under China’s states-secrets laws.35 

i. ZTE did not alleviate Committee concerns about the control of Chinese 

state-owned enterprises in ZTE’s business decisions and operations.37 

ii. ZTE maintains a Chinese Party Committee within the company, but has 
not fully clarified how the Party Committee functions, who chooses its 


members, and what relationship it has with the larger Chinese Communist 
Party.40 

iii. ZTE failed to disclose information about its activities in the U.S.42 

iv. ZTE failed to provide any answers or evidence about its compliance with 

intellectual property or U.S. export-control laws.42 

v. ZTE failed to provide clear answers to Committee questions about its 

R&D activities, particularly as they relate to any military or government 
projects.43 


Conclusion and Recommendations 


44 
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House Permanent Select Committee on Intelligence 

Chairman and Ranking Member Investigative Report on 

The U.S. National Security Issues Posed by Chinese 
Telecommunications Companies Huawei and ZTE 

Executive Summary 

In February 2011, Huawei Technologies Company, the leading Chinese 
telecommunications equipment manufacturer, published an open letter to the U.S. 
Government denying security concerns with the company or its equipment, and 
requesting a full investigation into its corporate operations. 1 Huawei apparently 
believed - correctly - that without a full investigation into its corporate activities, 

the United States could not trust its equipment and services in U.S. 

2 

telecommunications networks. 

The House Permanent Select Committee on Intelligence (herein referred to 
as “the Committee”) initiated this investigation in November 2011 to inquire into 
the counterintelligence and security threat posed by Chinese telecommunications 
companies doing business in the United States. Prior to initiating the formal 
investigation, the Committee performed a preliminary review of the issue, which 
confirmed significant gaps in available information about the Chinese 
telecommunications sector, the histories and operations of specific companies 
operating in the United States, and those companies’ potential ties to the Chinese 
state. Most importantly, that preliminary review highlighted the potential security 
threat posed by Chinese telecommunications companies with potential ties to the 
Chinese government or military. In particular, to the extent these companies are 
influenced by the state, or provide Chinese intelligence services access to 
telecommunication networks, the opportunity exists for further economic and 
foreign espionage by a foreign nation-state already known to be a major 
perpetrator of cyber espionage. 

As many other countries show through their actions, the Committee 
believes the telecommunications sector plays a critical role in the safety and 
security of our nation, and is thus a target of foreign intelligence services. The 


IV 
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Committee’s formal investigation focused on Huawei and ZTE, the top two 
Chinese telecommunications equipment manufacturers, as they seek to market 
their equipment to U.S. telecommunications infrastructure. The Committee’s 
main goal was to better understand the level of risk posed to the United States as 
these companies hope to expand in the United States. To evaluate the threat, the 
investigation involved two distinct yet connected parts: (1) a review of open- 
source information on the companies’ histories, operations, financial information, 
and potential ties to the Chinese government or Chinese Communist Party; and (2) 
a review of classified information, including a review of programs and efforts of 
the U.S. Intelligence Community (IC) to ascertain whether the IC is appropriately 
prioritizing and resourced for supply chain risk evaluation. 3 

Despite hours of interviews, extensive and repeated document requests, a 
review of open-source information, and an open hearing with witnesses from both 
companies, the Committee remains unsatisfied with the level of cooperation and 
candor provided by each company. Neither company was willing to provide 
sufficient evidence to ameliorate the Committee’s concerns. Neither company 
was forthcoming with detailed information about its formal relationships or 
regulatory interaction with Chinese authorities. Neither company provided 
specific details about the precise role of each company’s Chinese Communist 
Party Committee. Furthermore, neither company provided detailed information 
about its operations in the United States. Huawei, in particular, failed to provide 
thorough information about its corporate structure, history, ownership, operations, 
financial arrangements, or management. Most importantly, neither company 
provided sufficient internal documentation or other evidence to support the limited 
answers they did provide to Committee investigators. 

During the investigation, the Committee received information from 
industry experts and current and former Huawei employees suggesting that 
Huawei, in particular, may be violating United States laws. These allegations 
describe a company that has not followed United States legal obligations or 
international standards of business behavior. The Committee will be referring 
these allegations to Executive Branch agencies for further review, including 
possible investigation. 
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In sum, the Committee finds that the companies failed to provide evidence 
that would satisfy any fair and full investigation. Although this alone does not 
prove wrongdoing, it factors into the Committee’s conclusions below. Further, 
this report contains a classified annex, which also adds to the Committee’s 
concerns about the risk to the United States. The investigation concludes that the 
risks associated with Huawei’s and ZTE’s provision of equipment to U.S. critical 
infrastructure could undermine core U.S. national-security interests. 

Based on this investigation, the Committee provides the following 
recommendations: 

Recommendation 1: The United States should view with suspicion the continued 
penetration of the U.S. telecommunications market by Chinese 
telecommunications companies. 

• The United States Intelligence Community (IC) must remain vigilant and 
focused on this threat. The IC should actively seek to keep cleared private 
sector actors as informed of the threat as possible. 

• The Committee on Foreign Investment in the United States (CFIUS) must 
block acquisitions, takeovers, or mergers involving Huawei and ZTE given 
the threat to U.S. national security interests. Legislative proposals seeking 
to expand CFIUS to include purchasing agreements should receive 
thorough consideration by relevant Congressional committees. 

• U.S. government systems, particularly sensitive systems, should not include 
Huawei or ZTE equipment, including component parts. Similarly, 
government contractors - particularly those working on contracts for 
sensitive U.S. programs - should exclude ZTE or Huawei equipment in 
their systems. 

Recommendation 2: Private-sector entities in the United States are strongly 
encouraged to consider the long-term security risks associated with doing business 
with either ZTE or Huawei for equipment or services. U.S. network providers and 
systems developers are strongly encouraged to seek other vendors for their 
projects. Based on available classified and unclassified information, Huawei and 
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ZTE cannot be trusted to be free of foreign state influence and thus pose a security 
threat to the United States and to our systems. 

Recommendation 3: Committees of jurisdiction within the U.S. Congress and 
enforcement agencies within the Executive Branch should investigate the unfair 
trade practices of the Chinese telecommunications sector, paying particular 
attention to China’s continued financial support for key companies. 

Recommendation 4: Chinese companies should quickly become more open and 
transparent, including listing on a western stock exchange with advanced 
transparency requirements, offering more consistent review by independent third- 
party evaluators of their financial information and cyber-security processes, 
complying with U.S. legal standards of information and evidentiary production, 
and obeying all intellectual-property laws and standards. Huawei, in particular, 
must become more transparent and responsive to U.S. legal obligations. 

Recommendation 5: Committees of jurisdiction in the U.S. Congress should 
consider potential legislation to better address the risk posed by 
telecommunications companies with nation-state ties or otherwise not clearly 
trusted to build critical infrastructure. Such legislation could include increasing 
information sharing among private sector entities, and an expanded role for the 
CFIUS process to include purchasing agreements. 
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Report 

I. The threat posed to U.S. national-security interests by vulnerabilities in the 
telecommunications supply chain is an increasing priority given: the 
country’s reliance on interdependent critical infrastructure systems; the 
range of threats these systems face; the rise in cyber espionage; and the 
growing dependence all consumers have on a small group of equipment 
providers. 

The United States’ critical infrastructure, and in particular its telecommunications 
networks, depend on trust and reliability. Telecommunications networks are vulnerable 
to malicious and evolving intrusions or disruptive activities. A sufficient level of trust, 
therefore, with both the provider of the equipment and those performing managed 
services must exist at all times. A company providing such equipment, and particularly 
any company having access to or detailed knowledge of the infrastructures’ architectural 
blueprints, must be trusted to comply with United States laws, policies, and standards. If 
it cannot be trusted, then the United States and others should question whether the 
company should operate within the networks of our critical infrastructure. 

The risk posed to U.S. national-security and economic interests by cyber-threats is 
an undeniable priority. First, the country’s reliance on telecommunications infrastructure 
includes more than consumers’ use of computer systems. Rather, multiple critical 
infrastructure systems depend on information transmission through telecommunications 
systems. These modern critical infrastructures include electric power grids; banking and 
finance systems; natural gas, oil, and water systems; and rail and shipping channels; each 
of which depend on computerized control systems. Further, system interdependencies 
among these critical infrastructures greatly increase the risk that failure in one system 
will cause failures or disruptions in multiple critical infrastructure systems. 4 Therefore, a 
disruption in telecommunication networks can have devastating effects on all aspects of 
modem American living, causing shortages and stoppages that ripple throughout society. 

Second, the security vulnerabilities that come along with this dependence are 
quite broad, and range from insider threats 5 to cyber espionage and attacks from 
sophisticated nation states. In fact, there is a growing recognition of vulnerabilities 
resulting from foreign-sourced telecommunications supply chains used for U.S. national- 
security applications. The FBI, for example, has assessed with high confidence that 
threats to the supply chain from both nation-states and criminal elements constitute a high 
cyber threat. 6 Similarly, the National Counterintelligence Executive assessed that 
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“foreign attempts to collect U.S. technological and economic information will continue at 
a high level and will represent a growing and persistent threat to US economic security.” 7 

Third, the U.S. government must pay particular attention to products produced by 
companies with ties to regimes that present the highest and most advanced espionage 
threats to the U.S., such as China. Recent cyber-attacks often emanate from China, and 
even though precise attribution is a perennial challenge, the volume, scale, and 
sophistication often indicate state involvement. As the U.S.-China Commission 
explained in its unclassified report on China’s capabilities to conduct cyber warfare and 
computer network exploitation (CNE), actors in China seeking sensitive economic and 
national security information through malicious cyber operations often face little chance 
of being detected by their targets. 8 

Finally, complicating this problem is the fact that Chinese telecommunications 
firms, such as Huawei and ZTE, are rapidly becoming dominant global players in the 
telecommunications market. In another industry, this development might not be 
particularly concerning. When those companies seek to control the market for sensitive 
equipment and infrastructure that could be used for spying and other malicious purposes, 
the lack of market diversity becomes a national concern for the United States and other 
countries. 9 Of note, the United States is not the only country focusing on these concerns. 
Australia expressed similar concerns when it chose to ban Huawei from its national 
broadband infrastructure project. 10 Great Britain has attempted to address the concerns 
by instituting an evaluation regime that limits Huawei’s access to the infrastructure and 
evaluates any Huawei equipment and software before they enter the infrastructure. 11 

A. China has the means, opportunity, and motive to use telecommunications 

companies for malicious purposes. 

Chinese intelligence collection efforts against the U.S. government are growing in 
“scale, intensity and sophistication.” “ Chinese actors are also the world’s most active 
and persistent perpetrators of economic espionage. 13 U.S. private sector firms and cyber¬ 
security specialists report an ongoing onslaught of sophisticated computer network 
intrusions that originate in China, and are almost certainly the work of, or have the 
backing of, the Chinese government. 14 Further, Chinese intelligence services, as well as 
private companies and other entities, often recruit those with direct access to corporate 
networks to steal trade secrets and other sensitive proprietary data. 15 

These cyber and human-enabled espionage efforts often exhibit sophisticated 
technological capabilities, and these capabilities have the potential to translate into efforts 
to insert malicious hardware or software implants into Chinese-manufactured 
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telecommunications components and systems marketed to the United States. 
Opportunities to tamper with telecommunications components and systems are present 
throughout product development, and vertically integrated industry giants like Huawei 
and ZTE provide a wealth of opportunities for Chinese intelligence agencies to insert 
malicious hardware or software implants into critical telecommunications components 
and systems. 16 China may seek cooperation from the leadership of a company like 
Huawei or ZTE for these reasons. Even if the company’s leadership refused such a 
request, Chinese intelligence services need only recruit working-level technicians or 
managers in these companies. Further, it appears that under Chinese law, ZTE and 
Huawei would be obligated to cooperate with any request by the Chinese government to 
use their systems or access them for malicious purposes under the guise of state 
security. 17 

A sophisticated nation-state actor like China has the motivation to tamper with the 
global telecommunications supply chain, with the United States being a significant 
priority. The ability to deny service or disrupt global systems allows a foreign entity the 
opportunity to exert pressure or control over critical infrastructure on which the country 
is dependent. The capacity to maliciously modify or steal information from government 
and corporate entities provides China access to expensive and time-consuming research 
and development that advances China’s economic place in the world. Access to U.S. 
telecommunications infrastructure also allows China to engage in undetected espionage 
against the United States government and private sector interests. China’s military and 
intelligence services, recognizing the technological superiority of the U.S. military, are 
actively searching for asymmetrical advantages that could be exploited in any future 
conflict with the United States. 19 Inserting malicious hardware or software implants into 
Chinese-manufactured telecommunications components and systems headed for U.S. 
customers could allow Beijing to shut down or degrade critical national security systems 
in a time of crisis or war. Malicious implants in the components of critical infrastructure, 
such as power grids or financial networks, would also be a tremendous weapon in 
China’s arsenal. 

Malicious Chinese hardware or software implants would also be a potent 
espionage tool for penetrating sensitive U.S. national security systems, as well as 
providing access to the closed American corporate networks that contain the sensitive 
trade secrets, advanced research and development data, and negotiating or litigation 
positions that China would find useful in obtaining an unfair diplomatic or commercial 
advantage over the United States. 

In addition to supply chain risks associated with hardware and software, managed 
services also pose a threat. Managed services, sold as part of the systems maintenance 
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contract, allow for remote network access for everyday updates to software and patches 
to glitches. Unfortunately, such contracts may also allow the managed-service contractor 
to use its authorized access for malicious activity under the guise of legitimate assistance. 
Such access also offers an opportunity for more-tailored economic or state-sponsored 
espionage activities. Telecommunications companies such as Huawei are seeking to 

90 

expand service portions of their business. 

The U.S. Government has acknowledged these concerns with telecommunications 

supply chain risk for several years. Indeed, as one of twelve critical infrastructure 

protection priorities outlined in the White House’s 2009 Comprehensive National 

Cybersecurity Initiative (CNCI), Supply Chain Risk Management (SCRM) is identified 

as a national concern. Similarly, the Executive Branch continues to review supply chain 

issues consistent with its National Strategy for Global Supply Chain Security, released in 

January 2012. A key part of the management of supply chain risk, as explained in the 

report, is to properly “understand and identify vulnerabilities to the supply chain that 

stem from both exploitation of the system by those seeking to introduce harmful products 

21 

or materials and disruptions from intentional attacks, accidents, or natural disasters.” 

B. Suggested “mitigation measures” cannot fully address the threat posed by 

Chinese telecommunications companies providing equipment and services to 

United States critical infrastructure. 

Many countries struggle with the potential threats posed by untrustworthy 
telecommunications companies. In Great Britain, the government took initial steps (as 
part of an overall mitigation strategy) to address its concerns by entering into an 
agreement with Huawei to establish an independently managed Cyber Security 
Evaluation Centre (CSEC). CSEC conducts independent reviews of Huawei’s equipment 
and software deployed to the United Kingdom’s telecommunications infrastructure, and 
provides such results to the relevant UK carriers and UK government. The goal of the 
British government is to attempt to lessen the threat that Huawei products deployed in 
critical UK telecommunications infrastructure pose to the availability or integrity of UK 
networks. 

Huawei and ZTE have proposed similar schemes for products entering the United 
States market, administered without U.S. government involvement, but by Electronic 
Warfare Associates or other private-sector security firms. ~ These partnerships seek to 
address concerns that the companies could permit the Chinese government to insert 
features or vulnerabilities into their products, which would assist espionage or cyber 
warfare. Unfortunately, there are concerns that such efforts if taken in the United States 
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will fall short of addressing security concerns given the breadth and scale of the U.S. 
telecommunications market. 

Post-production evaluation processes are a standard approach to determining the 
security properties of complex, software-intensive systems. Processes like the Common 
Criteria for Information Technology Security Evaluation and various private certification 
services define a process by which an evaluator measures a product against a set of 
standards and assigns a security rating. The rating is meant to help a consumer know 
how much confidence to place in the security features of the device or software package. 
Both the implementation of the system and the methodology used to develop it, as 
documented by the manufacturer, are typically used as evidence for the chosen rating. 
Further, such processes are not necessarily designed to uncover malicious code but to 
encourage a foundational security baseline in security-enabled products. 

For a variety of technical and economic reasons, evaluation programs as proposed 
by Huawei and ZTE are less useful than one might expect. In fact, the programs may 
create a false sense of security that an incomplete, flawed, or misapplied evaluation 
would provide. An otherwise careful consumer may choose to forego a thorough threat, 
application, and environment-based risk assessment, and the costs such evaluations 
entail, because an accredited outside expert has “blessed” the product in some way. 

One key issue not addressed by standardized third-party security evaluations is 
product and deployment diversity. The behavior of a device or system can vary wildly 
depending on how and where it is configured, installed, and maintained. For time and 
cost reasons, an evaluation usually targets a snapshot of one product model configured in 
a specific and often unrealistically restrictive way. The pace of technology development 
today drives products to evolve far more rapidly than any third-party comprehensive 
evaluation process can follow. The narrow configuration specification used during 
testing almost ensures that an evaluated device will be deployed in a way not specifically 
covered by a formal evaluation. A security evaluation of a complex device is useless if 
the device is not deployed precisely in the same configuration as it was tested. 

The evaluation of products prior to deployment only addresses the product portion 
of the lifecycle of networks. It is also important to recognize that how a network operator 
oversees its patch management, its trouble-shooting and maintenance, upgrades, and 
managed-service elements, as well as the vendors it chooses for such services, will affect 
the ongoing security of the network. 

Vendors financing their own security evaluations create conflicts of interest that 
lead to skepticism about the independence and rigor of the result. A product 
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manufacturer will naturally pursue its own interests and ends which are not necessarily 
aligned with all interests of the consumers. A different, but related, race to the bottom 

'■yi 

has been noted for the similarly vendor-financed Common Criteria evaluations. The 
designers of the Common Criteria system understood this danger and implemented 
government certification for evaluators. The precaution seems mostly cosmetic as no 
certification has ever been challenged or revoked despite gaming and poor evaluation 
performance. Given similar concerns and about conflicts of interest, Huawei’s U.K. 
evaluators of Huawei equipment have been vetted by the U.K. government and hold 
government security clearances, and the U.K. process has the support of the U.K. 

Carriers. It is not clear yet, however, that such steps would readily transfer to the U.S. 
market or successfully overcome the natural incentives of the situation and lead to truly 
independent investigations. 

The task of finding and eliminating every significant vulnerability from a 
complex product is monumental. If we also consider flaws intentionally inserted by a 
determined and clever insider, the task becomes virtually impossible. While there is a 
large body of literature describing techniques for finding latent vulnerabilities in 
hardware and software systems, no such technique claims the ability to find all such 
vulnerabilities in a pre-existing system. Techniques do exist that can prove a system 
implementation matches a design which has been formally verified to be free of certain 
types of flaws.' However, such formal techniques must be incorporated throughout the 
design and development process to be effective. They cannot currently be applied to a 
finished product of significant size or complexity. Even when embedded into a design 
and development process, formal techniques of this type do not yet scale to the size of 
complete commercial telecommunication systems. It is highly unlikely that a security 
evaluation partnership such as that proposed by Huawei or ZTE, independent of its 
competence and motives, will be able to identify all relevant flaws in products the size 
and complexity of core network infrastructure devices. If significant flaws remain in 
widely fielded products and processes that are known to a potential adversary, it seems 
like the evaluation process has provided only marginal benefit. 

A security evaluation of potentially suspect equipment being deployed in critical 
infrastructure roles may seem like an answer to the security problems posed. 
Unfortunately, given the complexity of the telecommunications grid, the limitations of 
current security evaluation techniques, and the economics of vendor-financed analyses 
provide a sense of security but not actual security. Significant security is available only 
through a thoughtful design and engineering process that addresses a complete system-of- 
systems across its full lifecycle, from design to retirement and includes aspects such as 
discrete technology components, their interactions, the human environment, and threats 
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from the full spectrum of adversaries. The result of such a process should be a 
convincing set of diverse evidence that a system is worthy of our trust. 26 

II. Investigation 

A. Scope of Investigation 

The House Permanent Select Committee on Intelligence is responsible for 
authorizing the intelligence activities of the United States and overseeing those activities 
to ensure that they are legal, effective, and properly resourced to protect the national 
security interests of the United States. Specifically, the Committee is charged with 
reviewing and studying on a continuing basis the authorities, programs, and activities of 
the Intelligence Community and with reviewing and studying on an exclusive basis the 
sources and methods of the community. Along with this responsibility is the obligation 
to study and understand the range of foreign threats faced by the United States, including 
those directed against our nation’s critical infrastructure. Similarly, the Committee must 
evaluate the threats from foreign intelligence operations and ensure that the country’s 

counterintelligence agencies are appropriately focused on and resourced to defeat those 

• 28 

operations. 

The Committee’s goals in this investigation were to inquire into the potential 
security risk posed by the top two Chinese telecommunications companies and review 
whether our government is properly positioned to understand and respond to that threat. 
An additional aim of this process has been to determine what information could be 
provided in an unclassified form to shed light on the key questions of whether the 
existence of these firms in our market would pose a national-security risk through the 
potential loss of control of U.S. critical infrastructure. 

Of course, the United States’ telecommunications sector increasingly relies on a 
global supply chain for the production and delivery of equipment and services. That 
reliance presents significant risks that other individuals or entities - including those 
backed by foreign governments - can and will exploit and undermine the reliability of the 
networks. Better understanding the supply-chain risks we face is vital if we are to protect 
the security and functionality of our networks and if we are to guard against national 
security and economic threats to those networks. The investigation’s scope reflects the 
underlying need for the U.S. to manage the global supply chain system using a risk-based 
approach. 

Recent studies highlight that actors in China are the source of more cyber-attacks 
than in any other country. The National Counterintelligence Executive, for example, 
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explained, in an open report on cyber-espionage, that “Chinese actors are the world’s 
most active and persistent perpetrators of economic espionage.” Thus, the Committee 
focused on those companies with the strongest potential Chinese ties and those that also 
seek greater entry into the United States market. Both Huawei and ZTE are indigenous 
Chinese firms, with histories that include connections to the Chinese government. Both 
Huawei and ZTE have already incorporated United States’ subsidiaries, and both are 
seeking to expand their footprint in the United States market. Huawei has received, thus 
far, the greatest attention from analysts and the media. Given the similarities of the two 
companies, however, including their potential ties to the Chinese government, support by 
the Chinese government, and goals to further their U.S. presence, the Committee focused 
on both Huawei and ZTE. 

Both Huawei and ZTE assert that the Committee should not focus only on them to 
the exclusion of all other companies that manufacture parts or equipment in China. The 
Committee recognizes that many non-Chinese companies, including U.S. technology 
companies, manufacture some of their products in China. But it is not only the location 
of manufacturing that is important to the risk calculation. It is also ownership, history, 
and the products being marketed. These may not be the only two companies presenting 
this risk, but they are the two largest Chinese-founded, Chinese-owned 
telecommunications companies seeking to market critical network equipment to the 
United States. To review supply chain risk, the Committee decided to focus first on the 
largest perceived vulnerabilities, with an expectation that the conclusion of this 
investigation would inform how to view the potential threat to the supply chain from 
other companies or manufacturers operating in China and other countries. 

B. Investigative Process 

The Committee’s investigative process included extensive interviews with 
company and government officials, numerous document requests, and an open hearing 
with a senior official from both Huawei and ZTE. Committee staff reviewed available 
information on the specific companies, and Committee staff and members met with 
Huawei and ZTE officials for lengthy, in-depth meetings and interviews. Committee 
staff also toured the companies’ facilities and factories. 

Specifically, on February 23, 2012, Committee staff met with and interviewed 
corporate executives of Huawei at its corporate headquarters in Shenzhen, China. The 
delegation toured Huawei’s corporate headquarters, reviewed company product lines, and 
toured a large manufacturing factory. Officials involved in the discussion from Huawei 
included Ken Hu, Huawei’s Deputy Chairman of the Board and Acting CEO; Evan Bai, 
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Vice President of the Treasury Management Office; Charlie Chen, Senior Vice President 
in charge of Huawei (USA); Jiang Xisheng, Secretary of the Board; John Suffolk, Global 
Security Officer; and Rose Hao, Export Regulator. 

On April 12, 2012, Committee staff met with and interviewed corporate 
executives of ZTE at its corporate headquarters in Shenzhen, China. In addition to these 
meetings, the delegation took a brief tour of ZTE’s corporate headquarters, including a 
factory site. Officials from ZTE included Zhu Jinyun, ZTE’s Senior Vice President, 

U.S. and North America Market; Fan Qingfeng, Executive Vice President of Global 
Marketing and Sales; Guo Jianjun, Legal Director; Timothy Steinert, Independent 
Director of the Board (and Ali Baba Counsel); Ma Xuexing, Legal Director; Cao Wei, 
Security and Investor Relations with the Information Disclosure Office; Qian Yu, 

Security and Investor Relations with the Information Disclosure Office; and John 
Merrigan, attorney with DLA Piper. 

In May of 2012, Ranking Member Ruppersberger along with Committee 
members Representative Nunes, Representative Bachmann, and Representative Schiff 
traveled to Hong Kong to meet with senior officials of both Huawei and ZTE. In 
addition to the senior officials present at the staff meetings, the Committee members met 
with Ren Zhengfei, the founder and President of Huawei. 

After the meetings, the Committee folio wed-up with several pages of written 
questions and document requests to fill in information gaps, inconsistent or incomplete 
answers, and the need for corroborating documentary evidence of many of the 
companies’ factual and historical assertions. Unfortunately, neither company was 
completely or fully responsive to the Committee’s document requests. Indeed, neither 
Huawei nor ZTE provided internal documents in response to the Committee’s letter. To 
attempt, again, to answer the remaining questions, the Committee called each company to 
an open hearing. 

On September 13, 2012, the Committee held an open hearing with representatives 
of both ZTE and Huawei. The witnesses included Mr. Charles Ding, corporate senior 
vice president and Huawei’s representative to the United States, and Mr. Zhu Jinyun, 

ZTE senior vice president for North America and Europe. The hearing was designed to 
be both thorough and fair. The witnesses were each given twenty minutes for an opening 
statement and each was aided by an interpreter during the question and answer portion of 
the hearing to ensure that the witnesses were given the maximum opportunity to 

o 1 

understand the questions and answer completely and factually. 
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Once again, the witnesses’ answers were often vague and incomplete. For 
example, they claimed to have no understanding or knowledge of commonly used terms, 
could not answer questions about the composition of their internal Party Committees, 
refused to provide straightforward answers about their operations in the United States, 
sought to avoid answering questions about their histories of intellectual property 
protection, and claimed to have no understanding or knowledge of Chinese laws that 
force them to comply with the Chinese government’s requests for access to their 
equipment. The companies’ responses to the Committee’s questions for the record after 
the hearing included similar evasive answers. 

C. Investigative Challenges 

This unclassified report discloses the unclassified information the Committee 
received when trying to understand the nature of these companies, the formal role of the 
Chinese government or Chinese Communist Party within them, and their current 
operations in the United States. In pursuing this goal, the Committee faced many 
challenges, some of which are shared by many who seek to understand the relationship 
between the government and business in China and the threat posed to our infrastructure. 
These challenges include: the lack of transparency in Chinese corporate and bureaucratic 
structures that leads to a lack of trust; general private sector concerns with providing 
proprietary or confidential information; fears of retribution if private-sector companies or 
individuals discuss their concerns; and uncertain attribution of cyber attacks. 

The classified annex provides significantly more information adding to the 
Committee’s concerns. That information cannot be shared publicly without risking U.S. 
national security. The unclassified report itself, however, highlights that Huawei and 
ZTE have failed to assuage the Committee’s significant security concerns presented by 
their continued expansion into the United States. Indeed, given the companies’ repeated 
failure to answer key questions thoroughly and clearly, or support those answers with 
credible internal evidence, the national-security concerns about their operations have not 
been ameliorated. In fact, given their obstructionist behavior, the Committee believes 
addressing these concerns have become an imperative for the country. 

In addition to the Committee’s discussions with the companies, the Committee 
investigators spoke with industry experts and former and present employees about the 
companies. Companies around the United States have experienced odd or alerting 
incidents using Huawei or ZTE equipment. Officials with these companies, however, 
often expressed concern that publicly acknowledging these incidents would be 
detrimental to their internal investigations and attribution efforts, undermine their 
ongoing efforts to defend their systems, and also put at risk their ongoing contracts. 
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Similarly, statements by former or current employees describing flaws in the Huawei or 
ZTE equipment and other potentially unethical or illegal behavior by Huawei officials 
were hindered by employees’ fears of retribution or retaliation. 

Further, the inherent difficulty in attributing the precise individual or entity 
responsible for known attacks within the United States continues to hinder the 
technological capability for investigators to determine the source of attacks or any 
connections among industry, government, and the hacker community within China. 

III. Summary of Findings 

Chinese telecommunications companies provide an opportunity for the Chinese 
government to tamper with the United States telecommunications supply chain. That 
said, understanding the level and means of state influence and control of economic 
entities in China remains difficult. As Chinese analysts explain, state control or influence 
of purportedly private-sector entities in China is neither clear nor disclosed. 34 The 
Chinese government and the Chinese Communist Party, experts explain, can exert 
influence over the corporate boards and management of private sector companies, either 
formally through personnel choices, or in more subtle ways. As ZTE’s submission to 
the Committee states, “the degree of possible government influence must vary across a 
spectrum.” 36 

The Committee thus focused primarily on reviewing Huawei’s and ZTE’s ties to 
the Chinese state, including support by the Chinese government and state-owned banks, 
their connections to the Chinese Communist Party, and their work done on behalf of the 
Chinese military and intelligence services. The Committee also probed the companies’ 
compliance with U.S. laws, such as those protecting intellectual property, to determine 
whether the companies can be trusted as good corporate actors. The Committee did not 
attempt a review of all technological vulnerabilities of particular - ZTE and Huawei 
products or components. Of course, the Committee took seriously recent allegations of 
backdoors, or other unexpected elements in either company’s products, as reported 
previously and during the course of the investigation. But the expertise of the Committee 
does not lend itself to comprehensive reviews of particular pieces of equipment. 

The investigation sought to answer several key questions about the companies that 
would, including: 

• What are the companies’ histories and management structures, including any 

initial ties to the Chinese government, military, or Communist party? 
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• How and to what extent does the Chinese government or the Chinese Communist 
Party exert control or influence over the decisions, operations, and strategy of 
Huawei and ZTE? 

• Are Huawei and ZTE treated as national champions or otherwise given unfair or 
special advantages or financial incentives by the Chinese government? 

• What is the presence of each company in the United States market and how much 
influence does the parent company in Shenzhen influence its operations in the 
United States? 

• Do the companies comply with legal obligations, including those protecting 
intellectual property rights and international sanctions regimes (such as those with 
respect to Iran)? 

The Committee found the companies’ responses to these lines of inquiry 
inadequate and unclear. Moreover, despite repeated requests, the companies’ 
consistently provided very little - if any - internal documentation substantiating their 
answers. The few documents provided could rarely be authenticated or validated because 
of the companies’ failure to follow standard document-production standards as provided 
by the Committee and standard with such investigations. Moreover, the apparent control 
of the Chinese government over this information remains a hindrance to a thorough 
investigation. One of the companies asserted clearly both verbally and in writing that it 
could not provide internal documentation that was not first approved by the Chinese 
government. The fact that Chinese companies believe that their internal documentation 
or information remains a “state secret,” only heightens concerns about Chinese 
government control over these firms and their operations. 

The Committee is disappointed that Huawei and ZTE neither answered fully nor 
chose to provide supporting documentation for their claims, especially given that Huawei 
requested a thorough and complete investigation. The Committee simply cannot rely on 
the statements of company officials that their equipment’s presence in U.S. critical 
infrastructure does not present a threat, and that the companies are not, or would not be, 
under pressure by the Chinese government to act in ways contrary to United States 
interests. The findings below summarize what the Committee has learned from 
information available, and suggest avenues for further inquiry. 

A. The Committee finds that Huawei did not fully cooperate with the 
investigation and was unwilling to explain its relationship with the 
Chinese government or Chinese Communist Party, while credible 
evidence exists that it fails to comply with U.S. laws. 

Throughout this investigation, Huawei officials sought to portray the company as 
transparent. Huawei consistently refused, however, to provide detailed answers in 
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written form or provide internal documentation to support their answers to questions at 
the heart of the investigation. Specifically, Huawei would not fully describe the history, 
structure, and management of Huawei and its subsidiaries to the Committee’s 
satisfaction. The Committee received almost no information on the role of Chinese 
Communist Party Committee within Huawei or specifics about how Huawei interacts in 
formal channels with the Chinese government. Huawei refused to provide details about 
its business operations in the United States, failed to disclose details of its dealings with 
the Chinese military or intelligence services, and would not provide clear answers on the 
firm’s decision-making processes. Huawei also failed to provide any internal documents 
in response to the Committee’s written document requests, thus impeding the 
Committee’s ability to evaluate fully the company’s answers or claims. 

In addition to discussions with Huawei officials, the Committee has interviewed 
several current and former employees of Huawei USA, whose employees describe a 
company that is managed almost completely by the Huawei parent company in China, 
thus undermining Huawei’s claims that its United States operations are largely 
independent of parent company. The testimony and evidence of individuals who 
currently or formerly worked for Huawei in the United States or who have done business 
with Huawei also brought to light several very serious allegations of illegal behavior that 
require additional investigation. The Committee will refer these matters to the Executive 
Branch for potential investigation. 

These allegations were not the focus or thrust of the investigation, but they were 
uncovered in the course of the investigation. The Committee believes that they reveal a 
potential pattern of unethical and illegal behavior by Huawei officials, allegations that of 
themselves create serious doubts about whether Huawei can be trusted to operate in the 
United States in accordance with United States legal requirements and international codes 
of business conduct. 

i. Huawei did not provide clear and complete information on its 
corporate structure and decision-making processes, and it likely 
remains dependent on the Chinese government for support. 

Huawei markets itself as a “leading global ICT [“Information Communications 
Technology”] solution provider,” that is “committed to providing reliable and secure 

o o 

networks.” Throughout the investigation, Huawei consistently denied having any links 

on 

to the Chinese government and maintains that it is a private, employee-owned company. 
Many industry analysts, however, have suggested otherwise; many believe, for example, 
that the founder of Huawei, Ren Zhengfei, was a director of the People’s Liberation 
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Army (PLA) Information Engineering Academy, an organization that they believe is 
associated with 3PLA, China’s signals intelligence division, and that his connections to 
the military continue. 40 Further, many analysts suggest that the Chinese government and 
military proclaim that Huawei is a “national champion” and provide Huawei market¬ 
distorting financial support. 41 

In seeking to understand the Chinese government’s influence or control over 
Chinese telecommunications companies, the Committee focused on Huawei’s corporate 
structure and decision-making processes. Better information about Huawei’s corporate 
structure would also help answer lingering questions caused by Huawei’s historic lack of 
transparency. For years, analysts have struggled to understand how Huawei’s purported 
employee-ownership model works in practice, and how that ownership translates into 
corporate leadership and decision-making. 4 ’ Huawei repeatedly asserts that it is a 
private, employee-owned and controlled company that is not influenced by the Chinese 
government or Chinese Communist Party. 44 Executives also asserted that the unique 
shareholder and compensation arrangement is the foundation of the company’s rise and 
success. 

Available information does not align with Huawei’s description of this structure, 
and many analysts believe that Huawei is not actually controlled by its common 
shareholders, but actually controlled by an elite subset of its management. 45 The 
Committee thus requested further information on the structure of the company’s 
ownership. For example, the Committee requested that Huawei list the ten largest 
shareholders of the company. Huawei refused to answer. 46 At the hearing on September 
13, 2012, Huawei admits that its shareholder agreement gives veto power to Ren 
Zhengfei, the founder and president of the company. 47 Other public statements by the 
company undermine the suggestion that the 60,000 supposed shareholders of Huawei 
control the company’s decisions. For example, in the company’s 2011 report, Mr. Ren 
highlighted that Huawei’s Board of Directors: 

will not make maximizing the interests of stakeholders (including employees, 

governments, and suppliers) its goal. Rather, it holds on to the core corporate 

values that are centered on customer interests and encourage employee 

48 

dedication. 

Such statements undermine the credibility of Huawei’s repeated claims that its 
employees control the company. Thus, to explore these conflicts, the Committee focused 
much attention on the shareholder program. Of note, the only nonpublic, purportedly 
internal documents that Huawei provided to the Committee in the course of the 


14 


Case 2:19-cr-00010-RSM Document 63-1 Filed 08/22/19 Page 24 of 61 


investigation are unsigned copies of its shareholder agreement documents. 

Unfortunately, the Committee could not verify the legitimacy of these documents, 
because they were unsigned and non-official. 

Huawei officials explained that Chinese law forbids foreigners from holding 
shares in Chinese companies absent a special waiver. 49 Current and former Huawei 
employees confirm that only Chinese nationals working at Huawei in the United States 
participate in the shareholding plan. The inability of non-Chinese employees of Huawei 
to hold shares of the company further erodes its claim that it is truly an employee-run 
organization as an entire group of employees are not only disadvantaged, but 
automatically excluded from any chance to participate in the process. 

Huawei consistently asserted that the Chinese government has no influence over 
corporate behavior and that the company is instead managed as an employee-owned 
enterprise through Huawei’s Employee Stock Ownership Program (ESOP). Officials 
explained that the shareholding plan is not a benefits plan; rather, it provides high- 
performing employees an option to buy dividend-providing shares and thereby share in 
the value of the company. Eligible employees are given the option to buy shares at a 
certain company determined price, and can only sell the shares when they leave the 
company or with approval. 50 

Huawei also provided staff access to shareholder ballots for shareholder 
representatives and the Board of Directors. These too did not appear to be facially 
fraudulent, but they were impossible to authenticate, especially as investigators were not 
allowed to remove the documents from Huawei’s facilities for third-party validation. The 
documents appeared to highlight that shareholders have a write-in option for union 
representatives, but there is no such option for the Board of Directors. Rather, Huawei 
officials stated that the nominees for the Board are chosen prior to the vote by the 
previous Board. It was unclear how the original Board was established, and Huawei has 
consistently failed to provide any answers about who was previously on its Board of 
Directors. 

Huawei further explained that in 1994, the first Company Law of China was 
officially published, regulating the establishment and operations of limited liability 
companies. 51 Under this law, the maximum number of shareholders was 50 individuals. 
Thus, in 1997, Huawei claims to have changed its legal structure to a limited liability 
company, and started the employee stock ownership program through the union. 
Similarly, Huawei asserted that in 1997, the City of Shenzhen issued policies regarding 


15 


Case 2:19-cr-00010-RSM Document 63-1 Filed 08/22/19 Page 25 of 61 


employee shareholdings. According to Huawei, it designed its shareholder program to 
conform to the the Company Law of China, and the laws and policies of the City of 
Shenzhen. 52 

According to Huawei, the union, known as Union of Huawei Investment and 
Holding Co., Ltd., facilitates ESOP implementation. The Union is a lawfully registered 
association of China. Huawei officials stated that “Huawei’s success can be directly 
linked to the company’s unique compensation structure.” Currently, Huawei claims 
that the Union holds 98.7% of the ESOP shares, and Mr. Ren holds 1.3%. At the Huawei 
explained that as of December 31, 2011, ESOP has 65,596 participants, which it alleges 
are all Huawei employees (current and retired), it claims that there are no third parties, 
including government institutions, holding any ownership-stake in the company. 

Questions remained after the Committee staffs meeting with Huawei officials. 
Most importantly, the Committee did not receive clear information about how precisely 
candidates for the Board of Directors are chosen. This is a concern because such 
individuals are key decision-makers of the company and those whose potential 
connections to the government are of high concern. According to Huawei officials, the 
previous Board nominates the individuals for the current Board. But it is not clear how 
the original Board was established and Huawei refuses to describe how the first Board of 
Directors and first Supervisory Board were chosen. 54 

As described above, Huawei provided the Committee unsigned, unauthenticated 
documents purporting to be: (1) Articles of Restricted Phantom Shares; (2) Letter of 
Undertakings of Restricted Phantom Shares; (3) Notice of Share Issuance and 
Confirmation Letter; (4) List of Shareholding Employees; (5) Record of Employee 
Payments and Buyback, (6) Receipts of Employee Share Payments and Buyback; (7) 
Election Records of the 2010 ESOP Representatives Election (procedures, ballots, 
results, announcements, etc.); (8) and conclusions of the 2010 ESOP Representatives 
Meeting. The Committee could not validate the legitimacy of these documents given that 
Huawei only provided unsigned drafts. Below are summaries of key information from 
these documents. 55 

(1) ESOP Restricted Phantom Shares—Summary 

• ESOP Restricted Phantom Shares Article 20 states that target 
grantees of employee stocks are current employees with high 
performance. 
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• Each year, the company determines the numbers of shares an 
employee can purchase based on job performance. Eligible 
employees must sign the Confirmation Letter and the Letter of 
Undertakings and make payments for the shares. 

• An employee’s stocks can be held only by the employee 
him/herself, and cannot be transferred or disposed by the 
employee. When an employee leaves the company (except for 
those who meet the retirement requirements with minimal eight 
years of tenure and 45 years old), stocks will be purchased back by 
the company. 

• The current stock price is the net asset value of the stock from the 
previous year. When an employee purchases more shares or the 
Union takes shares back, it is based on the current stock price. The 
dividend amount of each year is based on the performance of the 
company. 

(2) Articles of Restricted Phantom Shares — 
a. The Commission 

• The Commission is composed of 51 Representatives and nine 
alternates, elected by the Active Beneficiaries as organized by the 
Union with a term of five years. 

o Active beneficiary is defined as an active employee who 
works at Shenzhen Huawei Investment and Holding Co, 

Ltd or any of its equity affiliates and participates in the 
Plan of the Union. 

o In the event there is a vacancy, the Alternate shall take up 
the vacancy in sequence. The Alternates can attend, but not 
vote at, all meetings. 

o The Commission reviews and approves restricted phantom 
share issuance proposals; reviews and approves dividend 
distribution proposals; reviews and approves reports of the 
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board of shareholding employees; elects and replaces any 
member of the board; elects and replaces any member of 
Supervisory Board; reviews and approves procedures for 
electing representatives; approves amendments of these 
articles; reviews and approves the use of the reserve fund; 
reviews and approves other material matters with respect to 
restricted phantom share; perform functions as the 
shareholders of the company, exercises the rights of the 
shareholder, and develops resolutions regarding material 
matters such as capital increase, profit distribution, and 
selection of Directors and Supervisors. 

• Meetings of the Commission shall be convened at least once a 
year, and shall be convened by the Board and presided over by the 
Chairman of the Board or the Vice Chairman. 

b. The Board 

• The Board is responsible for regular management authority and 
shall be responsible to the Commission. 

• The main functions of the Board are to: prepare restricted 
phantom share issuance proposal; preparation of the dividends 
distribution proposal; formulation, approval, and amendment of the 
detailed rules, processes, and implementation methods with respect 
to the restricted phantom shares; preparation of the amendments to 
articles; determination on the detailed proposal as to the use of the 
Reserve Fund; execution of the resolutions of the Commission; 
exercise of the specific rights and powers of a shareholder of the 
Investee Company except for the matters on which a resolution 
from Commission is required; determination of other matters that 
shall be determined by the Board. 

• The Board consists of 13 directors selected by the Commission; 
each serves for five years. 
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• The Board must convene at least once a year; it needs 2/3 present, 
and resolutions of the meetings shall be approved by at least 1/2 of 
all Directors. 

• The Board may establish a restricted phantom share management 
committee and other necessary organizations responsible for 
carrying out and implementing the work assigned by the Board and 
for detailed matters with respect to the management of the 
restricted phantom shares, such as evaluation, distribution, and 
repurchase of the restricted phantom shares as well as management 
of the account and the Reserve Fund/treasury shares related to 
restricted phantom shares. 

c. Supervisory Board 

• The Supervisory Board is the organization responsible for 
supervising the implementation of the shareholder plan with its 
main functions and powers as follows: 

■ supervising the implementation of the resolutions by the 
Board; 

■ making recommendations or inquiries in event of any 
violation of any law, regulation or these Articles by the 
Board; 

■ making work reports to the Commission; and 

■ other regular functions and powers. 

• Supervisors may attend Board meetings as non-voting delegate. 

• The Supervisory Board shall consist of five Supervisors who shall 
be elected by the Commission to five year terms; no Director can 
serve concurrently as a Supervisor. 

• Convene at least once a year, need minimum of 2/3 present, 
resolutions require approval of at least 2/3 of all Supervisors 

d. Validity of Resolutions 
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• Before 31 December 2018, Mr. Ren shall have a right to veto the 
decisions regarding restricted phantom shares and Huawei’s 
material matters (resolutions of the Board, Commission, and 
Shareholder’s Meeting of the Company). 

• Starting from 1 January 2013, the confirmed Active Beneficiaries 
who represent a minimum of 15% of the restricted phantom shares 
(excluding the restricted phantom shares held by the Restructuring 
Beneficiaries and the Retained Restricted Phantom Shares) shall 
have a right to veto the decisions regarding restricted phantom 
shares and Huawei’s material matters (including resolutions of the 
Board, the Commission, and the Shareholders’ Meeting of the 
Company). 

• The relevant resolutions shall take effect in the event that the 
owner(s) of the right of veto does (do) not exercise the right of 
veto against the aforementioned resolutions. 

(3) Acquisition of Restricted Phantom Shares 

• The restricted phantom shares of the Union shall be issued to those 
key employees of the Company who have displayed excellent 
work performance. 

• The Restricted Phantom Share Management Committee shall 
decide annually whether to issue shares, and the number of shares 
to be issued, based on the comprehensive evaluation of the work 
performance of such employee and in accordance with the 
evaluation rules of the restricted phantom shares. Retired or 
restructuring beneficiaries are not allowed to purchase new shares. 

(4) Confidentiality and Non-Competition Obligations of the Beneficiaries 

• No Active Beneficiary or Restructuring Beneficiary shall directly 
or indirectly have a second job in any way, work for any enterprise 
other than the Company without written consent of the Company 
or without entering into the relevant agreement with the Company. 
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ii. Huawei failed to explain its relationships with the Chinese 

government, and its assertions denying support by the Chinese 
government are not credible. 

The nature of the modem Chinese economy is relevant for understanding 
Huawei’s connection to the Chinese state. The Chinese government often provides 
financial backing to industries and companies of strategic importance. Indeed, analysts 
of the Chinese political economy state that: 

Huawei operates in what Beijing explicitly refers to as one of seven “strategic 
sectors.” Strategic sectors are those considered as core to the national and 
security interests of the state. In these sectors, the CCP [Chinese Communist 
Party] ensures that “national champions” dominate through a combination of 
market protectionism, cheap loans, tax and subsidy programs, and diplomatic 
support in the case of offshore markets. Indeed, it is not possible to thrive in one 
of China’s strategic sectors without regime largesse and approval. 56 

Similarly, the U.S.-China Commission has explained, with Chinese companies, 
“the government’s role is not always straightforward or disclosed.” Despite some 
reforms, “much of the Chinese economy remains under the ownership or control of 
various parts of the Chinese government.” The U.S. China-Commission lists Huawei as 
a form of enterprise in China that exists in a relatively new market and receives generous 
government policies to support its development and impose difficulties for foreign 
competition. 58 

The Committee thus inquired into the precise relationship between the Chinese 
government and Huawei. During the Committee’s meetings with Huawei executives, and 
during the open hearing on September 13, 2012, Huawei officials consistently denied 
having any connection to or influence by the Chinese government beyond that which is 
typical regulation. 59 Specifically, Huawei explained in its written responses to the 
Committee, that “Huawei maintains normal commercial communication and interaction 
with relevant government supervisory agencies, including the Ministry of Industry and 
Information Technology and the Ministry of Commerce.” 60 Huawei claims that it “does 
not interact with government agencies that are not relevant to its business activities, 
including the Ministry of National Defense, the Ministry of State Security, and the 
Central Military Commission.” 61 Huawei, however, did not provide information with 
which the Committee could evaluate these claims, as Huawei refused to answer the 
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specific questions of the Committee inquiring about the company’s precise mechanisms 
of interaction with and regulation by these government bodies. 

The Committee did not expect Huawei to prove that it has “no ties” to the 
government. Rather, in light of even experts’ lack of certainty about the state-run 
capitalist system in China, the Committee sought greater understanding of its actual 
relationship with the Chinese government. The Committee requested that Huawei 
support and prove its statements about its regulatory interaction by providing details and 
evidence explaining the nature of this formal interaction. Any company operating in the 
United States could very easily describe and produce evidence of the federal entities with 
which it must interact, including which government officials are their main points of 
contact at those regulatory agencies. 

In its written submission in response to the Committee’s questions, Huawei 
simply asserted that it “maintains normal commercial communication and interaction 
with relevant government supervisory agencies, including the Ministry of Industry and 
Information Technology and the Ministry of Commerce .” 62 Huawei’s failure to provide 
further detailed information explaining how it is formally regulated, controlled, or 
otherwise managed by the Chinese government undermines the company’s repeated 
assertions that it is not inappropriately influenced by the Chinese government. Huawei 
appears simply unwilling to provide greater details that would explain its relationships 
with the Chinese government in a way that would alleviate security concerns. 

Similarly, Huawei officials did not provide detailed answers about the 
backgrounds of previous Board Members. Rather, the Committee simply received the 
same biographies as previously disclosed of current members of the Board of Directors 
and Supervisory Board . 63 Previous Board Members may have significant ties to the 
Party, military, or government. And since the previous Board is responsible for 
nominating the current Board members, this information is important to understanding 
the historical progression of the company. Because the biographies of the previous 
members would highlight possible connections to military or intelligence elements of the 
Chinese government, Huawei’s consistent failure to provide this information is alerting. 

iii. Huawei admits that the Chinese Communist Party maintains a Party 
Committee within the company, but it failed to explain what that 
Committee does on behalf of the Party or which individuals compose 
the Committee. 

Huawei’s connection to the Chinese Communist Party is a key concern for the 
Committee because it represents the opportunity for the State to exert its influence over 
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the decisions and operations of a company seeking to expand into the critical 
infrastructure in the United States. This concern is founded on the ubiquitous nature of 
the Chinese Party in the affairs of institutions and entities in China, and the consensus 
view that the Party exerts pressure on and directs the resources of economic actors in 
China. 64 

In response to the numerous opportunities to answer questions about its 
connection to the Party, Huawei stated that the company has no relevant connections. 

For example, in response to the Committee’s written questions about the role of the Party 
in the company’s affairs, Huawei merely stated that it “has no relationship with the 
Chinese Communist Party in its business activities.” 65 

Huawei admits, however, that an internal Party Committee exists within Huawei. 
Huawei simply states that party committees are required by Chinese law to exist in all 
companies in China. 66 The existence of these Committees is, however, of particular 
relevance. Huawei states in its defense that all economic institutions in China are 
required to have a state Party apparatus inside the company. This is not, however, a 
compelling defense for companies seeking to build critical infrastructure in the United 
States. Indeed, experts in Chinese political economy agree that it is through these 
Committees that the Party exerts influence, pressure, and monitoring of corporate 
activities. In essence, these Committees provide a shadow source of power and influence 
directing, even in subtle ways, the direction and movement of economic resources in 
China. 67 It is therefore suspicious that Huawei refuses to discuss or describe that Party 
Committee’s membership. Huawei similarly refuses to explain what decisions of the 
company are reviewed by the Party Committee, and how individuals are chosen to serve 
on the Party Committee. 

Similarly, Huawei officials did not provide information about Mr. Ren’s role or 
stature in the Party. In his official biography, Mr. Ren admits that he was asked to be a 
member of the 12 th National Congress of the Communist Party of China in 1982. The 
National Congress is the once-in-a-decade forum through which the next leaders of the 
Chinese state are chosen. The Party members asked to play a role in China’s leadership 
transition are considered key players in the state apparatus. 68 Mr. Ren proudly admits 
that he was invited to that Congress, but he will not describe his duties. Shortly after 
being given such a prestigious role, Mr. Ren successfully founded Huawei, though he 
asserts he did so without any government or Party assistance. 69 Huawei likewise refuses 
to answer whether Mr. Ren has been invited to subsequent National Congresses or has 

70 

played any role in Party functions since that time. 
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From the review of available information, Huawei may have connections and ties 
to Chinese leadership that it refuses to disclose. In light of Huawei’s refusal to discuss 
details of its acknowledged Chinese Communist Party Committee, the Committee 
questions the company’s ability to be candid about any other possible connections to the 
government, military, or Chinese Communist Party. 

iv. Huawei’s corporate history suggests ties to the Chinese military, and 
Huawei failed to provide detailed answers to questions about those 
connections. 

Huawei explained the founding and development of the company by focusing on 
the life and history of Ren Zhengfei, Huawei’s founder. According to Huawei officials, 
Mr. Ren was a member of the Chinese military’s engineering corps as a soldier tasked to 
establish the Liao Yang Chemical Fiber Factory and was promoted as a Deputy Director, 
which was a professional role equivalent to a Deputy Regimental Chief, but without 
military rank. Mr. Ren then retired from the army in 1983 after the engineering corps 
disbanded, and next worked for a State Owned Enterprise (SOE) following his 
retirement. According to this account, Mr. Ren was “dissatisfied” with his low salary and 
career path at the SOE, so in 1987, he established Huawei. Huawei officials did not 
explain how he was able to leave his employment with a SOE or whether he got 
agreement of the state to do so. Huawei officials denied that Mr. Ren was a senior 
member of the military. The Committee’s requests for more information about Mr. 
Ren’s military and professional background were unanswered. Huawei refused to 
describe Mr. Ren’s full military background. Huawei refused to state to whom he 
reported when he was in the military. Huawei refused to answer questions about how he 
was invited to join the 12 th National Congress, what duties he performed for the Party, 
and whether he has been asked to similar state-party matters. 

Huawei similarly denied allegations that Ms. Sun Yafang, Chairwoman of 
Huawei, was previously affiliated with the Ministry of State Security. Mr. Ding 
responded to Committee questions after the hearing that, to his knowledge, reports about 
Ms. Yafang in Chinese publications, such as those in Xinjing Bao, are erroneous. Mr. 
Ding did not respond to questions asking about how such publications received such 
information, or whether Ms. Yafang’s previous biography on the Huawei website was 
erroneous as well. Rather, Mr. Ding simply provided again Ms. Yafang’s corporate 
biography from the Huawei Annual Report 2011. 74 

With respect to Huawei’s founders, Huawei cited a Chinese legal requirement that 
new companies in the economic development zone must have a minimum of five 
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shareholders and 20,000 RMB registered capital. During meetings with the Committee, 
Huawei officials claimed that in 1987, Mr. Ren raised 21,000 RMB with personal savings 
and five other private investors. To the best of the officials’ knowledge, none of the five 
investors had worked with Mr. Ren prior to start-up and one individual has previous 
affiliation with the government. According to Huawei officials, the five investors never 
actually worked for Huawei and withdrew their investments several years later. 76 

The Committee struggled to get answers from Huawei on the details of this 
founding, including how Mr. Ren came to know the initial individual investors, whether 
his connections to the military were important to the eventual development of the firm, 
and whether his role in the Party remains a factor in his and his company’s success. 

v. The Committee finds that Huawei’s failure to provide information 
about the Chinese government’s 1999 investigation of the company 
for tax fraud exemplifies how it refuses to be transparent; the 
apparent ease with which Huawei ended the investigation undermines 
Huawei’s assertion that the Chinese government finds Huawei to be a 
disfavored telecommunications solutions provider in China. 

Huawei officials claimed that after growing in rural areas in China throughout the 
1990s, the Chinese government investigated the company at length between 1998-99 for 
tax fraud. Huawei officials stated that they believed this investigation was politically 
motivated and performed at the urging of the company’s competition - specifically, other 
telecommunications companies that are also state-owned enterprises. Mr. Ken Hu 
explained the investigation was a turning point in the history of the company. 

Specifically, Mr. Hu stated that Huawei’s movement to opportunities outside of China 
was the result of this investigation. Indeed, these officials sought to explain that this 
episode proves that Huawei was not in fact a “national champion” or otherwise a favored 

70 

company in China. 

Given the obvious importance Huawei placed on this tax-fraud investigation, the 
Committee’s subsequent questions and document requests sought detailed information 
and further documentary support for its version of events. In particular, the Committee 
sought information on the conclusion of the Chinese investigation. This information is 
particularly important to the Committee given the apparent pride displayed by certain 
Huawei officials in Shenzhen when describing how they successfully used their 
connections to end the investigation. The ability of these corporate officers to end a 
politically-motivated investigation suggests that Huawei officials were not as lacking in 
political power or influence with the government as they suggested. 
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Despite the importance placed on this event, Huawei failed to address the 
Committee’s questions in its written submission. The company also failed to provide 
any material that would support Huawei’s assertions that the investigation was closed 

o 1 

legitimately or without attendant conditions placed on Huawei. 

vi. Huawei failed to explain its relationships with western consulting 
firms, and any claims that its success is on account of those 
relationships, rather than support by the Chinese government, are not 
credible. 

Huawei officials stated that one reason for the company’s success was its reliance 
on the advice of western consulting firms, such as IBM, Accenture, and Price Waterhouse 
Cooper. Huawei sought to convince the Committee that it was the advice of these 
companies — and not support by the Chinese government — that explains Huawei’s 

RT 

miraculous growth in recent years. 

Because of the importance Huawei places on the advice given by these consulting 
firms, the Committee sought greater information and evidence showing that such advice 
had important effects for the company. The Committee made clear that it did not seek 
information on the terms of the contractual arrangements with the consulting firms, but 
rather what information they reviewed from Huawei and what advice was provided. The 
Committee offered to keep such information confidential to avoid concerns about 
disclosing proprietary information. 

Huawei responded with only a vague description of the advice provided by these 
companies. Specifically, although “[s]ince 1997, Huawei has relied on western 
management consulting firms to help improve [its] capabilities, build [its] processes, and 
develop a comprehensive management system driven by customer requirements,” 

Huawei failed to provide details about how those companies reformed the company other 
than providing a few sentences mentioning standard business practices, including lead to 
cash (LTC), integrated product development (IPD), issue to resolution (ITR), and 
integrated financial services (IFS). Huawei, refused “to provide additional details as to 
[its] consultancy relationships” citing concerns about proprietary information contained 
in that advice. The Committee explained that it is most interested in evidence revealing 
what Huawei did in response to the advice of these firms, and specifically financial or 
other evidence that supports its position that those changes were responsible for 
efficiencies, growth, and market success. Huawei could have answered such questions 
without revealing proprietary information held by these companies. 86 The Committee 
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was also willing to enter into a confidentiality agreement with all parties, an offer Huawei 
declined to accept or pursue. 87 

Huawei has made the details of this consulting advice relevant to this 
investigation by attributing its rapid success to the advice rendered by these consulting 
firms. It is not then reasonable for Huawei to withhold that information from the 
Committee so that it could evaluate those claims. If Huawei has within its possession 
information and documents that would prove that the advice given by these firms was key 
to Huawei’s success, Huawei should provide such information. The Committee was 
and remains willing to enter into confidentiality agreements with all parties to solve any 
concerns about the release of proprietary information. Huawei has failed to accept this 
offer. Its failure to do so is indicative of the lack of cooperation shown throughout this 
investigation. 

vii. Huawei failed to answer key questions or provide supporting 

documentation for its claims to be financially independent of the 
Chinese government. 

As a company of strategic importance to China, Huawei’s stature will be reflected 
in the level of financial support and direction it receives from the Chinese government 
and Party. One way to review that support and direction provided by the state is 
through the financing the company receives. Many industry experts and 
telecommunications companies describe below-market pricing. 90 Thus, the Committee 
sought more information about Huawei’s financing, including its customer financing. 
Such financial information would also help provide greater understanding about the 
financial structuring of a firm that remains largely opaque. 

During the Committee’s hearing, Mr. Ding suggested he did not understand and 
had no knowledge of the term “national champion,” which is often used to describe 
favored Chinese companies throughout the economic literature on China. 91 The 
Committee finds that Mr. Ding’s suggestion that he does not understand the term is not 
credible. Huawei itself provided Capitol Hill offices a slide presentation in November 
2011, which used the term “national champion” several times. In response to the 
Committee’s questions about use of the tenn in that document, Huawei did not deny that 
it used the document and provided the document containing the term. Rather, Huawei 
stated that the particular slide in the larger document was created by a third party and thus 
not Huawei’s responsibility. 94 The Committee finds that Huawei’s knowing use of the 
document in its discussions with United States elected representatives is sufficient 
evidence to prove that Huawei does in fact have an understanding of the term. Mr. 
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Ding’s consistent refusal to answer questions about which firms are considered national 
champions in the Chinese telecommunications sector was obstructionist. In fact, his 
response to the Committee’s question that “Huawei has not paid attention to the meaning 
of ‘national champion’ before,” is obviously untrue given the company’s use of the term 
in its presentations previously. 95 Moreover, his answers suggest that he did not want to 
explain how it was that Huawei, the number one telecommunications provider in China, 
is not a company of strategic importance in China, as recognized by others around the 
world. 


Huawei officials also deny that they have received any special financial incentives 
or support from the Chinese government. 96 Huawei claimed that the company simply 
takes advantage of general Chinese banking opportunities, but does not seek to influence 
or coordinate with banks such as the Chinese Development Bank and the Export-Import 
Bank, which are both state owned. In previous presentations, Huawei had suggested that 
it served as an “intermediary and bridge” between the state-backed financial institutions 
and Huawei customers. Huawei refused, however, to provide more detail about 
precisely how those lines of credit developed. Huawei also refused to answer specifics 
about its formal relationships with the Chinese banks, opting to simply answer that it 

QO 

maintains “normal business relations” with the Export-Import Bank of China. 

In its presentation to the Committee during the February meeting, Huawei 
provided a list of the Memoranda of Understanding (MOUs) it claims to have signed with 
Chinese banks for lines of credit for its customers. 99 Huawei admits that its customers 
have a US $100 billion in credit available, yet Huawei asserts that only $5,867 billion has 
been drawn in the period between 2005 and 2011. Further, in its written responses, 
Huawei states that it is a “financing opportunity available to customers, not to 
Huawei.” 100 Yet Huawei explained at the February 23, 2012, meeting with Committee 
investigators that the goal of the large available credit lines was for China “to appear 
impressive” and that “Huawei had to participate or would no longer receive loans” from 
Chinese banks. 101 In response to repeated questions and document requests, Huawei 
failed to provide further written explanation of the benefits Huawei gains from these 
financing arrangements, and it did not provide internal documents or any auditable 
information that would substantiate its claims about the scope and processes of this 
financing. 

Similarly, Huawei refused to describe the details of its relationships with Chinese 
state-owned banks. For example, in Mr. Ding’s statement for the record, he explained 
that Huawei receives loans from ten Chinese banks. But Mr. Ding refused to answer how 
many of those ten banking institutions in China are state-owned. ~ As described in the 
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previous section, Huawei also refused to provide “additional details as to [its] 
consultancy relationships” because it would “include highly sensitive proprietary 
information” governed by non-disclosure agreements. In response to Committee 
questions about Huawei’s success and whether it was owing to the company’s support 
from the Chinese government, Huawei represented to the Committee that its relationships 
with and advice received from these companies are the source of the company’s global 
success. 104 Because Huawei refuses to provide details on those relationships and advice 
rendered, the Committee cannot evaluate its claim that any of its success is due to these 
relationships. Accordingly, the Committee discounts the role played by these consulting 
companies, and continues to find it likely that Huawei has substantially benefited from 
the support of the Chinese government. 

In sum, Huawei admits that its customers receive billions of dollars in support 
from Chinese state-owned banks and that it has received favorable loans from Chinese 
banks for years. Huawei refuses to provide answers to direct questions about how this 
support was secured, nor does it provide internal documentation or auditable financial 
records to evaluate its claims that the terms of these agreements comply with standard 
practice and international trade agreements. The Committee is equally concerned with 
statements by company leaders that undermine the Committee’s confidence in the 
financial information the company has provided. For example, in a June 2007 speech to 
Huawei employees in the United Kingdom, Mr. Ren stated that he appreciated the 
subsidiary’s attempt to create financial statements, “whether the data is accurate or 
not.” 105 Based on available information, the Committee finds that Huawei receives 
substantial support from the Chinese government and Chinese state-owned banks, which 
is at least partially responsible for its position in the global marketplace. 

viii. Huawei failed to provide sufficient details or supporting 

documentation on its operations, financing, and management in the 
United States; evidence undermines its claims of being a completely 
independent subsidiary of Huawei’s parent company in Shenzhen, 
China. 

To understand the United States’ current vulnerability to supply-chain threats 
posed by Huawei equipment, it is necessary to know the extent to which Huawei’s 
equipment is already placed in U.S. infrastructure. Because the U.S. telecommunications 
infrastructure is largely built and owned by the private sector, the U.S. government does 
not have the full picture of what is contained within it and thus is not yet fully informed 
to develop policies to protect that critical infrastructure from vulnerabilities. 106 
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The Committee thus asked Huawei for information on its contracts for products 
and services within the United States. Understanding the extent to which Huawei 
equipment already exists in the United States is necessary to evaluate the present risk to 
the country, as well as to confirm Huawei’s statements about the size and scope of its 
operations in the United States. Unfortunately, Huawei failed to provide specific 
information about its dealings within the United States. Huawei did provide the 
Committee a list of Huawei’s major customers in the United States: Cricket 
Communications; Clearwire; Cox TMI Wireless, Hibernia Atlantic, Level 3/BTW 
Equipment, Suddenlink; Comcast and Bend Broadband. Huawei, however, did not 
provide information on the size and scope of its operations, which elements of the 

107 

infrastructure it is providing, and where these operations are located. 

The information requested by the Committee about Huawei’s contracts in the 
United States is also necessary to evaluate Huawei’s claims that they comply with all 
laws and trade obligations regarding the price of their products and services. 108 To date, 
Huawei has failed to provide any information to validate its claims that the prices of 
Huawei’s products are based on market conditions. Huawei’s refusal to answer clearly or 
provide documents supporting its claims necessitates the Committee finding that 
Huawei’s defense is not credible. The Committee considers it possible that Huawei 
receives substantial support from the Chinese government such that Huawei can market 
at least some of its products in the United States below the costs of production. 

Similarly, the extent to which Huawei’s subsidiaries in the United States operate 
independently of the parent company in Shenzhen remains unclear. Such information is 
important, because any connections between the parent company in China to the Chinese 
government might affect the operations and behavior of the company in the United 
States. The Committee therefore requested information on the extent to which Huawei 
USA’s decisions are controlled, influenced, or reviewed by the parent company. 

Huawei explained that the first US-based Huawei subsidiary was established in 
the United States in 2005 with headquarters in Plano, Texas. Huawei stated that the 
parent company does not require approval for individual contracts in the United States. 109 
Rather, it stated that the Board of Directors in China does set general terms for operations 
in the United States, and the parent company can help mobilize resources and set strategy 
should the subsidiary need it. The Committee has heard from several former Huawei 
employees in the United States who dispute Huawei’s explanation of its business model. 
Sources from around the United States have provided numerous specific instances of 
business decisions in the United States requiring approval by the parent company in 
China. In one instance, an individual with first-hand knowledge explained that senior 
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level executives in the United States could not sign a contract for cyber-security services 
in the United States without approval in China. In fact, in one instance, a contract 
previously signed by a U.S.-based senior official at Huawei was repudiated by the parent 
company. 110 These employees provided documentary evidence, including internal 
memoranda and emails, discussing corporate policy from China. This description of 
Huawei’s US subsidiaries also comports with reports about the ties between other 
Huawei subsidiaries and the parent company in China. 111 

To resolve this conflict, the Committee sought more information through its 
written questions to understand the precise mechanisms through which the Huawei parent 
company in Shenzhen controls Huawei’s strategy for entry and growth into the United 
States market. Concerns that Beijing’s support to Huawei could impact the U.S. market 
were heightened by Huawei officials’ statements to Committee staff that Huawei USA is 
given general guidance and “resources” from the parent company if needed. In its 

written response, however, Huawei failed to answer the Committee’s detailed questions 
or provide any further information about the level of coordination between Huawei USA 
and the parent company. 113 

The information and material provided by Huawei employees with first-hand 
access coupled with Huawei’s failure to provide detailed, internal information, 
undermines Huawei’s claims. For these reasons, the Committee does not find credible 
Huawei’s claims that its U.S. subsidiaries operate independently of the Huawei 
headquarters in Shenzhen, China. 

ix. Evidence shows that Huawei exhibits a pattern of disregard for the 
intellectual property rights of other entities and companies in the 
United States. 

Huawei’s ability to protect intellectual property rights is an important indicator of 
the company’s ability to abide by the laws of the United States. Thus, the Committee 
sought greater information on Huawei’s history of IP protection. 

The Committee has reason to believe that Huawei is careless with its compliance 
with intellectual property protections. Investigators heard from numerous sources that 
Huawei has a checkered history when it comes to protecting the intellectual property of 
other entities. 114 Specifically, several former employees of Huawei said it is known to 
purposely use the patented material of other firms. First-hand accounts of former 
employees suggest that Huawei does not appropriately purchase software applications for 
use by its employees. 115 Similarly, the Committee heard from industry experts that 
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Huawei has purposely used and marketed patented products of other companies. 116 
Finally, the Committee is in receipt of a Huawei slide presentation that was provided to 
Capitol Hill offices that itself violates copyright obligations by knowingly using 

1IV 

proprietary material from an outside, nonaffiliated consulting firm. 

Huawei officials consistently denied ever infringing other companies’ intellectual 

property rights. Even with respect to the litigation with Cisco, in which Huawei agreed 

to remove certain products from the marketplace, Huawei asserts that it had not violated 
•*118 

Cisco’s interests. Rather, Huawei suggested that the expert’s review in that case of 
their equipment found no infringement of Cisco patents. 119 

Huawei’s defense is not credible. First, with respect to the Cisco litigation, 
Huawei’s statements do not comport with statements made by Huawei officials at the 

i in 

time of the lawsuit acknowledging that the company will remove infringing equipment. 
Second, the Cisco settlement itself required Huawei to “update and change all of the 

121 

products that have been accused of violating copyright or intellectual property rights.” 
Finally, during the hearing on September 13, 2012, Charles Ding refused to answer the 
clear question of whether Cisco code had ever been in Huawei equipment. ~ Mr. Ding’s 
obstructionism during the hearing undermines Huawei’s claims that it did not violate 
Cisco’s patented material. 

The Committee finds that Huawei’s denials of intellectual property infringement 
were not credible or supported by available evidence. Because Huawei failed to produce 
any internal documents or support for its defenses, the Committee finds that Huawei has 
exhibited a pattern of, at the very least, reckless disregard for the intellectual property 
rights of other entities. 

x. Huawei failed to provide details of its operations in Iran, though it 
denied doing business with the government of Iran, and did not 
provide evidence to support its claims that it complies with all 
international sanctions or U.S. export laws. 

Huawei’s ability to comply with international sanctions regimes and U.S. export 
control regulations is an important indicator of the company’s ability to comply with 
international standards of corporate behavior and to abide by U.S. laws irrespective of 
China’s influence or interests. Public reporting raises questions about the company’s 
compliance with these laws. 
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In response to the Committee’s questions, Huawei officials provided only vague 
assertions about their commitment to all laws. Specifically, Huawei asserted that the 
company seeks to abide by all legal obligations and has transformed its business practices 
with the help of outside consultants to better monitor its actions to ensure compliance 
with international sanctions regimes. To highlight the lack of influence of the Chinese 
regime over its decisions, Huawei indicated the Chinese Embassy in Iran was surprised 
by Huawei’s decision to limit its business dealings in Iran. Huawei also stated that it 
does not allow its employees to participate in cyber activities, such as population 
monitoring, anywhere in Iran. 

Huawei has refused, however, to answer detailed questions about its operations in 
Iran or other sanctioned countries. In its written submission to the Committee, Huawei 
again reiterated that it limited its future business in Iran because of the enhanced 
sanctions and an inability to collect payment for operations in Iran. Huawei highlights, 
though, that “Huawei respects the contracts signed with [its] customers” and thus will not 
end current contracts in Iran. Huawei claims to “observe laws and regulations of the 
UN, the U.S., the E.U. and other countries and regions on sanctions.” ~ It also claims to 
have instituted an internal program on trade compliance representing best practices to 

IOC 

manage these issues. But Huawei refused to provide any internal documents relating 
to its decision to scale-back operations in Iran or otherwise ensure compliance with U.S. 
laws. 


Such documents would have validated Huawei’s claims that the decision was 
based on legal compliance requirements and not influenced by any pressure by the 
Chinese government. 

xi. Huawei refused to provide details on its R&D programs, and other 
documents undermine its claim that Huawei provides no R&D for the 
Chinese military or intelligence services. 

To understand the extent to which Huawei performs R&D activity on behalf of 
the Chinese military or intelligence services, the Committee asked for information about 
its activities on behalf of the Chinese government or military. Specifically, the 
Committee requested information on the technologies, equipment, or capabilities that the 
funding or grants by the Chinese government was supporting. In its written submission 
to the Committee, Huawei failed to provide responsive answers to the Committee’s 
questions about the specifics of government-backed R&D activities. 126 Rather, Huawei 

127 

simply asserted that it only bid on R&D projects open to the rest of the industry. 
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Huawei similarly claimed in its meetings with the Committee that it does not provide 

19R 

special services to the Chinese military or state security services. 

In its answers to the Committee’s questions after the hearing, Huawei again 
simply asserted that it “has never managed any of the PLA’s networks” and “has never 
been financed by the Chinese government for R&D projects for military systems.” 
Huawei did admit, however, that it develops “transport network products, data products, 
videoconferencing products, and all centers, and voice over IP (VoIP) products” for the 
Chinese military “accounting for .1% of Huawei’s total sales.” Huawei also claimed, 
however, that it “develops, researches, and manufactures communications equipment for 
civilian purposes only.” 130 

The Committee also received internal Huawei documentation from former 
Huawei employees showing that Huawei provides special network services to an entity 
the employee believes to be an elite cyber-warfare unit within the PLA. The 
documents appear authentic and official Huawei material, and the former employee stated 
that he received the material as a Huawei employee. These documents suggest once 
again that Huawei officials may not have been forthcoming when describing the 
company’s R&D or other activities on behalf of the PLA. 

The Committee finds that Huawei’s statements about its sales to the Chinese 
military are inherently contradictory. The Committee also finds that Huawei’s failure to 
respond fully to questions about the details of its R&D activities, coupled with its 
admission that it provides products for the Chinese military and documents received from 
employees, undermine the credibility of its assertion that it does not perform R&D 
activities for the Chinese government or military. 

xii. Former and current Huawei employees provided evidence of a 
pattern and practice of potentially illegal behavior by Huawei 
officials. 

During the course of the investigation, several former and current Huawei 
employees came forward to provide statements and allegations about Huawei’s activities 
in the United States. Given the sensitivities involved, and to protect these witnesses from 
retaliation or dismissal, the Committee has decided to keep the identities of these 
individuals confidential. The Committee has received multiple, credible reports from 
these individuals of several potential violations by Huawei officials. Those allegations 
include: 
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• Immigration violations; 

• Bribery and corruption; 

• Discriminatory behavior; and 

• Copyright infringement. 

Specifically, the Committee heard from numerous employees that Huawei 
employees visiting from China on tourist or conference visas are actually working full¬ 
time at Huawei facilities, in violation of U.S. immigration law. Similarly, Huawei 
employees provided credible evidence that individuals coming to the United States on 
particular visas, for example, for jobs requiring engineering expertise were not in fact 
employed by Huawei as engineers. These and other alleged violations of immigration 
law will be referred to the Department of Homeland Security for review and potential 
investigation. 

Second, employees have alleged instances fraud and bribery when seeking 
contracts in the United States. Those allegations will be referred to the Justice 
Department for further review and potential investigation. 

Third, employees with whom the Committee spoke discussed allegations of 
widespread discriminatory behavior by Huawei officials. These individuals assert that it 
is it very difficult if not impossible for any non-Chinese national to be promoted in 
Huawei offices in the United States. Further, these employees assert that non-Chinese 
nationals are often laid-off only to be replaced by individuals on short-term visas from 
China. 114 These allegations will be referred to the appropriate agencies in the Executive 
Branch to review and consider. 

Finally, the Committee heard from former Huawei employees that may constitute 
a pattern and practice of Huawei using pirated software in its United States facilities. As 
previously described, the Committee received information with Huawei’s logo that 
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knowingly and admittedly violated another firm’s copyrighted material. The 
Committee thus finds that Huawei has exhibited a careless disregard for the copyrighted 
material of other entities. As there may indeed be credibility to these employee 
allegations, the Committee will also refer these claims to the Justice Department for 
investigation. 

B. ZTE failed to answer key questions or provide supporting documentation 
supporting its assertions, arguing that answering the Committee’s 


35 


Case 2:19-cr-00010-RSM Document 63-1 Filed 08/22/19 Page 45 of 61 


requests about its internal corporate activities would leave the company 
criminally liable under China’s states-secrets laws. 

ZTE sought to appear cooperative and timely with its submissions to the 
Committee throughout the investigation. ZTE consistently refused, however, to provide 
specific answers to specific questions, nor did the company provide internal 
documentation that would substantiate its many claims. As with Huawei, the Committee 
focused its review of ZTE on the company’s ties to the Chinese state, as well as the 
company’s history, management, financing, R&D, and corporate structure. The 
Committee did not to receive detailed answers on a number of topics described below. 
ZTE did not describe its formal interactions with the Chinese government. It did not 
provide financial information beyond that which is publicly available. It did not discuss 
the formal role of the ZTE Communist Party Committee and only recently provided any 
information on the individuals on the Committee. The Committee did not receive details 
on ZTE’s operations and activities in Iran and other sanctioned countries. Finally, ZTE 
refused to provide detailed information on its operations and activities in the United 
States. 


Importantly as well, ZTE argued at great length that it could not provide internal 
documentation or many answers to Committee questions given fear that the company 
would be in violation of China’s state-secrets laws and thus subject ZTE officials to 
criminal prosecution in China. 136 In fact, ZTE refused even to provide the slides shown 
to the Committee staff during the meeting in April, 2012, for fear that they might be 
covered by state secrets. To the extent ZTE cannot provide detailed and supported 
answers to the Committee because China’s laws treat such information important to the 
security of the Chinese regime, the Committee’s core concern that ZTE’s presence in the 
U.S. infrastructure represents a national-security concern is enhanced. 

The Committee notes that ZTE’s many written submissions were never numbered 
to align with the Committee’s specific questions and document requests, as would be 
typical with formal legal processes. The Committee believes that, through this method, 
ZTE sought to avoid being candid and obvious about which questions it refused to 
answer. Moreover, ZTE’s answers were often repetitive, lacking in documentary or 
other evidentiary support, or otherwise incomplete. 

The Committee also notes that ZTE did not simply deny all national-security 
concerns arising from the global telecommunications supply chain. ZTE has advocated 
for a solution - one based on a trusted delivery model - in which approved “independent 
third-party assessors” transfer “hardware, software, firmware, and other structural 
elements in the equipment to the assessor.” 137 Such a model, as advocated by ZTE, 
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would include among other things, a “thorough review and analysis of software codes,” 
“vulnerability scans and penetration test,” “review of hardware design and audit of 
schematic system diagram,” “physical facility review and independent comprehensive 
audit of vendor’s manufacturing, warehousing, processing, and delivery operations,” 
“periodic assessments.” 

ZTE suggests that a model, as previously proposed by Huawei and other 
companies, and similar in some respects to that introduced in United Kingdom, be 
implemented across the spectrum for telecommunications equipment providers. As 
discussed above, the Committee remains concerned that, although mitigation measures 
can be of some assistance, this model fails to appreciate the nature of telecommunications 
equipment. 


i. ZTE did not alleviate Committee concerns about the control of 
Chinese state-owned enterprises in ZTE’s business decisions and 
operations. 

As with Huawei, the Committee is concerned with the influence of the Chinese 
state in ZTE’s operations. Such access or influence would provide a ready means for the 
Chinese government to exploit the telecommunications infrastructure containing ZTE 
equipment for its own purposes. To evaluate the ties to the Chinese state, the Committee 
focused on the company’s history, structure, and management. Many commentators 
have noted that ZTE’s founding included significant investment and involvement by 
Chinese state-owned enterprises, and thus the Committee sought to unpack the current 
operations and ownership structure with the hope of understanding whether there are 
remaining ties to the Chinese state. 

ZTE describes itself as a global provider of telecommunications equipment and 
network solutions across 140 countries. Founded in 1985, ZTE states that its 2011 
revenue led the industry with a 24% increase to $13.7 billion; its overseas operating 
revenue grew 30% to U.S. $7.42 billion during the period, accounting for 54.2% of 
overall operating revenue. ZTE markets itself by explaining that its systems and 
equipment have been used by top operators in markets around the world. Importantly, 
ZTE also highlighted in its 2011 Annual Report that China’s 12 th five-year national plan 
has significantly contributed to ZTE’s recent domestic success. 139 

During the interviews with ZTE officials in April and May 2012, ZTE officials 
stressed that ZTE is a publicly traded company, having been listed on the Shenzhen stock 
exchange in 1997, and the Hong Kong stock exchange in 2004. ZTE contends that it did 
not begin with government assistance, either with technology transfers or financial 
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assistance. Rather, ZTE stated that the Chinese government became a shareholder during 
the 1997 public offering. ZTE has also asserted that the state-owned-enterprise 
shareholders have no influence on strategic direction of the company. 140 ZTE officials 
often contrasted themselves with Huawei, though often did not mention Huawei by name. 
In particular, officials suggested that Huawei is ZTE’s main competitor, but often stated 
that ZTE is more transparent since it is a publicly traded company. 

These officials often relied on this public listing to claim that ZTE finances are 
transparent and comply with both Chinese and Hong Kong regulations regarding 
financial disclosures. The officials often simply referred to the fact that they have annual 
reports that detail information requested, such as amount and extent of government loans, 
subsidies, and credits. ZTE refused, however, to explain whether it would be willing to 
meet the reporting and transparency requirements of a western stock exchange such as 
the New York Stock Exchange. 141 As with Huawei, when the Committee sought more 
detailed answers from ZTE on its interactions with key government agencies, ZTE 
refused to answer. 

The history and structure of ZTE, as admitted by the company in its submissions 
to the Committee, reveal a company that has current and historical ties to the Chinese 
government and key military research institutes. In response to questioning, the ZTE 
officials first discounted and seemingly contradicted their own public statements, which 
suggest that ZTE formed originally from the Ministry of Aerospace, a government 
agency. In fact, exhibits displayed during the meeting in Shenzhen highlighted an early 
collaboration between ZTE and the government-run No. 691 Factory, and other state- 
owned enterprises. ZTE refused to provide the Committee copies of the slides presented 
during this meeting. 

ZTE officials instead suggested that Mr. Hou Weigui founded ZTE in 1985 with 
five other “pioneer” engineers. Although they had all previously worked for state owned 
enterprises, ZTE officials insisted that the formation of ZTE did not arise from any 
relationship with the government. The company’s written submission to the Committee 
admits that the company had an early connection to No. 691 Factory, which was 
established by the Chinese government. As described by ZTE, No. 691 Factory is now 
known as Xi’an Microelectronics Company, and is a subsidiary of China Aerospace 
Electronics Technology Research Institute, a state-owned research institute. In its 
submission, ZTE admits that Xi’an Microelectronics owns 34% of Zhongxingxin, a 
shareholder of ZTE. 14 ’ ZTE’s evolution from research entities with connections to the 
Chinese government and military highlight the nature of the information-technology (IT) 
sector in China. In fact, taking as true ZTE’s submission of its history and ownership, 
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ZTE’s evolution confirms the suspicions of analysts who study the IT sector in China and 
describe it as a hybrid serving both commercial and military needs. 144 

In 1997, ZTE was publicly listed for the first time on the Shenzhen stock 
exchange. ZTE executives claim that it was at this point that other state owned 
enterprises began investing in ZTE. 

Currently, 30% of ZTE is owned by Zhongxinxin group and the remaining 70% is 
held by dispersed public shareholders. The Committee is particularly interested in 
whether the 30% ownership by Zhongxingxin constitutes a controlling interest or 
otherwise provides the state owned enterprises an opportunity to exert influence over the 
company. This question is particularly relevant because two state owned enterprises own 
51% of Zhongxingxin. ZTE executives stressed that the public ownership of ZTE is 
increasing as Zhongxingxin sells its shares (for example, in 2004, Zhongxingxin owned 
44% of ZTE, and now Zhongxingxin holds only 30%). In ZTE’s July 3 submission to the 
Committee, ZTE states that “[v]ery few knowledgeable individuals in China would 
characterize ZTE as a state-owned entity (SOE) or a government-controlled company.” 145 
But the Committee specifically asked how it is that ZTE remains accountable to its 
shareholders and not influenced or controlled by its largest shareholder given this 
ownership structure. In its submission to the Committee, ZTE admits that a 30% share is 
the point at which Hong Kong and Chinese law considers the holder to be a “controlling 
shareholder.” 146 ZTE simply stated that the company’s fiduciary duty to the numerous 
shareholders means that the controlling shareholder does not in fact exert much actual 
control over the company. 147 ZTE does not explain in more detail how the Board 
members, five of whom are chosen by state-owned enterprises, and some of whom are 
acknowledged members of the Chinese Communist Party and members of ZTE’s internal 
Communist Party Committee, would not exert any influence over the decisions of the 
company. 

Zhongxingxin, ZTE’s largest shareholder is owned in part by two state-owned 
enterprises, Xi’an Microelectronics and Aerospace Guangyu, both of which not only have 
ownership ties to the Chinese government, but also allegedly partake in sensitive 
technological research and development for the Chinese government and military. ZTE 
failed to address the Committee’s questions seeking detailed information on the history 
and mission of these two companies. ZTE also failed to answer questions about these 
companies’ relationship to key leaders within ZTE, specifically Mr. Weigu Hou, and 
ZTE’s other major shareholder, Zhongzing WXT. 
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Because ZTE failed to answer key questions about its history and the connections 
to government institutions, the Committee cannot trust that it is free of state influence, 
particularly through its major shareholders and Board members. 

ii. ZTE maintains a Chinese Party Committee within the company, and 
has not fully clarified how that Committee functions, who chooses its 
members, and what relationship it has with the larger Chinese 
Communist Party. 

As with Huawei, ZTE’s connection to the Chinese Communist Party is a key 
concern for the Committee. Such a connection offers the Party the opportunity to 
influence the decisions and operations of a company seeking to expand into the critical 
infrastructure in the United States. As described previously, the modem Chinese state- 
capitalistic economy is largely influenced if not controlled by the Party, in large part 
through the party committees that exist within individual firms. 

During interviews with ZTE officials, ZTE refused to answer whether the 
executives or board members are members of the Chinese Communist Party. ZTE first 
downplayed the existence of the Party Committee within ZTE, and company 
representatives were unable to answer whether any members of the Board were also 
members of the state Party. Subsequently, in response to continued Committee 
questions, ZTE acknowledged that it does, in fact, contain an internal Committee Party, 
which ZTE suggests is required by the laws of China. In response to the Committee’s 
written questions, ZTE again refused, however, to provide information about the names 
and duties of the Party Committee members. At the September 13, 2012, hearing, Mr. 
Zhu attested under oath that ZTE would provide the names of those individuals on the 
Party Committee. 149 

In response to questions posed at the September 13, 2012, hearing ZTE did 
provide the Committee a list of 19 individuals who serve on the Communist Party 
Committee within ZTE. At least two of those individuals appear to be on the ZTE Board 
of Directors. Other individuals are major shareholders in ZTE entities. ZTE has 
requested and the Committee has agreed to keep the names of these individuals out of the 
public domain. ZTE discounts the influence of that these individuals may have over the 
company. The company asked that the Committee not release the names of the 
individuals for fear that the company or the individuals might face retaliation by the 
Chinese government or Communist Party. The Committee has decided to keep the 
names of those members out of this public report, but the company’s concern with the 
potential retaliatory measures it faces by the government for simply providing the 
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Committee the names of an internal ZTE body highlights why this Committee remains 
very concerned that the Chinese state is, or could be, responsible for the actions of the 
company. China clearly seeks to maintain deep ties into and secrecy about its role in 
economic actors in China. The control Chinese government maintains over the 
company’s actions and level of transparency is of particular concern when that company 
seeks to build critical U.S. infrastructure. 

ZTE also did not fully explain the function of the Party Committee. Instead, ZTE 
simply states that the Party Committee is controlled by company management. This 
assertion is contradicted by ZTE’s own statement that ZTE executives and board 
members actually are members of the [Chinese Communist Party] and delimit its 
activities.” 150 To the extent these executives and Board Members have obligations to 
both the company’s shareholders and the State through the Communist Party, there is an 
inherent conflict of interest in their duties, and this statement provides confirmation that 
the Party likely does in fact have influence and input into the business affairs of the 
company through these individuals. 

The affidavit by the independent director, Timothy Steinert, seeks to allay any 
concerns of influence by the government or Party by stating that: 

In my experience and to my knowledge, no member of ZTE’s Board of Directors 
has raised for consideration an interest on behalf of the Chinese Government, the 
People’s Liberation Army or the Chinese Communist Party. 151 

This statement does not resolve the Committee’s concerns. First, there is a range of 
operational and strategic decisions made on a daily basis within companies that are not 
decided by or reviewed by the Board. Mr. Steinert’s affidavit says nothing about the role 
of the Party Committee in those decisions prior to their reaching the Board, or for 
decisions that do not reach the Board at all. Second, the Party’s influence through ZTE’s 
Party Committee may not be facially obvious in the decision documents appearing for 
review to the Board. Since at least two members of the Board are also members of the 
Chinese State Party, it is impossible to know whether the votes of the Board are 
conducted without influence by the Chinese Communist Party. When considering ZTE’s 
activities or voting on certain measures, those Board members need not cite the Party to 
be acting on the state’s behalf or in pursuit of the state’s interests. For these reasons, the 
Committee finds unpersuasive ZTE’s claims that Mr. Steinert’s affidavit “confirms that 
ZTE business decision making is not influence by the government or Party 
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considerations” 
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ZTE recently suggested that the Party Committee “performs only ceremonial and 
social functions.” For six months, the Committee has asked ZTE about the role of the 
Party Committee, but only at the final hour, did it provide any response at all. Without 
further information and specifics about the role and influence of the Party Committee in 
the operations of the company, the Committee simply cannot allay the concerns about the 
internal party apparatus existing within a company seeking to build U.S. critical 
infrastructure. 

iii. ZTE failed to disclose information about its activities in the United 
States. 

ZTE discussed its extensive presence in 140 countries, but significantly 
downplayed any potential threats to the U.S., by suggesting that 95% of its U.S. sales are 
from handsets. ZTE officials highlighted that they have five R&D centers in the U.S. 
employing about 300 people. ZTE officials attempted to suggest that the company’s 
presence in rural infrastructure and networks was to assist the U.S. effort with its rural 
broadband plans. Committee staff questioned this logic, and ZTE officials admitted that 
ZTE’s role in these projects were not for charity or public service, as they had initially 
suggested, but to get a “foothold” in the country and leam the technology in the United 
States. ZTE officials even admitted that they are willing to provide this equipment to the 
U.S. below cost in order to learn the U.S. market. Specifically, during the Committee’s 
meeting with ZTE officials in Shenzhen, Mr. Zhu stated that the company was willing to 
lose money on projects in the United States to get a foothold in the United States and to 
understand the technology and standards in the United States. 

ZTE’s description of its current U.S. activity is simply a picture at a particular 
point in time. The Committee could not confirm the extent of the company’s contracts or 
access to the United States market absent responses to the Committee’s document 

i o 

requests. Despite numerous requests, ZTE has not provided detailed information on 
infrastructure projects in the United States. 154 ZTE also failed to answer follow-up 
questions that would explain whether ZTE purposely bids on projects below cost and 
how the company is able to sustain these losses. Further, at the HPSCI hearing on 
September 13, Mr. Zhu reversed his previous answers and refused to acknowledge that 
ZTE ever bids below cost for projects in the United States. 155 

iv. ZTE failed to provide any answers or evidence about its compliance 
with intellectual property or U.S. export-control laws. 

The protection of intellectual property and compliance with United States export 
control laws are a core concern for U.S. interests. The ability of a company to comply 
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with these laws provide a useful test of that company’s ability to follow international 
codes of business conduct and remain free of undue state influence. 

Representatives of the company consistently declined to comment on recent 
media reports that ZTE had sold export-controlled items to Iran. 156 At the hearing on 
September 13, 2012, ZTE acknowledged that it is performing an internal review to 
determine if the company destroyed any documents or other evidence related to its 
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activities in Iran. Mr. Zhu provided no information that could allow the Committee to 
evaluate the extent of those activities, their compliance with U.S. laws, or management’s 
involvement in the potential destruction of documents and evidence. ZTE did not answer 
in specific written questions from the Committee asking why it sought to limit its Iranian 
business activities; whether ZTE will honor its current contracts in Iran; or whether those 
contracts include training or maintenance of surveillance equipment. Further, ZTE 
refused to answer questions about what products ZTE resold in Iran. ZTE also refused to 
provide any documents on its activities in Iran. 

v. ZTE failed to provide clear answers to Committee questions about its 
R&D activities, particularly as they relate to any military or 
government projects. 

Given ZTE’s background, the Committee was interested in ZTE’s R&D activities, 
and particularly its R&D activities with or on behalf of the Chinese military or security 
services. This information would help the Committee evaluate whether a company 
seeking to build critical infrastructure in the United States could also be working with the 
Chinese government on R&D projects with the purpose of finding or exploiting 
vulnerabilities in those systems. 

ZTE’s known connections to Chinese government-related research institutes are 
of particular interest. For example, ZTE acknowledges that one of its primary 
shareholders, Zhongxingxin, is owned in part by Xi’an Microelectronics, a subsidiary of 
China Aerospace Electronics Technology Research Institute, a state-owned research 
institute. Another 17% of Zhongxingxin is held by Aerospace Guangyu, a subsidiary 
of a state-owned enterprise whose business includes production of, among other things, 
aerospace technology products. 159 ZTE failed to answer questions from the Committee 
seeking further details about the range of products theses research institute have produced 
on the Chinese government so the committee could not evaluate whether those 
technologies were produced for military or intelligence purposes. 160 

These ties to Chinese government research institutes and production companies, 
the Committee sought more information on the details of ZTE’s R&D activities, and 
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particularly its potential work on behalf of the government, military, or security services. 
ZTE was proud to explain that it had established 18 state-of-the-art R&D centers 
throughout China, France, and India, and to employ over 30,000 research professionals. 
ZTE further claims that 10% of the company’s annual revenue is invested in R&D. ZTE 
failed, however, to answer Committee questions about the technologies it may create or 
sell to the Chinese government and military. During the Committee’s April 12, 2012 
meeting with company officials, Mr. Steinert, the independent board member, stated that, 
ZTE’s work on behalf of the Chinese telecommunications providers that happen to be 
state-owned enterprises does not suggest that ZTE does work on behalf of the military or 
intelligence services. When providing written answers ZTE refused to provide clear 
answers about the nature and extent of any work it does on behalf of the Chinese military 
or security services. Rather, ZTE states that “[t]he funding ZTE has received from 
government or consortia during the past several years is indistinguishable from similar 
funding available throughout the world in companies engaged in R&D through normal 
procurement processes.” 161 

To the extent ZTE’s R&D activities are simply in response to standard 
government procurement processes, the Committee does not understand why it refuses to 
answer direct questions about the details of those projects. For this reason, the 
Committee cannot allay concerns that ZTE is aligned with Chinese military and 
intelligence activities or research institutes. 

Conclusion and Recommendations 

The Committee launched this investigation to seek answers to some persistent 
questions about the Chinese telecommunications companies Huawei and ZTE and their 
ties to the Chinese government. Throughout the months-long investigation, both Huawei 
and ZTE sought to describe, in different terms, why neither company is a threat to U.S. 
national-security interests. Unfortunately, neither ZTE nor Huawei have cooperated fully 
with the investigation, and both companies have failed to provide documents or other 
evidence that would substantiate their claims or lend support for their narratives. 

Huawei, in particular, provided evasive, nonresponsive, or incomplete answers to 
questions at the heart of the security issues posed. The failure of these companies to 
provide responsive answers about their relationships with and support by the Chinese 
government provides further doubt as to their ability to abide by international rules. 

Recommendations 
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Based on this investigation, the Committee provides the following 
recommendations: 

Recommendation 1: The United States should view with suspicion the continued 
penetration of the U.S. telecommunications market by Chinese telecommunications 
companies. 

• The United States Intelligence Community (IC) must remain vigilant and focused 
on this threat. The IC should actively seek to keep cleared private sector actors as 
informed of the threat as possible. 

• The Committee on Foreign Investment in the United States (CFIUS) must block 
acquisitions, takeovers, or mergers involving Huawei and ZTE given the threat to 
U.S. national security interests. Legislative proposals seeking to expand CFIUS 
to include purchasing agreements should receive thorough consideration by 
relevant Congressional committees. 

• U.S. government systems, particularly sensitive systems, should not include 
Huawei or ZTE equipment, including in component parts. Similarly, government 
contractors - particularly those working on contracts for sensitive U.S. programs 
- should exclude ZTE or Huawei equipment in their systems. 

Recommendation 2: Private-sector entities in the United States are strongly encouraged 
to consider the long-term security risks associated with doing business with either ZTE or 
Huawei for equipment or services. U.S. network providers and systems developers are 
strongly encouraged to seek other vendors for their projects. Based on available 
classified and unclassified information, Huawei and ZTE cannot be trusted to be free of 
foreign state influence and thus pose a security threat to the United States and to our 
systems. 

Recommendation 3: Committees of jurisdiction within the U.S. Congress and 
enforcement agencies within the Executive Branch should investigate the unfair trade 
practices of the Chinese telecommunications sector, paying particular attention to China’s 
continued financial support for key companies. 

Recommendation 4: Chinese companies should quickly become more open and 
transparent, including listing on western stock exchange with advanced transparency 
requirements, offering more consistent review by independent third-party evaluators of 
their financial information and cyber-security processes, complying with U.S. legal 
standards of information and evidentiary production, and obeying all intellectual-property 
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laws and standards. Huawei, in particular, must become more transparent and responsive 
to U.S. legal obligations. 

Recommendation 5: Committees of jurisdiction in the U.S. Congress should consider 
potential legislation to better address the risk posed by telecommunications companies 
with nation-state ties or otherwise not clearly trusted to build critical infrastructure. Such 
legislation could include increasing information sharing among private sector entities, 
and an expanded role for the CFIUS process to include purchasing agreements. 
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CISCO SYSTEMS, INC. AND 
CISCO TECHNOLOGY, INC. 

Plaintiffs, 
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filed 

r4.t'r! ,0fSTR,CTc °URT 
EASTERN DISTRICT of TEXAS 

Ml 12 2003 

CLERK 
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JURY DEMAND 


v. 


HUAWEI TECHNOLOGIES, CO., LTD., 
HUAWEI AMERICA, INC. AND 
FUTURE WEI TECHNOLOGIES, INC., 

Defendants. 


For its complaint against Defendants Huawei Technologies Co., Ltd. (“Huawei”), 
Huawei America, Inc. (“Huawei America”) and FutureWei Technologies, Inc. (“FutureWei”) 
(collectively “Defendants”), Plaintiffs Cisco Systems, Inc. (“Cisco Systems”) and Cisco 
Technology, Inc. (“Cisco Technology”) (collectively “Cisco”) allege as follows: 

I. NATURE OF THE ACTION 

1. This is an action arising from Defendants’ systematic and wholesale 
infringement of Cisco’s intellectual property. Huawei, a Chinese company, and its wholly 
owned United States subsidiaries, Huawei America and FutureWei, manufacture and offer for 
sale a line of network routers designed to compete with Cisco’s network routers. Unlike Cisco, 
however, which invested substantially in the development of its own proprietary router 
technology and software, Huawei has chosen to misappropriate and infringe Cisco’s intellectual 
property in an attempt to develop a cheaper, inferior router which Huawei claims is compatible 
with Cisco s routers. In doing so, Fluawei and its U.S. subsidiaries have shown a complete 
disregard for Cisco’s intellectual property rights and the laws which protect those rights. The 
extent of Defendants’ copying and misappropriation of Cisco’s intellectual property is 
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staggering. Defendants have copied Cisco’s patented technologies; they have copied the 
copyrighted user interface for Cisco’s routers; they have made verbatim copies of whole portions 
of Cisco’s user manuals; and there is overwhelming evidence that they unlawfully gained access 
to Cisco s source code and copied it as the basis for the operating system for their knock-off 
routers. Cisco brings this action to enjoin this wholesale theft of its valuable intellectual property 
and recover the substantial damages it has incurred from Defendants’ illegal conduct. 

II. PARTIES 

2. Cisco Systems is a California corporation with its principal place of 
business in San Jose, California. It is a worldwide leader in the development, manufacture and 
sale of computer networking products. 

3. Cisco Technology is a California corporation with its principal place of 
business in San Jose, California. Cisco Technology is a wholly-owned subsidiary of Cisco 
Systems. 

4. On information and belief, Huawei is a foreign corporation with its 
principal place of business in the Peoples Republic of China. It is a multi-billion dollar company 
that conducts business throughout the world in the manufacture and sale of network and 
telecommunications equipment. On information and belief, Huawei conducts business in this 
judicial district through FutureWei and/or Huawei America. 

5. FutureWei is a corporation organized and existing under the laws of the 
State of Texas with its principal place of business at 1700 Alma Drive, Plano, Texas. On 
information and belief, FutureWei is a wholly owned subsidiary of Huawei. FutureWei is 
present in and conducts business in this judicial district. In addition to its Plano office, 

FutureWei also maintains offices in San Jose, California and Reston, Virginia. FutureWei’s 
registered agent is: 

Rongxin Chong 

1700 Alma Drive, Suite 500 

Plano, Texas 75075 
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6, Huawei America is a corporation organized and existing under the laws of 
the State of California with its principal place of business in San Jose, California. On 
information and belief, Huawei America is a wholly owned subsidiary of Huawei. Huawei 
America is present in and conducts business in this judicial district. In addition to its San Jose 
oftice, Huawei America also maintains a sales office in Plano, Texas. Huawei America’s 
registered agent is: 

James Yan 

3772 Sun West Terrace 

Fremont, CA 94555 

III. JURISDICTION AND VENUE 

7. Defendants transact business and are found in this judicial district through 
regular business conduct and activity that includes, among other things, the following: 

a. Huawei offers for sale in this district the network routers and 
related software which are alleged in this action to infringe Cisco’s intellectual property rights. 

b. Huawei already has made commercial sales in the United States of 
the network routers which are alleged in this action to infringe Cisco’s intellectual property 
rights, including sales originated from the sales office in Plano, Texas. 

c. Huawei and FutureWei each operate a website for the purpose of 
promoting Huawei products, including the network routers, switches and other network products 
that use the software alleged to infringe Cisco’s intellectual property rights. The Huawei and 
FutureWei websites can be accessed by customers, potential customers and others located in this 
district for information about the allegedly infringing routers and other Huawei products, as well 
as employment opportunities with Huawei’s interests in the United States. The infringing 
computer software created by Defendants through the violation of Cisco’s rights, referred to as 
“VRP,” and the infringing user manuals created by Defendants through the violation of Cisco’s 
rights can be downloaded by residents of this district through the Huawei website. 
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d. Huawei operates a research and development facility in this 
district, in Plano, and has actively recruited residents of this district and elsewhere for 
employment at that facility. 

e. Huawei has incorporated a subsidiary in Texas (FutureWei) for the 
purpose of doing business in the United States. The Future Wei sales office in Plano, Texas 
promotes and sells the infringing routers which are the subject of this action and otherwise 
conducts business in this judicial district. 

f. Huawei has created a California subsidiary (Huawei America) for 
the purpose of doing business in the United States. Huawei America also maintains a sales 
office in Plano, Texas, through which it regularly engages in activities to promote and sell the 
infringing routers and otherwise conducts business in this judicial district. 

g. Huawei, FutureWei and Huawei America are accused of 
committing a number of illegal acts and infringements of Cisco’s intellectual property, the 
harmful effect of which is felt in this judicial district where Cisco sells a substantial volume of 
products and maintains a substantial research and development facility. 

8. The Court has jurisdiction over the subj ect matter of this action pursuant 
t° 28 U.S.C. §§ 1331, 1338(a) and (b), and 1367 and the doctrine of supplemental jurisdiction. 

9. Venue is proper in this judicial district pursuant to 28 U.S.C. §§ 1391 and 
1400 because (1) Huawei is a foreign corporation subject to personal jurisdiction in this district, 
(2) Defendants reside and may be found in this judicial district, (3) the acts of infringement and 
misappropriation alleged herein were committed in this judicial district, (4) Defendants have a 
regular and established place of business in this district, and/or (5) a substantial part of the events 
giving rise to the claims occurred in this judicial district. 

IV. FACTUAL BACKGROUND 

10. Cisco provides a broad line of hardware and software solutions for 
transporting data, voice, and video over networks and throughout the Internet. Included in the 
equipment Cisco provides are network routers, switches, and devices that enable data and 
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information to be transported from one network to another — locally, regionally and 
internationally. Routers and switches are the backbone of Internet traffic, routing packets of data 
as they are transported from sender to recipient. For example, the transmission of an email 
message from Dallas, Texas to Hong Kong will pass through multiple routers or switches as the 
packets of information comprising the message pass from one network to another. The science 
of routing packets of data through networks is complex and challenging and requires tremendous 
innovation and technological development to assure that messages are sent quickly and securely 
and arrive at their intended destination. As a pioneer in this area, Cisco has achieved widespread 
renown for the technological superiority, convenience and security of its routers, which in turn 
has facilitated the amazing growth of computer networks and the Internet. 

11. Cisco came to its position of technological leadership by hard work and 
substantial research and development investment. As a result of its endeavors, Cisco has created 
valuable intellectual property in the form of patents, copyrights, trademarks and trade secrets that 
protect the valuable technology it has created. Cisco is the owner of a number of key patents 
covering the operation of its routers and the particularized manner in which they function. One 
of the core technologies contained in every Cisco router is called the Cisco Internetwork 
Operating System (“IOS Software Programs”), a proprietary computer program that manages the 
routing of packets through the router or switch. The IOS Software Programs are the product of 
countless man-hours of software design and programming by Cisco employees and contractors. 

12. Defendants recently introduced for sale in the United States a line of 
routers referred to as Quidway routers” which, on information and belief, it has promoted as 
operating virtually identically as Cisco routers but costing less than Cisco routers. On 
information and belief, Huawei sells the same or similar infringing routers in a number of foreign 
countries, the exact identities of which Cisco expects to learn through discovery. On information 
and belief. Defendants promote their Quidway routers by claiming they can replace a Cisco 
router without any loss of performance or security. While Defendants’ claim of interoperability 
are dubious, it is apparent that in their attempt to produce a Cisco “clone,” Defendants engaged 


5 


COMPLAINT AND JURY DEMAND 



Case 2:19-cr-00010-RSM Document 63-2 Filed 08/22/19 Page 7 of 78 

in wholesale theft of Cisco’s intellectual property. That theft includes the adoption of Cisco’s 
patented processes, the systematic copying of Cisco’s copyrighted Command Line Interface, the 
copying of Cisco’s proprietary IOS source code, and the systematic copying of Cisco’s user 
manuals. Huawei’s Vice President, Fei Min, recently admitted that “all the world’s leading 
equipment suppliers are our learning models.” The evidence shows unequivocally that the 
learning was in fact blatant copying and misappropriation, undertaken in complete disregard of 
Cisco’s intellectual property rights. 

Cisco’s Copyright Protection. 

13. Cisco Technology has duly recorded in the United States Copyright Office 
registrations protecting Cisco s IOS Software Programs, its Command Line Interface, and its 
User Manuals. Cisco Technology is the owner of the registered copyrights in each of the 
following computer programs and their corresponding user manuals, each of which substantially 
consists of original material (hereafter referred to as “Cisco’s Copyrighted Works”). The 
following Cisco’s Copyrighted Works consist of their respective computer code (“IOS Software 
Programs”), the Command Line Interface and corresponding screen displays (“CLI”), and the 
corresponding IOS user manuals (“IOS Manuals”): 

a. Cisco Internetwork Operating System Version 11.0, Reg. No. 

TXu-1-036-057 (Ex. A) 

b. Cisco Internetwork Operating System Version 11.1, Reg. No. 

TXu-1-048-569 (supplementing TX-5-531-435) (Ex. B) 

c. Cisco Internetwork Operating System Version 11.2, Reg. No. 

TXu-1-036-063 (Ex. C) 

d. Cisco Internetwork Operating System Version 11.3, Reg. No. 

TXu-1-036-062 (Ex. D) 

e. Cisco Internetwork Operating System Version 12.0, Reg. No. 

TXu-1-036-064 (Ex. E) 
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f. Cisco Internetwork Operating System Version 12.1, Reg. No. 

TXu-1-036-066 (Ex. F) 

g. Cisco Internetwork Operating System Version 12.2, Reg. No. 

TXu-1-036-065 (Ex. G) 

14. For each of the foregoing works, Cisco Technology complied in all 
respects with the Copyright Act and all other laws of the United States governing copyrights, and 
has received Certificates of Registration from the Register of Copyrights. 

Copying of Command Line Interface. 

15. A key component of the copyrighted IOS Software Programs is the 
Command Line Interface or CLI. The CLI is the user interface by which users of Cisco 

routers communicate with the routers. Just as a computer user must communicate instructions to 
a computer (e.g., copy a file), the Information Technology (“IT”) manager must communicate 
with routers in order to configure and manage them. For Cisco routers the interaction between 
the IT manager and the router is facilitated by a unique Command Line Interface, an elaborate 
structure of textual commands that the IT manager must learn in order to “talk” to the router. 

Each command corresponds to a function that can be performed by the router. When the 

command is entered by the human operator, the router performs the function associated with that 
particular command. 

16. Cisco’s CLI is a unique, expressive work that has been developed over 
many years of creative endeavor. Other manufacturers of network routers have their own 
command line interfaces that differ from Cisco’s, both in terms of the particular commands and 
in the organization of those commands. When developing a router interface, the software 
developer has a range of creative choices in deciding what textual commands to compose, the 
definitions assigned to the commands, and the overall structure of the interface. Cisco’s CLI 
repiesents its own original expression of one way to provide this communication. 

17. Defendants have engaged in wholesale copying of Cisco’s CLI. Because 
the CLI can be visually observed during the operation of a router and is published in Cisco’s user 


7 


COMPLAINT AND JURY DEMAND 




Case 2:19-cr-0001CFRSM Document 63-2 Filed 08/22/19 Page 9 of 78 

manuals, Defendants would have had no difficulty in gaining access to the CLI. A comparison 
ot the command line interface of the operating system for the Quidway routers, switches and 
other products that use VRP, and Cisco’s CLI reveals repeated incidents of slavish copying. For 
example, the following chart shows two of the many areas in which commands were copied by 
Defendants. 


CISCO’S IOS 

HSRP Commands 

DEFENDANTS’ VRP 

HSRP Commands 

standby authentication 

standby authentication 

standby ip 

standby ip 

standby preempt 

standby preempt 

standby priority 

standby priority 

standby timers 

standby timers 

standby track 

standby track 

standby use-bia 

standby use-bia 

standby mac-address <address> 

standby use-ovmac 

show standby 

show standby 

debug standby 

debug standby 

PO Commands 

PO Commands 

priority-group 

priority-group 

priority-list default 

priority-list default 

priority-list interface 

priority-list interface 

priority-list protocol 

priority-list protocol 

priority-list queue-limit 

priority-list queue-limit 

show queuing priority 

show queuing priority 

debug priority-queue 

debug priority 
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18. So much of the Cisco CLI is duplicated in the Defendants’ interface that 
^ IT manager familiar with the Cisco CLI would not have to be re-trained in order to operate 
one of Huawei’s Quidway routers, switches or products that use VRP. As a result of its 
extensive copying of the Cisco CLI, Defendants can promote their Quidway routers, switches 
and products that use VRP by convincing Cisco customers that they will not have to learn a new 
command line interface if they purchase Defendants’ products. On information and belief, 
Defendants have informed customers that IT managers familiar with Cisco routers will not need 
additional training to manage Defendants’ products. As one Huawei distributor declared, he was 
“impressed by the ability of a Cisco-trained engineer to take a Huawei product out of the box and 
use it.” By choosing copyright infringement over independent development, Defendants are 
attempting to compete with Cisco by stealing Cisco’s innovations instead of creating their own 
as well as avoiding the process of training potential users in a separate interface. 

Copying of IOS Source Code. 

19. Cisco is informed and believes and therefore alleges that Defendants have 
copied substantial portions of the IOS Software Programs source code. The operating system for 
the Quidway routers is known as “VRP,” which stands for Versatile Routing Platform. The VRP 
program contains telltale similarities to the IOS Software Programs indicating that Defendants 
had access to the proprietary IOS Software Programs source code and used some or all of the 
source code in the creation of VRP. 

20. The IOS Software Programs source code contains thousands of “text 
strings,” distinctive textual statements written into the software by the programmers to convey 
information about the tasks to be performed by the software. Software which is independently 
developed will have unique text strings organized in a unique sequence or order. An analysis of 
Defendants’ VRP code reveals that it contains large portions of text strings that are identical or 
substantially similar to the text strings from the IOS Software Programs, both in terms of the 
phrasing of the text strings and the sequence in which they appear. This level of identicality 
cannot be explained by either coincidence or independent development on the part of Huawei. It 
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points inescapably to one conclusion: Defendants had access to Cisco’s proprietary IOS source 
code and copied that source code in the creation of Defendants’ VRP. 

21. At various points in time, the IOS Software Programs have had minor 
bugs that do not affect the fundamental functions of the program but represent idiosyncratic ways 
in which the program was written. Because they stand as unusual anomalies, these bugs serve as 
telltale fingerprints if they appear in other computer programs. Just as a school teacher can 
determine copying from the existence of a shared mistake among student papers, Cisco has 
discovered the presence of a “bug” in the Defendants’ VRP software, which can only be 
explained by Defendants unlawful access to and use of the IOS Software Programs source code. 

22. Cisco has never made its IOS source code available to Defendants nor has 
it ever authorized anyone else to do so. Cisco is informed and believes and therefore alleges that 
Defendants obtained access to Cisco’s IOS source code or portions thereof by improper means, 
that Defendants had reason to know that the source code was confidential to Cisco, and that 
Defendants had reason to know that their access to the source code was not authorized by Cisco. 
On information and belief, Defendants have exercised dominion and control over Cisco’s IOS 
source code, which is in the form of one or more computer files (i.e., one or more documents), 
in an unlawful and unauthorized manner to the exclusion of and inconsistent with Cisco’s rights. 
Defendants’ possession of Cisco’s IOS source code is tantamount to a refusal after demand. 
Copying of Cisco’s User Manuals. 

23. Cisco provides the IOS Manuals to its customers to assist them in the 
operation of Cisco’s routers. These manuals describe in detail the operation of the Cisco routers, 
the CLI and how to configure the routers for use in network operation. Cisco has invested 
thousands of man-hours in the preparation of the IOS Manuals, each of which is protected from 
unlawful copying under the Copyright Laws of the United States and other countries. 

24. Defendants make available to customers and prospective customers user 
manuals that explain the function of its Quidway routers, switches, and other products that use 
VRP. In creating Defendants’ user manuals, Defendants have copied extensively from the IOS 
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Manuals. In many cases, Defendants have copied whole paragraphs of text from the IOS 
Manuals, sometimes changing a word here or there in an attempt to mask their flagrant 
plagiarism. Defendants also have copied the organization and structure of the IOS Manuals so 
that the overall appearance of Defendants’ manuals is substantially similar to the IOS Manuals. 
Attached as Exhibit H is an example of Defendants’ copying of Cisco’s copyrighted user 
manuals. 

Patent Infringement. 

25. In addition to the unlawful conduct described above, Defendants also have 
infringed Cisco’s patented processes and methods in their attempt to create a router that 
replicates the functionality of Cisco’s routers. In particular, Defendants have infringed no less 
than five Cisco patents through their incorporation of patented and proprietary Cisco technology 
in Quidway routers, switches, and other network devices that use VRP. These infringements 
were blatant and willful and were part of Defendants’ overall plan to misappropriate Cisco’s 
technology. 

Adoption of Cisco’s Nomenclature and Model Numbers. 

26. In addition to the theft of Cisco’s technology, Defendants have taken steps 
to mislead customers into believing that their Quidway routers are comparable to and completely 
interchangeable with Cisco routers. 

27. Defendants have adopted a product numbering scheme for their router 
products that is substantially the same as Cisco’s numbering scheme. Defendants have adopted 
other Cisco nomenclature as well, such as Cisco’s acronym for its security products (i.e., 

SAFE ). Huaw ei refers to its security products as SAFE. The title Cisco applies to engineers 
who are certified in operating Cisco’s routers, “Certified Cisco Internetworking Experts” or 
“CCIE” has also been appropriated by Defendants in their use of the term “Huawei Certified 
Internetworking Experts or “HCIE.” Given the wide range of model numbers and nomenclature 
from which Defendants could have chosen, their decision to mimic Cisco’s naming conventions 
is further evidence of Defendants unlawful scheme to knock off Cisco’s technology and mislead 
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customers into believing that the products are interchangeable without any loss of performance, 
security or reliability. 

V. COUNTONE 

(Patent Infringement—’032 Patent) 

28. Plaintiff Cisco realleges and repeats the allegations of paragraphs 1 
through 27 above. 

29. On February 11,1992, the United States Patent and Trademark Office 
duly and legally issued United States Letters Patent No. 5,088,032 (the “’032 patent”) entitled 
“METHOD AND APPARATUS FOR ROUTING COMMUNICATIONS AMONG 
COMPUTER NETWORKS.” Cisco Technology holds legal title to the ’032 patent. By virtue 
of a license, Cisco Systems has all substantial rights in the ’032 patent, including the right to sue 
for infringement of the ’032 patent. 

30. Defendants have been and are infringing the ’032 patent within this 
district and elsewhere in the United States by making, using, selling, importing, distributing or 
offering for sale products that infringe one or more of the claims of the ’032 patent. 

31. Defendants are contributorily infringing the ’032 patent within this district 
and elsewhere in the United States by making, using, selling, importing, distributing or offering 
for sale in the United States materials and/or apparatus for use in practicing the inventions set 
forth in the 032 patent, that they know to be especially made or especially adapted for use in 
infringement of the invention embodied in the ’032 patent. On information and belief, these 
materials and/or apparatus have no substantial non-infringing use in commerce. 

32. Defendants are inducing infringement of the ’032 patent within this 
district and elsewhere in the United States by instructing in the use of materials and/or apparatus 
that infringe one or more of the claims of the ’032 patent. 
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VI. COUNT TWO 

(Patent Infringement—’599 Patent) 

33. Plaintiff Cisco realleges and repeats the allegations of paragraphs 1 
through 32 above. 

34. On December 5, 1995, the United States Patent and Trademark Office 
duly and legally issued United States Letters Patent No. 5,473,599 (hereinafter the “’599 
patent”), entitled “STANDBY ROUTER PROTOCOL.” Cisco Technology holds legal title to 
the ’599 patent. By virtue of a license, Cisco Systems has all substantial rights in the ’599 
patent, including the right to sue for infringement of the ’599 patent. 

35. Defendants have been and are infringing the ’599 patent within this 
district and elsewhere in the United States by making, using, selling, importing, distributing or 
offering for sale products that infringe one or more of the claims of the ’599 patent. 

36. Defendants are contributorily infringing the ’599 patent within this district 
and elsewhere in the United States by making, using, selling, importing, distributing or offering 
for sale in the United States materials and/or apparatus for use in practicing the inventions set 
forth in the ’599 patent, that they know to be especially made or especially adapted for use in 
infringement of the inventions embodied in the ’599 patent. On information and belief, these 
materials and/or apparatus have no substantial non-infringing use in commerce. 

37. Defendants are inducing infringement of the ’599 patent within this 
district and elsewhere in the United States by instructing in the use of materials and/or apparatus 
that infringe one or more of the claims of the ’599 patent. 

VII. COUNT THREE 
(Patent Infringement—’704 Patent) 

38. Plaintiff Cisco realleges and repeats the allegations of paragraphs 1 
through 37 above. 

39. On May 21,1996, the United States Patent and Trademark Office duly and 
legally issued United States Letters Patent No. 5,519,704 (hereinafter the “’704 patent”), entitled 
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“RELIABLE TRANSPORT PROTOCOL FOR INTERNETWORK ROUTING.” Cisco 
Technology holds legal title to the ’704 patent. By virtue of a license, Cisco Systems has all 
substantial rights in the ’704 patent, including the right to sue for infringement of the ’704 patent. 

40. Defendants have been and are infringing the ’704 patent within this 
district and elsewhere in the United States by making, using, selling, importing, distributing or 
offering for sale products that infringe one or more of the claims of the ’704 patent. 

41. Defendants are contributorily infringing the ’704 patent within this district 
and elsewhere in the United States by making, using, selling, importing, distributing or offering 
for sale in the United States materials and/or apparatus for use in practicing inventions set forth 
in the ’704 patent, that they know to be especially made or especially adapted for use in 
infringement of the inventions embodied in the ’704 patent. On information and belief, these 
materials and/or apparatus have no substantial non-infringing use in commerce. 

42. Defendants are inducing infringement of the ’704 patent within this 
district and elsewhere in the United States by instructing in the use of materials and/or apparatus 
that infringe one or more of the claims of the ’704 patent. 

VIII. COUNT FOUR 
(Patent Infringement—’718 Patent) 

43. Plaintiff Cisco realleges and repeats the allegations of paragraphs 1 
through 42 above. 

44. On August 1, 2000, the United States Patent and Trademark Office duly 
and legally issued United States Letters Patent No. 6,097,718 (hereinafter the “’718 patent”), 
entitled SNAPSHOT ROUTING WITH ROUTE AGING.” Cisco Technology holds legal title 
to the ’718 patent. By virtue of a license, Cisco Systems has all substantial rights in the ’718 
patent, including the right to sue for infringement of the ’718 patent. 

45. Defendants have been and are infringing the ’718 patent within this 
district and elsewhere in the United States by making, using, selling, importing, distributing or 
offering for sale products that infringe one or more of the claims of the ’718 patent. 
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46. Defendants are contributorily infringing the ’718 patent within this district 
and elsewhere in the United States by making, using, selling, importing, distributing or offering 
for sale in the United States materials and/or apparatus for use in practicing the inventions set 
forth in the ’718 patent, that they know to be especially made or especially adapted for use in 
infringement of the inventions embodied in the ‘718 patent. On information and belief, these 
materials and/or apparatus have no substantial non-infringing use in commerce. 

47. Defendants are inducing infringement of the ‘718 patent within this 
district and elsewhere in the United States by instructing in the use of materials and/or apparatus 
that infringe one or more of the claims of the ’718 patent. 

IX. COUNT FIVE 
(Patent Infringement—’251 Patent) 

48. Plaintiff Cisco realleges and repeats the allegations of paragraphs 1 
through 47 above. 

49. On December 4, 2001, the United States Patent and Trademark Office 
duly and legally issued United States Letters Patent No. 6,327,251 (hereinafter the “’251 
patent”), entitled “SNAPSHOT ROUTING.” Cisco Technology holds legal title to the ’251 
patent. By virtue of a license, Cisco Systems has all substantial rights in the ’251 patent, 
including the right to sue for infringement of the ’251 patent. 

50. Defendants have been and are infringing the ’251 patent within this 
district and elsewhere in the United States by making, using, selling, importing, distributing or 
offering for sale products that infringe one or more of the claims of the ’251 patent. 

51. Defendants are contributorily infringing the ’251 patent within this district 
and elsewhere in the United States by making, using, selling, importing, distributing or offering 
for sale in the United States materials and/or apparatus for use in practicing the inventions set 
forth in the ’251 patent, that they know to be especially made or especially adapted for use in 
infringement of the inventions embodied in the ’251 patent. On information and belief, these 
materials and/or apparatus have no substantial non-infringing use in commerce. 
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52. Defendants are inducing infringement of the ’251 patent within this 
district and elsewhere in the United States by instructing in the use of materials and/or apparatus 
that infringe one or more of the claims of the ’251 patent. 

X. COUNT SIX 

(Copyright Infringement - IOS source code and CLI) 

53. Cisco alleges and incorporates by reference the allegations in paragraphs 1 
through 52 above. 

54. Defendants have infringed and, unless enjoined in this action, will 
continue to infringe Cisco’s Copyrighted Works by, among other things: 

(a) Copying substantial portions of the code of the IOS Software 
Programs; 

(b) Copying substantial portions of the CLI; 

(c) Distributing works containing material copied from the IOS 
Software Programs and CLI; and 

(d) Creating derivative works based on the IOS Software Programs 
and CLI. 

55. Defendants’ copying and distribution of the IOS Software Programs and 
CLI and the creation of unauthorized derivative works constitute willful infringement under the 
Copyright Act. By reason of Defendants’ acts of infringement, Cisco has suffered and will 
continue to suffer, unless Defendants’ infringement is enjoined, irreparable injury that cannot be 
adequately remedied at law. Because of such willful infringement, Cisco is entitled to enhanced 
damages and an award of its attorneys fees and costs pursuant to the Copyright Act. 

56. Defendants’ unauthorized copying and distribution of the IOS Software 
Programs and CLI and the creation of unauthorized derivative works constitute willful 
infringement under the copyright laws (or laws extending similar protection) of the foreign 
countries in which Defendants have copied, sold or distributed their infringing works. By reason 
of these acts ot infringement, Cisco has suffered and will continue to suffer, unless Defendants’ 


16 


COMPLAINT AND JURY DEMAND 



Case 2:19-cr-0001(>RSIVI Document 63-2 Filed 08/22/19 Page 18 of 78 

infringement is enjoined, irreparable injury that cannot be adequately remedied at law. The exact 
foreign countries in which defendants have copied, sold or distributed their infringing works, and 
the extent of that illegal conduct, are not presently known to Cisco and can be learned only upon 
appropriate discovery from defendants. Cisco reserves the right, upon obtaining relevant 
discovery from defendants on their infringing conduct in foreign countries, to amend this 
Complaint to assert claims for violations of foreign copyright laws (or laws extending similar 
protection) and obtaining appropriate remedies for defendants’ violations of those laws. 

XI. COUNT SEVEN 
(Copyright Infringement - IOS Manuals) 

57. Cisco alleges and incorporates by reference the allegations in paragraphs 1 
through 56 above. 

58. Defendants have infringed and, unless enjoined in this action, will 
continue to infringe Cisco’s Copyrighted Works by, among other things: 

(a) Copying substantial portions of the IOS Manuals; 

(b) Distributing works containing material copied from the IOS 
Manuals; and 

(c) Creating derivative works based on the IOS Manuals. 

59. Defendants copying and distribution of the IOS Manuals and the creation 
of derivative works are not authorized by Cisco and constitute willful infringement under the 
Copyright Act. By reason of Defendants’ acts of infringement, Cisco has suffered and will 
continue to suffer, unless Defendants’ infringement is enjoined, irreparable injury that cannot be 
adequately remedied at law. Because of such willful infringement, Cisco is entitled to enhanced 
damages and an award of its attorneys’ fees and costs pursuant to the Copyright Act. 

60. Defendants’ unauthorized copying and distribution of the IOS Manuals 
and the creation of derivative works constitute willful infringement under the copyright laws (or 
laws extending similar protection) of the foreign countries in which Defendants have copied, 
sold or distributed their infringing works. By reason of these acts of infringement, Cisco has 


17 


COMPLAINT AND JURY DEMAND 



Case 2:19-cr-0001Qz.RSM Document 63-2 Filed 08/22/19 Page 19 of 78 


suffered and will continue to suffer, unless Defendants’ infringement is enjoined, irreparable 
injury that cannot be adequately remedied at law. The exact foreign countries in which 
defendants have copied, sold or distributed their infringing works, and the extent of that illegal 
conduct, are not presently known to Cisco and can be learned only upon appropriate discovery 
from defendants. Cisco reserves the right, upon obtaining relevant discovery from defendants on 
their infringing conduct in foreign countries, to amend this Complaint to assert claims for 
violations of foreign copyright laws (or laws extending similar protection) and obtaining 
appropriate remedies for defendants’ violations of those laws. 

XII. COUNT EIGHT 
(Trade Secret Misappropriation) 

61. Cisco alleges and incorporates by reference the allegations of paragraphs 1 
through 60 above. 

62. Cisco maintains the source code to its IOS Software Programs as trade 
secrets and has taken reasonable measures to preserve the secrecy of the source code. The 
source code derives independent economic value from not being generally known to the public 
or to other persons who can obtain economic value from its disclosure or use. 

63. On information and belief. Defendants have gained access to some or all 
of Cisco’s IOS source code through improper means and/or a breach of a confidential 
relationship. Defendants gained such access with knowledge, or at least reason to know, that the 
source code is confidential to Cisco. Defendants lacked authorization to use the source code for 
any purpose. 

64. On information and belief. Defendants misappropriated Cisco’s trade 
secrets by making use of the IOS Software Programs source code in order to create their VRP 
operating system by, among other things, using the confidential source code to leam confidential 
information about the structure and operation of the IOS Software Programs, patterning their 
own development of VRP on what they learned from Cisco’s confidential information, and 
copying portions of the source code for incorporation into the VRP operating system. 
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Defendants further misappropriated Cisco’s trade secrets by, on information and belief, copying 
portions of the IOS Software Programs source code for incorporation into their VRP operating 
system. 

65. These acts of misappropriation violate the laws of the State of Texas and 
the laws of other states in which acts of misappropriation have occurred. As a direct and 
proximate result of Defendants’ misappropriation of Cisco’s trade secrets, Defendants have been 
unjustly enriched and Cisco has sustained damages in an amount to be proved at trial. Cisco has 
also suffered irreparable injury as a result of Defendants’ misappropriation and will continue to 
suffer irreparable injury that cannot be adequately remedied at law unless Defendants are 
enjoined from utilizing the fruits of their misappropriation or engaging in further acts of 
misappropriation. 

66. Each of the acts of misappropriation was done willfully and maliciously 
by Defendants, entitling Cisco to punitive damages to be proved at trial. 

67. Defendants’ misappropriation of Cisco’s trade secrets also constitutes 
violations of those laws protecting trade secrets in foreign countries in which Defendants have 
taken, used, disclosed or profited from Cisco’s trade secrets. The identity of those foreign 
countries in which defendants have taken, used, disclosed or profited from Cisco’s trade secrets, 
and the extent of such illegal conduct, are not presently known to Cisco and can be learned only 
through appropriate discovery from Defendants. Cisco reserves the right, upon obtaining 
relevant discovery from Defendants, to amend this complaint to assert claims for trade secret 
misappropriation and/or theft under the laws of foreign countries, and to obtain appropriate 
remedies for Defendants’ illegal acts under the laws of foreign countries. 

XIII. COUNT NINE 
(Common Law Misappropriation) 

68. Cisco alleges and incorporates by reference the allegations of paragraphs 1 
through 67 above. 


19 


COMPLAINT AND JURY DEMAND 




Case 2:19-cr-0001(>RSM Document 63-2 Filed 08/22/19 Page 21 of 78 


69. The CLI is a critical component of Cisco’s business and represents 
enormous commercial value to the company. Cisco has invested substantial time and expense in 
the development of the CLI, a development effort that has entailed thousands of man hours of 
work spread over an extended period of time. Cisco also has invested substantial time and 
expense in training its customers on the use of the CLI. 

70. By replicating the structure, organization and commands of CLI, 
Defendants have misappropriated the substantial commercial value of the CLI without the 
consent or authorization of Cisco. 

71. By this misappropriation, Defendants are attempting to reap the benefits of 
Cisco’s effort without committing the time and resources to independently develop an interface. 
Because they have avoided the expense of creating their own user interface, Defendants are able 
to price their routers at levels that would not be possible if Defendants were not obtaining a free 
ride on the basis of Cisco’s efforts. 

72. Asa direct and proximate result of Defendants’ misappropriation, Cisco 
has sustained damages in an amount to be proved at trial. Defendants’ misappropriation has 
caused, and unless enjoined, will continue to cause, substantial competitive injury to Cisco. 

XIV. COUNT TEN 


above. 


(False Representation - Lanham Act § 43(a)) 

73. Cisco repeats and incorporates the allegations in paragraphs 1 through 72 


74. On information and belief, Defendants have represented to customers and 
prospective customers that their Quidway routers are interoperable with Cisco routers without 
any loss or performance, security or convenience. Such representations constitute a false and 
misleading characterization of the qualities and characteristics of Defendants’ products in 
violation of Section 43(a) of the Lanham Act, 15 U.S.C. § 1125(a). 
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75. Asa direct and proximate result of Defendants’ misrepresentations of fact, 
Cisco has suffered and will continue to suffer irreparable injury unless Defendants are enjoined 
from engaging in their unlawful conduct. 

76. As a direct and proximate result of Defendants’ passing off, Cisco has 
suffered and will continue to suffer irreparable injury unless Defendants are enjoined from 
engaging in their unlawful conduct. 

XV. COUNT ELEVEN 

(Unfair Competition - Texas Common Law and Lanham Act § 44) 

77. Cisco repeats and incorporates the allegations in paragraphs 1 through 76 

above. 

78. Defendants have engaged in unfair competition under Texas common law 
and under Lanham Act § 44 by, among other things, misappropriating Cisco’s trade secrets, 
misappropriating the commercial value of the CLI, making false representations regarding the 
qualities and characteristics of their Quidway routers, making claims of “full intellectual 
property rights” under Cisco IP and mimicking Cisco’s nomenclature and product numbering 
system to mislead customers and potential customers regarding the alleged interoperability of 
Quidway routers. 

79. As a direct and proximate result of Defendants’ acts of unfair competition. 
Defendants have been unjustly enriched and Cisco has sustained damages in an amount to be 
proved at trial. Cisco has also suffered irreparable injury as a result of Defendants’ unfair 
competition and will continue to suffer irreparable injury unless Defendants are enjoined from 
utilizing the fruits of their unfair competition or engaging in further acts of unfair competition. 

80. Each of the acts of unfair competition were done willfully and maliciously 
by Defendants, entitling Cisco to punitive damages to be proved at trial. 


21 


COMPLAINT AND JURY DEMAND 


Case 2:19-cr-00010:RSM Document 63-2 Filed 08/22/19 Page 23 of 78 


above. 


XVI. COUNT TWELVE 

(Conversion) 

81. Cisco repeats and incorporates the allegations in paragraphs 1 through 80 


82. On information and belief, Defendants converted Cisco’s computer code 
by unlawfully acquiring possession of one or more computer files (i.e., one or more documents) 
containing Cisco’s computer source code and exercising dominion and control over the computer 
source code in an unlawful and unauthorized manner to the exclusion of and inconsistent with 
Cisco’s rights, tantamount to a refusal after demand. 

83. As a direct and proximate result of Defendants’ acts of conversion, Cisco 
has sustained damages in an amount to be proved at trial. Cisco has also suffered irreparable 
injury as a result of Defendants’ conversion and will continue to suffer irreparable injury unless 
Defendants are enjoined from utilizing the fruits of their conversion. 

84. Each of the acts of conversion were done willfully and maliciously by 
Defendants, entitling Cisco to punitive damages to be proved at trial. 

XVII. DEMAND FOR TRIAL BY JURY 

85. Cisco hereby demands a jury trial for all issues deemed to be triable by 

jury. 


XVIII. PRAYER FOR RELIEF 

WHEREFORE, Cisco respectfully requests that this Court enter judgment in its 
favor and against Defendants and grant the following relief: 

A. A judgment that Defendants have infringed the patents in suit. 

B. A judgment that Defendants’ infringement of the patents in suit has been 

willful. 

C. A preliminary and permanent injunction, pursuant to 35 U.S.C. § 283, 
enjoining Defendants, and all persons in active concert or participation with them, from any 
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further acts of infringement, contributory infringement or inducement of infringement of the 
patents in suit. 


D. An order, pursuant to 35 U.S.C. § 284, awarding Cisco damages adequate 
to compensate Cisco for Defendants’ infringement of the patents in suit, in an amount to be 
determined at trial, but in no event less than a reasonable royalty. 

E. An order, pursuant to 35 U.S.C. § 284, trebling all damages awarded to 
Cisco based on Defendants’ willful infringement of the patents in suit. 

F. An order, pursuant to 35 U.S.C. § 285, finding that this is an exceptional 
case and awarding to Cisco its reasonable attorneys fees incurred in this action. 

G. A preliminary and permanent injunction enjoining Defendants, and all 
persons in active concert or participation with them, from infringing or contributorily infrin gin g 
Cisco’s copyrights in the IOS Software Programs, CLI or IOS Manuals. 

H. An order requiring Defendants to account for all gains, profits and 
advantage derived from their infringement of Cisco’s Copyrighted Works. 

I. An order awarding Cisco damages against Defendants equal in amount to 
the damages sustained by Cisco and the profits earned by Defendants from their infringement 
pursuant to 17 U.S.C. § 504(b). 

J. An order awarding Cisco statutory damages pursuant to 17 U.S.C. 

§ 504(c). 


K. An order awarding Cisco its attorneys fees and costs on account of 
Defendants’ infringement pursuant to 17 U.S.C. § 505. 

L. An order requiring the impoundment and destruction of all routers, 
computer programs and manuals, or any version or modification thereof, found to constitute an 
infringement of Cisco’s copyrights or trade secrets. 

M. A preliminary and permanent injunction enjoining Defendants, and all 
persons in active concert or participation with them, from misappropriating or threatening to 
misappropriate Cisco’s trade secrets or misappropriating the commercial value of the CLI. 
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N. A preliminary and permanent injunction enjoining Defendants, and all 
persons in active concert or participation with them, from making false and misleading 
statements regarding the performance, characteristics or interoperability of Defendants’ Quidway 
routers. 

O. A preliminary and permanent injunction enjoining Defendants, and all 
persons in active concert or participation with them, from using, selling, offering for sale, 
marketing, distributing or placing in interstate commerce their Quidway routers, switches, or 
other products that use VRP, and the VRP operating system itself. 

P. An order awarding Cisco damages in an amount to be determined at trial 
arising from Defendants’ trade secret misappropriation, common law misappropriation, false and 
misleading representations regarding their Quidway routers, switches, or other products that use 
VRP, and Defendants’ unfair competition. 

Q. An order requiring Defendants to disgorge all ill-gotten profits earned 
from their unlawful conduct, together with restitution to plaintiffs arising from Defendants’ 
unlawful conduct. 

R. An order awarding Cisco the unjust enrichment gained by Defendants 
from their unlawful conduct. 

S. An order awarding Cisco punitive damages in an amount to be determined 
at trial on account of Defendants’ wanton, willful and malicious tortious conduct. 

T. An order awarding Cisco its attorneys fees and costs in this action. 

U. Such other and further relief as this Court may deem just and proper. 
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Dated: January 22, 2003 


Respectfully submitted, 
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McKool Smith, P.C. 
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Telephone (214) 978-4000 
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OF COUNSEL: 
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finale application or for the continuation of Space Ion any of the three Short Femie 
PA.TX, orVA. 


.. 

^A|pAu|sE|sEG|sEu|s^SRu|T>frXt^A|vAU 

EFFECTIVE DATE OF REGISTRATION 


m 14 m 

marm (Pn» 


fr»»ri 


CONTINUATION SHEET RECEIVED 

JUN 1 4 




• N AME(S)AND ADDRESSfES) oVcOPYRIGHT CIAIMA/>rr© : fcive die Mine and address of et least one oopyright cUlmant as given 
Identification in Spat* 4 of the baste form or Spec* 2 of uiy of tb? Short Fonro FA. TA or qciia 

of cisco Technology, Inc., 170 West Tasman Dnve, San Jose, CA 9-134 

Application - 



u j co 

Continuation q No 

of Space 2 


NAME OF AUTHOR▼ 


Waithl, contrlbtntnnto tb* wrarit AUTHOR'S NATION MJTVOK DOMICIlf V^THBAmHORSCOKTWBUTWNTO 

a’worit made for hire*? MmorfOowey Anonymous? ” 

f Citizen of ► 


□ Yes □ No '"sst 


Pseudonymous? □ Yes □ No 



NAME OF AUTHOR ▼ 


DATES OF BIRTH AND DEATH 

Year BomY Year DiedY 


f_ 

Was this contribution to 
s'work made for hire’? 

□ Yes 


lie work AUTHOR S NATIONALITY OR DOMICILE 

Nmm o< Country 

_fCitizen of ► ■ 


WAS THIS AUTHOR'S CONTRIBUTION TO 

THE WORK _ „ 

Anonymous? □ Yes □ No i 

Pseudonymous? □ Yes □ No 
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CONTINUATION OF (Check which)-' 

Name of 
Author 

ABE Staffing Services, Inc, 

HCL America, Inc. 

HCL Consulting Limited 
Network Aware, Inc. 

Metaplex, Inc. 

Nano Solutions 
NSA 

O akhill Publications/ 

Computer Education Consulting 
Rick Barron 
Bev Talbott 


□ Space 1 □ Space4 □ Spaces 0 Spa. A 


Work 
for Hire 

Domicile 

Anonymous 

Piendo- 

ttymoas 

Nature of Contribution 

Continuation 

Yes 

United States 

Yes 

No 

Computer code 

of other 

Yes 

United States 

Yes 

No 

Computer code 

Spaces 

Yes 

India 

Yes 

No 

Computer code 


Yes 

United States 

Yes 

No 

Computer code 


Yes 

United States 

Yes 

No 

Computer code 


Yes 

United States 

Yes 

No 

Documentation 


Yes 

United States 

Yes 

No 

Documentation 


Yes 

United States 

Yes 

No 

Documentation 


No 

United States 

Yes 

No 

Documentation 


No 

United Stales 

Yes 

No 

Documentation 
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EXHIBIT D 




Copyright Oflica Isos ars Jubioci to change.' merit 63-2 

For current foes, check the i y right Office 
website at www.copyrightgov, write the Copy¬ 
right Office, or call (202) 707-3000. 


Filed 08/22/lf 7 QRM CA B 

For Suppi«mwrt*ry R*gl*tr*tion 
UNITES STATES COPYRIGHT OFFICE 


REGISTRATION NUMBER 


TX 1 TXU l PA | PAU IVA I VAU | SR |SBU fREl 


EFFECTIVE DATE OF SUPPLEMENTARY RBSIgTRATTOM 



' __^gsS—— 

DO NOT WRITE ABOVE THIS ONE. IF YOU NEED MORE SPACE, USE A SEPARATE CONTINUATION SHEET. 
Title of Work T 

Cisco IOS 11.3 


Registration Number of the Buie Registration T 

TXu 1-036-002 


Year of Baric RegUtration T 

2002 


Name(i) of Author!*) ▼ Name!*) of Copyright ▼ 

Please see Space D for list of author names Cisco Technology, Inc. 


Yssr 





Location and Nature of Incorrect Information in Baric Reglriation T 
line Number __ Line Heading or Deacriptian 

Incorrect Information a* It Appear* In Baric Registration T 

Cisco Systems, Inc. 

Corrected Information ▼ 

Cisco Systems Sales & Services, Inc. 

Explanation of Correction ▼ 

correct name of author 



Location and Nature of Information in Basic Registration te be Amplified T 

Line Number j§“l * \ '_ Line Heading or Deeeription Name Of AuthOf 

Amplified Information and Exp l a n ati on of Inf o rm a ti on T. 

Please add to the following to the list of authors: 

Name of Author. Cisco Technology, Inc. 

Work for Hire: Yes 
Domicile: United States 
Anonymous: No- 
Pseudonymous: No 

Nature of Contribution: Computer code and documentation . 


j 


DO MOT WRIT* HESS 

Papist-pagaa 


MORE ON BACKh • Comptat* all «e9ta*bt» <p*c«« {D-OJ on th» m*M «tfs o< thta psgt. 

• Sss Mata* imWMtsns, • SKgn tis loan at 8paos F. 
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FORM CA 
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FUNDS RECEIVED DATE ■ 


EXAMINED BY 

CORRESPONDENCE Q . 

REFERENCE TO THIS REGISTRATION ADDED TO 

BASIC RBolSTRATlON DYES DNO 


FOR ■ 

COPYRIGHT 

OFFICE 

USE 

ONLY 


DO NOT WRITE ABOVE THIS LINE W YOU NEED MORE SPACE, USE A SEPARATE CONTINU ATION SHEET. 
StoMtoToPctB or QPartC [✓] Part A 


Cisco Systems, Inc, 

HCL America, IRc. 

HCL Consulting Limited 
Metaplex, Inc. 

Tecbnosoft Coyp. 

Nano Solutions . 

Oakhlll Publications / Computer Education Consulting 
ABE Staffing Services, Inc. 

Lasselle-Ramsay 1 

Kevin Shafer 
Rick Barron 



Correapondence: Give name and address to which correspondence about thi* application ahould be aeni 

Tu T. Tsao. Esq, 

Fenwick & West LLP 
801 California Street 

Mountain View, CA B4041 * 

Phone t 650 \ 335-7696 _Fax l 650 l 938-5200 _ Email ttsapefenwlck.com _ 

Deporit Account If the regirtration lee hi to be charged to aDepoelt Account established In the Copyright Office, give name and number of Account 

None_______,-!....—___ 



Account Number. 


Certification* I, the undersigned, hereby certify that I am the: (Check only one) 

□author □ owner of exclusive rights) ' 

□ other copyright claimant B duly authorized agent of CISCO TSChnOtogy, IRC. 

Name of author or other copyright claimant or owner of exekurive rights) A 
of the work identified in this application and that the atatementa made by me in this application are correct to the beet of my knowledge. 



Typed or printed name ▼ Robert ^ Barr, Worldwide Patent Counsel 




Certificate 
will be 
mailed in 
window 
envelope 
to Site 
eddreee: 


Nmm ▼ 

Susanna S. Morales, Paralegal / Fenwick & West LLP 

HumtoeSbwKftpt ▼ 

801 California Street 

CtySun/ZIP ▼ ” '™ ~~ 

Mountain View, CA 94041 



I.AnNiHliMilaa 
a NoretaidaHi ea« tw In dwelt o> 

o<wmm 




•17 U.ac, | S»(B): Art) pernon w»» knowingly peksa a We (apreaanteScn at a material tact In the •pptetton lot oopyright regktnuton provided for by eecOonriOB, or in any written etatement fieri In eonneclon 

etth the appitaeSon, eM to fried not men than $8,600. 


Rex Jure 2002—20,009 Web Bov: June 2002 A Printed on recytted paper 


U.& Government PrMIrig Office: 20OM81 -1 13150,021 
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CERTIFICATE OF REGIS^AslUN 


a^copv^ 



This Certificate issued under the seal of the Copyright 
Office in accordance with title 17, United States Code, 
attests that registration has been made for the work identified 
below.The information on this certificate has been made a 
part of the Copyright Office records. 


Filed of 78 

■ ^-n^TATE^COPYRfim OFFICE 


Fi 

UNu 


Til 1-03S-062 

iniiiniiiiii 




OFFICIAL SEAL 


REGli 


EFFECTIVE DATE OF REGISIViATtCn 

JON' ‘W® 

P”- 


1 


ilSTER OF COPYRIGHTS 

•£f£2f2 £*.mmn com wuAno.. site. 

^ wnT WRfTi MOVE T ™ »«. * YOU WEED “»»<* USE 8EPW 

xm* OF THIS WORK ▼ 

Cisco IOS 11.3 


_ —— „ j- caea tOS V*n»o J1J; C«o Wanctwork Opentift* SyfWn 11.J; C«eo 

FkEVIOUS OR ALTERNATIVE TITLES ▼ **»“* 1 1- 3: C»co IntemOwort: Opcntin, Syatmi V«»wi 11J 

- - - wn ^rt>lHheda»» cor.UlSulton to « p«toclk»l teW. « collate, glv, tofofm.Uwi abom Ihe 



■wot made for MrtTJ 

Sfle 


nun L Domiciled ink JJiUlSiSi*®-==-- 1^.^, ▼ 

NOTE New and revised camp« te TCO& tnd accompanying . - ^nnm* 

Un«,NAME OF AUTHOR ▼ ” _ Year Bom ▼ Year Died ▼ 

* ‘•“'■““TSee Attached Form TX/CON for Additional Authors 

*VOlt IlfOO* |j 

r Klrv* is KJ _- — —— . MtTiohiil 


for- 

•mptoyvi. noi 
th* mmptof— 

(••• inrtme- 
tfonv). ■*>» 
part of thiv 
wort Mai »•* 
*fn» 0 # tor Mf* # 
chock •>«* m 
tt(« ftpoco 

provkM, 9*vv 
lh* owpkiycr 
(Of DttWf I 

pvrvoo for v 

whom lh* wo*k 
wo* p«p*»*4) 
mt -Awthof* of 

tti»tp»n • nd 


wac this AUTHOR’S CONTRIBUTION TO 



•pocotor ©*io» 
Of birth or* 
d*alh Wook. 


Ww thb contribution I© the work ■ 

Voik mode for Mr?*? 

□ Yes 

ON© 


AUTHOR'S NATIONALITY OR DOMICILE 

Nan»oiC<M*v 

lDwnlrilr.il ‘ 


WAS THIS AUTHOR’S CONTRIBUTIONTO 

THE WORK i.mTT-— 

Anonvmoui? O Ya □ No <m*»M 


Anonymous? 
PtredonymousT 


O Yea □ No 
n Yn □ No 


N AimBOF^mHOna i r 

VnrMCBMnowotTHK 

^ AS COMPLETED ***"%» h m JST^ ....J 


YEAR in WHICH CR EATK Lit rlio , 
0 WORK WAS COMPLETED D 


4 Motel 





COPYRIGHT CLAIMANT® Nun* »nd oAkte mmx be gi«n rvtn tf thr clamant Is ttx ume as 

the aulhof gW*n In ip«» 2-T 

Cisco Technology, Inc. 

170 West Tasman Drive 
San Jose, CA 95134 


named m 


san Jose, i-a v-ru-* -—-:- 

By agreement 
WOBE OWflACK> 


"WTSWr 


= ONE DEPOSIT RECEIVED 

'ft SIN. U. 100 2 

|g TWO DEPOSITS RECEIVED 

!i funds received 
oo 


ooMOt wijrrek 
i of - *r 9 


ta*. 
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EXAMINED BY 


'/v'l 


4 


CHECKED BY 


,—. CORRESPONDENCE 

1—!y« 


form tx 


FOR 

COPYRIGHT 

OFFICE 

USE 

ONLY 


no NOT write above this line, if you need more sp ace use a SEPARATE continuation SHEET 

PREVIOUS REGISTRATION Has ration for «bb wo*.« far - «'*« be *" "’* d * CoWrtgh ‘ 0m “ 

gfy a Q No If you, Is -Ye.- why b •**>* bad* «=*>«* *PP«pri** »■*> T 

fc OT^blhtf^tp U blis»^«dWwof.wortpreyto^«tlW^P>u , Y«N^^ 

«. Kit* b. ch^ of ^ ^ ^ ^ 6 “ * u Wlfc ^ 


If your answer 


b -Yes." give: Ftrewott* Rofbttotlen Nwefeer ► 


YaatofJteftarattonb 


2002 


Prior works by claimant and preexisting third party computer code 


5 

6 


Sm 


M.«*lA*Wu,TT.I.W«k Civ, a b*f. r«^ ~*"~* * ^" 
New and revised computer code and accompanying documentation 


tf* worfcand m which copyright ll claimed. ▼ 



CORRESPONDENCE Glwname 

Tu T. Tsao, Esq. 

Fenwick & West LLP 
2 Palo A lto Square 
Palo AHo.CA 94306 

,> (650)858-7606 


Faanantar p. 


(650)494-1417 



Chock otdyene ► 


of *. wo* KknUf.*! in this applk*lon andthal the \J* •«******•*• « 


□ author 
D olhtr eopyrtght claimant 
(nwH of eadujJv* rifhtU) 

t' Um Tarhnn nllV IOC. 


by twin this application are 


correct to die host of my knowledge 



TypdlwpMed 

Robert A. Barr, Worldwide Patent Counsel 



Certificate 
will be 
mailed In 
window 
envelope 
to this 
address: 


SuTanne S. Morales, Paralegal / Fenwick & West LLP 


NurHberfStr*«tfA<* ▼ 

2 Palo Alto Square 


$fc\D ALL : tLt.Mt.NTj 
IN THE SAVE. PA^KAr.C 


xBSX S^Z & ■ 

IMtfM 

_ III lor 

CornnflNOAtt FomTX 

ICit&pinaanwAwwwfcSjE. laitt 

waahjngton. o.c. aoteesew 



•17U5.C SS06(*) Anypwooowholww^b 

wiOr lh* *ppl»cte*on, *ha* to* fr>*d nd MOT* •>■** • 2 . 800 - 

Jumt9M-jOO.OOO 
WfB REV: Am* 19*fl 
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CONTINUATION SHEET *«•-=-«» 

FOR APPLICATION FORMS 

- . TV \tl 


hiurren RTATFRCOPYRIGHT OFFICE 

TXu 1 - 038-862 .. 

iiniiiiiimii 




EFFECTIVE DATE OF REGISTRATION 

M \ 4 2002 

IMortht (OH <*■>-- 

CONTINUATION SHEET RECEIVED 

JUN 1 4 2002 


• This Continuation Sheet is used comer. 

Indicate which basic form you we ^ spac * s provided on the basic form. 

PA, TX, orVA. 

r.,., worTF ABO VE TW8 UHE- FOR COPYRIG HT OFFICE USE Ottt-V - 

'roEfmnCATIONOFCOVmUATlONSHEEtl 

A Cisco IOS 11.3 . . 

n amegi'ano «)dress(es) * d *' B ^ *' l ** a W “" pyr1 ® wd * lm * rt “ 

“-T” ‘‘S^tSBS.“£* 170 We* Tasman Driv e, San Jose, CA 9S134 

Application ^ 1 


Page 


*/ 


N AME OF AUTHOR Y 

(See Space C) 


DATES OF BIRTH AND DEATH 
Year BomY Year Died Y 


B 


d sks™" rf 

a"work nude for hire*? N-i—Ce-r*, Anonymous? □ Y« □ No 


, DYes 
Continuation □ ^ 
of Space 2 


Na<mo>C<M*y 

fCtttzen of ► 


□ Yes □ No Mp> 

01 aUl_ 

ayit» m duMtad 

Pseudonymous? □ Yes □ No 


^ ATOREofauthorship T 


NAME OF AUTHOR Y 


DATES OF BIRTH AND DEATH 

Year BomY Year DiedY 


®‘work mfidc for hir®^ Anonymous? ^ fc 


R {! 


'Citizen ©?► ■ 

Domiciled in ► 


Pseudonymous? □ Yes □ No 
p ipomi dieamp-— _ _ 

NATURE OF AUTHORSHIP Briefly describe nature of the material created by tine authorln which copyright 
NAME OF AUTHOR ▼ 


DATES OF BKIH AND DEATH 
Year BomT YearDledT 


^^^SNAF.OHAFnVORPOM.C^ 

iC work made for hire*? N«.ero«ey Anonymous? □ Yea □ No 

□ Yes OR {r 


fCHirwi trf ► - 


Pseudonymous? □ Yes □ No 


□ Ho IDomi dledlnP. - 

NATURE OF AUTHORSHIP Briefly rtt«,ib, n*ur» of th( m«rrla) crattd By "A, aulhc, ti ’-B* h ropyrigh 
._ ( c __ t ^ ums rJ fhe Omrt firtTFTK PA. TX. OT VA. 
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CONTINUATION OF (Check which); 

Name of 
Author 

HCL America, Inc. 

HCL Consulting Limited 
Metaplex, Inc. 

Technosoft Coip. 

Nano Solutions 
Oakhill Publications/ 

Computer Education Consulting 
ABE Staffing Services, Inc. 

Ussclle-Ramsay 

Kevin Shafer 
Rick Barron 


*J Space 1 

□ Spaced 

D Space® [✓] Spa. 

jib 


Work for 
Hire 

Domicile 

Anonymous P* e °do- 

cytnoKS 

Nature of Contribution 

V 

Continuation 

Yes 

United States 

Yes 

No 

Computer code 

of other 

Yes 

India 

Yes 

No 

Computer code 

Spaces 

Yes 

United States 

Yes 

No 

Computer code 


Yes 

United States 

Yes 

No 

Computer code 


Yes 

United States 

Yes 

No 

Documentation 


Yes 

United States 

Yes 

No 

Documentation 


Yes 

United States 

Yes 

No 

Documentation 


Yes 

United States 

Yes 

No 

Documentation 


No 

United States 

Yes 

No 

o 

D 


No 

United States 

Yes 

No 

Documentation 




Certificate 

wiil bo 

mailed In 

window 

anvtSopo 

tothla 

addroas: 


Susanne S. Morales, Paralegal / Fenwick & West LLP 

Numbw/amMW ▼ 

2 Palo Alto Square . . 


iJSSSSSTLud-i* m few i-. 

0 ><<r P «yM> to Wil^i n 

«/rw..jjhfi iooJonw fw g r 

HgM W M 0 W 



November 1999-30.000 ®nwnoo«i«cta»i 
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EXHIBIT E 



For current fees, check the .jyright Office 
website at www.copyright.gov, write the Copy¬ 
right Office, or call (202) 707-3000. 


63-2 Filed 08/22_/lcf7Q^J v f <0^ 

For SupptomontMy Regtontton 

UNITED STATES COPYRIGHT OFFICE 


REGISTRATION NUMBER 


TX ! TXU 1 PA | PAU | VA ( VAU | 8ft | 8flll | RE | 

EFFECTIVE DATE OF SUPPLEMENTARY REGISTRATION 


Pgr 


V— 


DO NOT WRITE ABOVE THUS LINE. IP VOO NEED MORE SPACE, USE A SEPARATE CONTINUATION SHEET. 
Tide of Work T 

Cisco IOS 12.0 


■* ® RegistrationNtanberof the Bade Regulation ▼ 

TXli.1-036-064 

Year of Basic Registration T . • 

2002 

Namets) of Antboifd T 

Please aee Space D for list of author names 

• r 

Nune<*) of Copyright Claimant!*) ▼ 

Cisco Technology, Inc. 


B 


Location and Nature of Incorrect Information in Bark ReglattatkmT 


Name of Author 


niumDCT — jjne neaamg or uesmpaan 

Incorrect Information as It Appears in Basic RegistmtiMiT 


Cisco Systems, Inc. 


Corrected Mformatioe T 

Cisco Systems Sales & Services, Inc. 

. % 


Explanation of Correction ▼ 

correct name of author 




Location and Natan of Information in Bade Regia tration to be Amplified T 

Line Number - b and _ line Heading or Deaeriptjoa Name of Author 

Amplified information and Explanation of Information ▼ 

Please add the following to the list of authors: 

Name of Author. Cisco Technology, Inc. 

Work for Hire: Yes 
Domicile: United Slates 
Anonymous: No 
Pseudonymous: No 

Nature of Contribution: Computer code and documentation 


DO NOT WRITE HERE 
Pagatol- L pagaa 


MORE ON BACK ► • Compete al appfctote «pacm |D-S) on hrmni akfe el ttapaga. 

• S*» (Mated Srsrtuetlona. * Kspi tta> ham V. Space F. 
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FORM CA 


FUNDS RECEIVED DATE 


EXAMINED BY 


CORRESPONDENCE □ 


REFERENCE TO THIS REGISTRATION ADDED TO 
BASIC REGISTRATION QYES O NO 


FOR 

COPYRIGHT 

OFFICE 

USE 

ONLY 


DO NOT WRITE ABOVE THIS UNE. IF YOU MEED MORE SPACE, USE A SEPARATE CONTINUATION SHEET, 

Continuation oh □ Part B or Qf«tC |7| Pvt A 

Cisco Systems, Inc. 

Adecco Employment Services 
Avnteoft Corporation 
HGL Consulting Limited 
HCL America, inc. 

H.LYoh Company LLC 
Aquas 

Metaplex, Inc. 

RapMtgm 
Wipro Limited 

LasseHe-Ramsay '■ ' 

Oakhfll Publications / Computer Education Consulting 
FUck Barron 

On-Call Consultants, Inc, 

JudyMelanson 


Correspondence: Give name and address to which correspondence about this application should be *ent 

Tu f. Tsao, Esq. 

Fenwick A West LLP 1 

801 California Street , 

Mountain View, CA B4041 

t 650 i 335-7696 _ Fix t 650 i 936-5200 __ Emifl ttsaollfenwlck.coro 


D 


E 


Depot it Aceonnfc If rive registration fee is to be charged to a Deposit Account established in rive Copyright Cm give name and number of Account 
Name ' _ . —.— -:- — - . —_ ___ 


Account Number. 


Certification* i, the undersigned, hereby certify that I am the; (Check only one) 

□author □ owner of exclusive tigtt(a) 

. Oother copyright claimant El duly authorized agent of CjSCg TecnilOlOgy, llTC. 


Name of author or other copyright claimant, or owner of exclusive right(e) A 
of the’work identified in this application and that the statement! made by me in this application are cornet to rite best of my knowledge. 


F 


Typed or printed name ▼ ^ Barr, Worldwide Patent Counsel 


DateT 


aMlLq, 


Handwritten signature pffv" 




Certificate 

will be 

mailed in 

window 

envelope 

tothie 

address: 


Nan* V 


Susanne S. Morales, Paralegal / Fenwick & West LLP 


Nuinb«ei'Str#»YApl ▼ 

801 California Street 


ciyststwap ▼ 

Mountain View, CA 94041 


_ ... m ru nii ry«__ 

• a^n yw apfUoatot In 8pao« F 


St:fl 

*1 At L 1 

! rr.:i- 

‘ITS 

n i 



■' a.Cil' 


I.AppikMAonfan 

. Nomtandabb Bm J»____ 

mattitg ortfBr pay« to AagfcfBr of 
Cvpyr&m 


iwpm&mm Avenue, BJ5. 
WMhbt*«V D.C. a pW BO O O 


G 


heeae^lMlto 

r*sr 

32 *.— 

S=5» 


*17 U.S£, $ 506{»): Any person **tK> knowinBiy .metes a Salsa rapmentailcn of t material tact In the apptesfcn tar wpyflst* ispeVallon (aoAlJadtofby section 40S. or In any wMsn statement Dad In oonrassfcn 
«Mi Itw mpfeaton, shat be Unto not mom Bran I2A00. 


Rev: June 2002—20,000 Web Ask June 2CCS 0 Printed on neycM paper 


U.S. Gwemroer* Println} Offlce: 2000481 -113120,021 
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CERTIFICATE OF RE 
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ocument 63-2 Filed 08/2^t^pF^|e-^of 78 

. . a Nondramatic Literary Work 
UNITED STATES COPYRIGHT OFFICE 



This Certificate issued under the seal of the Copyright 
Office in accordance with title 17, United States Code, 
attests thal registration has been made for the work identified 
below.The information on this certificate has been made a 
part of the Copyright Office records. 

REGISTER Of COPYRIGHTS 
United States of America 


TXu 1 - 036 -OM 

IIIIIIIMIIIII 


iT.fuMIIStK-M 


EFFECTIVE DATE OF REGISTffelfoN 

JUN I 4 2002 


wfiSL 


OFFICIAL SEAL --- - 

_ DO NOT WRITE A BO^TMI^jNEdllMrOtJ^IEE.^MORE3PACE^JS^ | 8F^*ft*^ COHTINUATIgM SHEET. ^ - 

1 TITLE OF THIS WORK ▼ 

Cisco IOS 12.0 

— __— ^ ttt, tc Y r .— ms RdSe 12-0: Cisco KJS Venice 12.0; Ciaco internetwork Opcrttim System 12.0; Cisco 

PREVIOUS OR ALTERKAH imemetwork Operating System Release 12.0; Ci»eo Internetwork Operating System Vernon 12.0 

PUBLICATION AS A CONTRIBUTION If this wwk was p«WMwd as * wrtrtbuUon to a pertodiml, aortal.« cnUeeUen. give lnfo»m.Uon about 0* 

toltectt vt wo* In which the contribution appeared. Title of Collective Wot* v 


W published In aperiodkal or serial give: VehuneV 


NuabcfT 


InieDwT 


Or,P®$mV 


2 


NAME OF AUTHOR V 

g Cisco Systems, Inc. 


DATES OF BIRTH AND DEATH 

Year Bom ▼ Year Died V 


Was thb contribution to the week a 
“work made for hVt'"? 

BfYo 
□ No 


utmor’S 

mavOnMry 


R’S NATIONALITY OR DOMICILE 


or/ 

t 


Ctttxenof 


pomidksiu.s- United Sws- 


_ - NATURE OF AUTHORSHIP Briefly describe nature of material crested bythliauthor In wbldi copyri^itls claimed. * 

NOTE New and reviled computer code and accompanying documentation 


WAS THIS AUTHOR’S CONTRIBUTION TO 
THE WORK Hfc.amooto.lhi 

Anonymous? OYe B No 
Pacudonymwn? DYes if No 


-tm; m* MoM 


Under th» liw. 
lh# **uihOf‘ of i 
■ ‘work mad* 
for Mr#' to I 
g#ft#r#lly too 
•mpfoyor, not 
too wnploy## 

(in toitruc- 
boot). For any 
part of thta 
work that wai 

‘mad* for Mr*’ 
ctiadi "Vai* In 
lb# apaca 
provided, piv# 
tba «mployar 
(or othar f* 

parson for ^ 

whomth# wort 
wai praparad) 
at “Author* of 
that part, and 
iaava lh# 

•paea for dataa 
of birth and 
daalh blank. 


NAME OF AUTHOR ▼ , ...... , . , 

See Attached Form TX/CON for Additional Authors 


Was thta contribution to the work a 
■work made for hire?"? 

□ Yea 

□ No 


AUTHOR'S NATIONALITY OR DOMICILE 

Hama of Cew*y 


°r| 


Caumoffe_ 

Domiciled ink- 


DATES OF BIRTH AND DEATH 

Year Bom V Year Died ▼ 

WAS THIS AUTHOR’S CONTRIBUTION TO 
THE WORK *fc.«m»»aifc. 

Aneetymous? Q Yei □ No 
hwdofiywoui? □ Y«s D No 


NATURE OF AUTHORSHIP Briefly describe neiur* o! mtierUJ erretsd trr **s author in which copyright Is rl.lmeri ▼ 


NAME OF AUTHOR' 


Wes (his contribution to th* work a 
-wor* made far H»”? 

□ Yea 

□ No 


AUTHOR’S NATIONALITY OR DOMICILE 

Name ef County 

f Citizen of ►. .. —- 


OR^ 


DATES OF BIRTH AND DEATH 

Year Bom ▼ Year Died ▼ 

WAS THIS AUTHOR’S CONTRIBUTION TO 
THE WORK Sfceartoeartoefa. 


Anonymous? 


Domiciled infe 


—- Pseudonymous? 


DYas □ No 
□ Yet □ No 


NATURE OF AUTHORSHIP Briefly describe nature of irauerial created toy this author In which copyrights claimed. ▼ 


YEAR IN WHICH CR EATIO N OF THIS 
n WORK WAS COMPLETED TtoMnaw 
d i9$g 


DATE AND NATION OF FIRST PUBUCATION OF THIS PARTICULAR WORK 


jdyeer Inals 


b Cemokrto 

only tie 


afctoaratk 


Uen»k- 


. awh-. 


. >wB 



COPYRIGHT CLAIMANT® Name and address must be given even IT Ihe dataiant Is U* same ( 
the author given in spam 2. V 

Cisco Technology, Inc. 

170 West Tasman Drive 
San Jose, CA 95134 


TRANSFER If the eUbnentfs) named here in spree t Is (art) dUfcretit from the author!*) named in 

spec* l. give a brief stiternem of how the claimantfe) obtained ownership of flit copyright. ▼ 

By agreement 


Sv. ONE DEPOSIT RECEIVED 

H MR 200 2 


TWO DEPOSITS RECEIVED 




FUNDS RECEIVED 


MORE ON BACK ► * Comp*#t# «n #ppiic#w* tpcu <mimb«rt M) <m ttt# r#wM »*• sf im* P#®#- 

• Sion to# form at In# t. 


DO NOT WftfTE 

too# 1 ef-JL— 
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EXAMINED BY 


7/K1S 


CHECKED BY 


FORMTX 


□ 


CORRESPONDENCE 

Yes 


DO N0T write above THIS UNE J F YOU NEED WORE SPACE, U SE A SEPARATE CONTINUATION SHEET^ 

PREVIOUS REGISTRATION Has registration f» this work. or for Z ewller vemton of .his wort. alm*»y b«n n»d« in the Copyright OfTke? 
efy« ONo If your answer to "Yes." why b another registration being sought? (Check appropriate box) Y 

a. □ Rib b the first published edition of * work feeviously registered In unpublished form. 

b. □ Thb b the first application submitted by tht» Author u copyright claimant. 

c. (?fThb b a changed verstonofthe work, as shown by space Son thb application. 


U your answer b “Yes." give: IMn ItefbtfMlon Number ► 


Pending 


YwetllqMnllcBb 


2002 


FOR 

COPYRIGHT 

OFFICE 

USE 

ONLY 


5 


Prior works by claimant and preexisting third party computer code 


6 


M.teri.1 Added lo Tills Work Give . brief, po*™! *a*n*nl of the material «-lhes been added in this w«* end In which alright Is claimed. ▼ 

New and revised computer code and accompanying documentation 


todm tofnpMtaQ 


DEPOSIT ACCOUNT If the registration fee Is to be charged to • Depoah Copyriph* Office, five name end number of Account ^ 


NameT 


7 


CORRESPONDENCE Give 

Tu T. Tsao, Esq. 
Fenwick & West LLP 
2 Palo Alto Square 
Palo Alto, C A 94306 


and address lo which correapondenw about Ihls application should be sent Name/Addnas/Apl/CIty/Slale/ZIP ▼ j-j 


(650) 858-7696 


(650)494-1417 


6m* h 


ttHO@fenwick.com 


CERTIFICATION* 1, the undersigned hereby eerttfy that I am the 

Check only one h 

of Ihe work identified In thb application and that the statements made 
by me In Ihb application are conecl to die best of my knowledge. 


{ 


□author 

□other copyright claimant 
□owner of eadustve right(s) 

tfaudKatodagentof GSCO Technology, Ing.- 

hceoriOw i ie vyy< c Mnaa < u.<»nwc<nga»«»<aelc>afa)A 


8 


Typed or printed name end dam V If this application gives adale of publication In ipece a, do not sign and submit It before that date. 

Robert A. Ban. Worldwide Patent Counsel___ &«**►- 



Certificate 
will be 
mailed in 
window 
envelope 

to this 

address: 


Susanne S. Morales, Paralegal / Fenwick & West LLP 


hhwb*rfS**«l/A*l ▼ 

2 Palo Alio Square 


Caty/SulafZlP ▼ 

Palo Alto, CA 94306 


• Co mphH t pi ma mm y * 

• Sign your sppaemon h apaw » 


blND ALL J felKf/tMi 
IH TMR SAf-'-t t>ACKAT,F 


9 


h NtanrabadMa «ng taa n chad ■ money enter A«so f 
«mb>aloShcaawtYCcpmpW> 4*9 

J.Oapopitn 


AwvftWP, SJE. 

WiMwrglgV d.c. agsgooo 


•17 U8 C. § S06(*): Awy p#nw)o»*TO I ra wdingy >Ppr»»«nlrt™ ■ 

wvi tw appiobon, ahal b* hn*d not *ore Xn I2JOO. 

Jon* 1999—200.000 
WEB REV JurM 1999 


fKlinN ppplicpbon lor oopynght rvpptrptoon pmukM lor b f Mdbon *09, w h any ***** *mMnmr* in connMftOft 

*U.S. GOVERNMENT PfUKHNC OFFICE: 199*4S*-B79M9 
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_~~-— Ti 

l rT»Tce 


VyUOC £. _LJ UI UUU1U IXUIVI L'UUUIMUMl ^ 

CONTINUATION SHEET 
FOR APPLICATION FORMS 


ICON 


^rvovoifiMT nccinp 

TXo 1-036-064 

iiiimiiin 


EFFECTIVE DATE OF REGISTRATION 


, ^ rrrtfinuaiion Sheet I* used in conjunction wKh Forms CA. PA, SE. SR. TX. 

I If you donot haveenoujjh space tor all the Information you need to give on the basic form, use II FI 1 1 ' - 

. sr. 

r i?rDT^?H^rtr to want**. t^c .ppii«*» 

* Sp.et Bis* continuation of Spar* 2 on the baalc application. Space B la no* appttsal* 

Sh °^ uustiA aid* of this sheet) la ter the continuation of Spaces 1,4, ore on 

fha*baslc application otter tea contlnu-tlon of Spac. 1 on any of th. tern. Short F«™ 

PA, TX, orVA. 


JUN 1 ^ M 

pawn; (P*nl 


CO-mi.UAJJJ~SKEEJRKE.VEO 


O'—) 



a'work made far hlr«*7 n— a«a, /owtymous? □ Yes □ No **££££ 

oaf ifc 
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CONTINUATION OF (Check which): □ Space X D S P*“ * 


Name of 
Author 

Adecco Employment Services 
Avnisoft Corporation 
HCL Consulting Limited 
HCL America, Inc. 

H.L. Yob Company LLC 
Aquas 

Metaplex, Inc. 

Rapidigm 

Wipro Limited 
Lasselle-Ramsay 
Oakhill Publications/ 

Computer Education Consulting 
Rick Barron 

On-Call Consultants, Inc. 

Judy Melanson 


Work for 
Hire 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 

Yes 

No 

Yes 

No 


Domicile 


United States 
United States 
United States 
India 

United States 
United States 
United States 
United States 
India 

United States 

United States 
United States 
United States 
United States 


□ Space! [Z3 Space 2b 


Anonymous 

Fieude- 

nymoot 

Yes 

No 

Yes 

No 

Yes 

No 

Yes 

No 

Yes 

No 

Yes 

No 

Yes 

No 

Yes 

No 

Yes 

No 

Yes 

No 


Nature of Contribution 

Computer code 
Computer code 
Computer code 
Computer code 
Computer code 
Computer code 
Computer code 
Computer code 
Computer code 
Documentation 


c 

Continuation 

of other 
Spaces 


Yes 

Yes No 

Yes No 

Yes No 


Documentation 

Documentation 

Documentation 

Documentation 



Certificate 
will be 
mailed In 
window 
envelope 
to this 
address: 


sSine S. Morales, Paralegal / Fenwick & West LLP 


Number/StTMtiAf* ▼ 

2 Palo Alto Square 



morwy on*» fwyat* Id wmon « 

srtrsra 

M AM I K Tel^— nt-amtrnrniwwM 

Silty "ccr 5 pM. Cepr&iOt 
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EXHIBIT F 





Copyright < 0 ^^^ 8 Qfi^t«& 6 «a^cument 63-2 Filed 08/22/:COd8J&£^ ' H 

For current tees, check the < yrlgjit Off lot uNr^^TSrcsSbp^fQiHTOFRCE 

website at www,copyrightg’j v t v^Hte the Copy* * rechstraticJ^umber"” 

right Office, or call (202) 707-3000. 


TX | TXU | PA | PAU | VA f VAU I SR SBuThE 


EFFECTIVE DATE OF 3UW.BHENTAHT REEHSTIHATtON 


Menu 


Ymr 


DO NOT WRITE ABOVE THIS LINE. IF YOU NEED MORE SPACE, USE A SEPARATE CONTINUATION SHEET. 

Title of Work ▼ 

Cisco IOS 12.1 


M m Regiatration Number of the Basic Regiatration ▼ 

TXli 1-036-066 

Year of Basic Regiaifkticii T 

2002 

Nameta) of Authorial ▼ 

Please see Space D for list of author names 

Nameta) of. Copyright ClaimantU) ▼ 

Cisco Technology^ Inc. 


B 


Location and Natnr* of Incorrect Information in Basic Registration ▼ 


line Number 


2a 


Line Heeding or Deecription 


Name of Author 


Incorrect Information m It Appeara In Basic Regiatration V 

Cisco Systems, Inc. 


Corrected Information ▼ 

Cisco Systems Sales & Services, Inc. 


Explanation of Correction ▼ 

correct name of author 


C 


Location and Nature of Information in Baric Regiatration to be Amplified T 


Line Number i[bjindC 


Line Heading or Description 


Name of Author 


Amplified Information and Explanation of Information ▼ 

Please'add the following to die list of authors: 


Name of Author: Cisco Technology. Inc. 

Work for Hire: Yes 
Domicile: United States 
Anonymous: No 
Pseudonymous: No 

Nature of Contribution: Computer code and documentation 


MORE ON BACK K • Connote U «p(*at4* •pact* (Ml) on Sie mmv> tkk of M« pass. 

• See detuned IretowSsn*, • Son tie term* Spec* F. 


DO NOT WHITE HEBE 





























Case 2:19-cr-00010-RSM Document 63-2 


TageTCTT7T 


. FUNDS RECEIVED DATE 


EXAMINED BY 


CORRESPONDENCE □ 


DO NOT WRITE ABOVE THIS UNE. IF YOU NEED MORE SPACE, USE A SEPARATE CONTINUATION SHEET. 


FORM CA 


REFERENCE TO THIS REGISTRATION ADDED TO 
BASIC REGISTRATION Q YES QNO 


FOR 

COPYRIGHT 

OFFICE 

USE 

ONLY 


Cisco Systems, Inc. 

ABE Staffing Services, Inc. 

Adecco Employment Services 

A.S.K. Office Personnel Solutions 

Computer People 

Cotelligent 

Devsoft Corporation 

HCL America, Inc. 

HCL Consulting Limited 
IT & E Corporation 

Ma Foi Management Consultants Limited 
Maprtk Holdings Pty Ltd 
Metaplex, Inc. . 


Pipelink 

RapfcSgm 

Sotted Resources, Inc. 

Wipro Limited 
Lasselle-Ramsay 

OakhHI Publications/Computer Education 
Consulting 
Essential Solutions 
RJck Barron 


D 


QnreqMmdence Give name and address to which correspondence about this appHeaHon should be »ent 

Tu T. Tsao, Esq. 

Fenwick & West LLP 
801 California Street 
Mountain View, CA 94041 

f flRQ S3S.7696 F«x cg50 i 938-5200 _Email ttsao®fenwk£,com 


Account Number. 


E 


Depotll Account if the registration fee la to be charged to a Deposit Account established in the Copyright Office, give name and number of Account 
Name . . . — ------ - —~ — - - -——- 


Certification* L the undersigned, hereby certify that I am die; (Check only one) 

□author □ owner o£ exclusive rights) 

□other copyright claimant 0 duly authorized agent of 


Cisco Technology, Inc. 


Name of author or other copyright claimant, or owner of exclusive rights) ▲ 
of die -work identified in this application and that the statements made by me in thia application are correct to thebett of my knowledge. 


typed or printed name y RobertA Barr, Worldwide Patent Counsel 

Handwritten aignatare (X)' 


Date ▼ 


/ Of. 


3 


, ft j>» fit 



F 


X2 


Certificate 
will be 
malted in 
window 
•nvelope 
to this 
address; 


NameT 


Susanna S. Morales, Paralegal / Fenwick & West LLP 


MmrtwrsoaeVApt ▼ 

801 Calif omia Street 


u^satwaf ▼ 

Mountain View, CA 94041 



•17 U.SjC. | 80«<a): Any parson who ioxwlns^ makea • Mm rapnaantafcn ot * mala* tacs In the appUceHen tof oopyituht ragtatrafon pnaMad ler fc* iwaonWwnenyiKltwnswer^SrthcorawollOT 

Hl*t t» appfcttlon, «(*• to Snad not mere then *8,800. 


Rav: Jura 2002—20,000 WatoRw. Jura 2002 • Panted on mcrdad papar 


US Qcvammant PrNtug Ofloa: 2000441-113/20,021 
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tp OP REGISTRATION T^/KiVrTA 


CERTIFICATE OF REGISTRATION 


rl Of 78 


**3 copy/? 



This Certificate issued under the seal o( the Copyright 
Office in accordance with title 17, United States Code, 
attests that registration has been made for the work identified 
below.The information on this certificate has been made a 
part of the Copyright Office records. 


e , Nondrametlc Literary Work 
UNITED STATES COPYRIGHT OFFICE 

TXu 1-036-066 

IIIIIIIIIIIIHII 







ISTER OF COPYRIGHTS 
United States of America 


EFFECTIVE DATE OF REGISTWCfiON 


JUN 1 4 2002, 

aa. 


*•* 


OFFICIAL SEAL uimeu tsiatc » ut ""'""'i* _ 

DO MOT WRITE ABOVE THIS UNE. IF YOU NEED MORE SPACE, USE A SEPARATE COWT1NUATO£§^ 

1 TITLE OF THIS WORK ▼ 

Cisco IOS 12.1 


PREVIOUS OR ALTERNATIVE TITLES T Cueo 10S R«te« 12.1; Cisco IOS Vcnxt llXO** ; C»co 

taurnsetworit Opowtolt Syatern Rrioge 12.1; Cisco bmanehrork Operate* Syaton v ™» — 


?UiucA-noN as a contribution jr** 10 * ^ ** 

co»«>Jvt work in which It* contribution appeared. TRirofCotiediv* Work T 


If published tn * period**! of serial gJvt Volume 1 #’ 


Number ▼ 


DmT 


O* Pages* 


NAME OF AUTHOR ▼ 

gj Cisco Systems, Inc. 

Was this contribution to the work* 
“work made far Mre”? 
gfYts 


AUTHOR’S NATIONALITY OR DOMICILE 

Nan* et Couniy 

f Cuban of ►_ 


DATES OF BERTH AND DEATH 
Year Bom ▼ Year Died ▼ 

WAS THIS AUTHOR’S CONTRIBUTION TO 

THE WORK e #» wm*m to saner 

Anonymous? D Yes ST No 



(or 

person ter 
erhqmtlie work 
wet prepared) 
et “Author" of 
that port. end 
lee** the 
epeee tor dotes 

of birth end 
tfeelti blenk. 


Wes thte contribution to the work e 
■Stork mode Cot hire”? 


AUTHOR'S NATIONALITY OR DOM1CUE ™ WOR^ UTHORS COml H^^J2wr 

NarnttdCwmy THE WUKIk otgumgmaldnels 




COPYRIGHT CLAIMANT (S) Nome end address must be given even IT Die claimant b U» wm as 
the author given In spec* 2. ▼ 

Cisco Technology, Inc. 

170 West Tasman Drive 
San Jose, CA 95134 


• ’■"I- - ■ 

TRANSFER If the claimanUs) nomed here in space * is (are) different from the mthorW “"*<* I" 
spK* 2. give * brief statemem ot how the claim»nt!s) ohrsined ownmhip of the copyright. T 


By agreement 


TiTEW 

ONE DEPOSIT RECEIVED 

eo_ai N u .?cn? - 

1| TWO DEPOSITS RECEIVED 


FUNDS RECEIVED 



MORE ON BACK ► * Complete eS eppuceble epecos (numbers iV») or. 0>e reveres eloe of this 
. See wwjtetl vmnsSkVM. - Sfan tw tons el ioea. 
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EXAMINED BY 

FORMTS 

checked by 


1—, COFSRESPONDENCE 

1 I Yes 

COPYRIGHT 

OFFICE 


uoc 

ONLY 


DO NOT WRITE ABOVE THIS LINE. IF YOU NEED MORE SPAC E, USE A SEPARATE CONTINUATION SH£ET_ 

PREVIOUS REGISTKAt'n H. w*«reU« *, U* wrek . * .n ^ ^ 

gf Y«» □ No If your »n*w« Is “Yo,* why 1» »noiher regWntion being wighl? (Chech •ppnipftate boxj 

k □ Thb I* the lb» epFUr***® 1 ' lubmlBed by this »u»*w f •* * 0 TO rl t** d*lw*«*. 


1 Nwesber ► 


Ys» <*••-< **»•*«»► 


2002 


Prior works by claimant and preexiating third party computer code 


M.iertd Added to Ito* Week Give, b^.g*^ 

New and revised computer code and accompanying documentation 


or the material the! hie »*en “Wed *«> «N» vroAwtd toi which copyright 1 » claimed. 


5 



6m taMuceaM 



(650)494-1417 


CORRESPONDENCE Give name end address to wWeh wrespondenre tboui ihis .ppUcwKm Aould be i 

Tu T. Tsao, Esq. 

Fenwick & West LLP 
2 Palo AHo Square 
Palo Alto, CA 94306 

(650)858-7696 fmbum* a- 

Emai ► 

ttsao@fen wtck.com 

CERTIFICATION* t the «*"*-* «Uty MI - «*» ftST-W^td-a-t 

Check only one ► ^ p owner of exclusive *Wrt(s) ^ hru'itoirv Inc 

nf the w«k kknlllkd in thb epplkatlon end that the tjjtcirewo made (^utwbed egw* of -QSS-- . _ _ 

by me bTlhbiwiiartkwiart catted to the best ot my knowledge. Hm d m**>«<** “WM* AWiwlcrMn-«*•«»**<» iWAU 



Susanne S. Morales, Paralegal t Fenwick & West LLP 


CartiAcat* 
will ba 
mailad in 
window 
cnvalopa 
to this 
address: 


•i?use t»<x«:*nyrw*“"«•*""“"wr" - 

win ©a* i^pfciaBticfl. t* no* * , ' or * SiSOO. 


-&***+#r»a»M*y*mm IB 

.SignyowM far el nn kiegMal___ 

i^BM wa 

a wSSS SSVn| N ».lare»*a r m*m •*> JJ* 

—“-to«»BM»<rCop»cWa» taSJa. 



eua. oovewwkkt prewrwo office ikws»-«w« 


June 1*9S—200.000 
WEIS SEV: June t»9« 
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IX /CON 


E&FORM 

UNITED STATES COPYRIGHT OFFICE ^ 

TXu 1-036-866 

lllllllllllllll 

•r vj 9*i*-a+** ma 

^A^AU|SE{SEGjSEU|SR[SRu[TX^X^VAu| 

EFFECTIVE DATE OF REGISTRATION 


CONTINUATION SHEET 
FOR APPLICATION FORMS 

Indicate miheWormattoncated tor Wo the apace* provided on the bssictonn. 

I K^<Jo^have®nou8h»j«»l^^ , # , * ln * 1 *™f , *“’|™ one ® <,tootv ® on,heb ® l,,C * Dm '' ,, * e 

• ^^&sssssss.«^ 

PA.TX, orVA. 

nn MOT W RITE ABOVE THIS UNE. FOR COPYRIGHT OFFICE USE ON tY - 

IDENTIFICATION OF CONTINUATION SHEET; D^U.contm^ 

Cisco IOS 12.1 


m i 4 2092 




JSSZL 




CONTINUATION SHEET RECEIVED 

JllN 1 4 AM? 


P«S* 


± 


. w** 


A 

Identification 

sf 

Application 


NAME© AND ADDRESSES) OT COPYRIGHT 

inSpa«4rfihel^fe™»orSpw2of»nyortheShortFornisPATXorV J 05134 

So Technology, Inc., 170 West Tasman Dnve, San Jose, CA 95134 


k*» one copyright claimantas given 



■- " a, TIMOR'S NATIONALITY OR DOMICHB WAS THIS AUTHORS CONTRIBUTION TO~ 

W« this contribution to Ae work AUIHOffS NATIONAU THEWORK M 

a’wnHcmidcCiirhire*? N-JTL * ^ BUI ^ Anonymous? DYw O No ■ —a 

_ „fa«ton« 

□Ye* 


□ Ye* □ No »*T 

w Wi - 

Pseudonymous'? □ Ye* □ No 



U* ttm m«t thkefmttmKyooirna <* Spas 1. *. «r 

«ntinu*tlen rfSjaee t en eoy *f tf» SAwt Fenm PA, TX an VA. 


6 eftfi* basic tamer tor tf» 
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CONTINUATION OF (Check which): 


Name of 
Author 

ABE Staffing Services, Inc. 

Adecco Employment Services 

A.SX Office Personnel Solutions 

Computer People 

Coielligent 

Devsoft Corporation 

HCL America, Inc. 

HCL Consulting Limited 

IT & E Corporation 
Ma Foi Management 
Consultants Limited 
Maprik Holdings Pty Ltd 
Metaplex, Inc. 

Pipelink 

Rapidigtn 

SofUol Resources, Inc. 

Wipro Limited 
Lasselle-Ramsay 
Oaklrill Publications/ 

Computer Education Consulting 
Essential Solutions 
Rick Barron 


□ Space 1 □ Space* 


O Space* 0 Space 2b 


Work for 

Hire 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 
Yes 
Yes 
Yes ' 
Yes 

Yes 

Yes 

Yes 

Yes 

No 


Domicile 

United States 
United States 
Australia 
United States 
United States 
United States 
United States 
India 

United States 

India 
Australia 
United States 
United States 
United States 
India 

United States 
United States 

United States 
United States 
United States 


Anonymous 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 


pseudo- Nature of Contribution 
uymouf 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Computer code 

No Documentation 

No Documentation 

No Documentation 

No Documentation 


c 


Continuation 

of other 
Spaces 



: 2000-W1-11VM 
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EXHIBIT G 




Copyri S hfi«l^-Stfflfl>^ l ^ftJ£ ument 63 - 2 Filed 08/22/lFGSM GA - H 

For current fees, check the py right Office UNr^S^TA^sSo^^^JaoFFicE 

website at www,copyrightgcv, write th# Copy- registration number 

right Office, or call (202) 707-3000. 


TX | TXU | PA | PAU | VA | VAU I 8H I Sffl) [ RE 1 

EFFECTIVE DATE OF SUPPLEMENTARY REGISTRATION 

Marin Q«y : Ywr 


DO NOT WRITE ABOVE THIS UNE. IF YOU NEED MORE SPACE, USE A SEPARATE CONTINUATION SHEET. 


JL THtoofWodcY 

#1 Cisco IOS_ 12.2 

’ /' , 


B * * Registration Number of the Buie Registration ▼ ' 

TXu 1-036-065 

Year of Basic Registration ▼ 

2002 

- 

Nameta) of Anlhoxt*) ▼ 

Please see Space D for list of name of authors 

NameW of Copyright Clainuntija) T . 

Cisco Technology, Inc. 

'' 



Location andNature of Incorrect Information In Buie Registration V 

Line Number 2a line Heading or Description Name OfAuthor 

Incorred Information aa It Appear* in Boric Registration ▼ 


Cisco Systems, Inc.. 

Corrected Information ▼ 

. Cisco Systems Sales & Services, Inc. 

Explanation •f Correction T 

correct name of author 



Location and Natan of Infonnation In Baate Registration to be Amplified ▼ 

Un. 2b and C Line Heading or Description Mame ot Author 


Amplified Infonnation and Explanation of Information t 


Please add the following to the Sat of author names: 

Name of Author. Cisco Technology, Inc. 

Work for Hire: Yes 
Domicile: United States 
Anonymous: No 
Pseudonymous: No 
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EXHIBIT C 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF ILLINOIS 
EASTERN DIVISION 


MOTOROLA, INC., 

Plaintiff, 

v. 

LEMKO CORPORATION, XIAOHONG 
SHENG, SHAOWE! PAN, HAN JUAN 
JIN, XIAOHUA WU, XUEFENG BAI, 
NICHOLAS LAB UN, BOHDAN 
PYSKIR, HECHUN CAI, JINZHONG 
ZHANG, ANGEL FA VILA, ANKUR 
SAXENA, RAYMOND HOWELL, FAYE 
VOR1CK, NICHOLAS DESA1, and 
HU A WEI TECHNOLOGIES CO, LTD., a 
Chinese corporation. 

Defendants. 


LEMKO CORPORATION, SHAOWEI 
PAN, XIAOHUA WU and XIAOHONG 
SHENG, 

Counter-Plaintiffs, 

v. 

MOTOROLA, INC., 

Counter-Defendant. 


) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) Case No. 08 CV 5427 

) 

) 

) 

) 

) 

) Judge Matthew F. Kennedy 

) 

) Magistrate Judge Geraldine Soat Brown 

) 

) 

) 

) 

) 

) 

) 

) 


THIRD AMENDED COMPLAINT 


Plaintiff Motorola, Inc. (“Motorola” or “Plaintiff’), by and through its attorneys, for its 
Third Amended Complaint against Defendant Lemko Corporation (“Lemko”), Defendant 
Shaowei Pan (“Pan”), Defendant Hanjuan Jin (“Jin”), Defendant Xiaohua Wu (“Wtf). 
Defendant Xuefeng Bai (“Bai”), Defendant Xiaohong Sheng (“Sheng”), Defendant Nicholas 
Labun (“Labun”), Defendant Boh dan Pyskir (“Pyskir”), Defendant Hechun Cai (“Cai”), 
Defendant Jinzhong Zhang (“Zhang”), Defendant Angel Favila (“Favila”), Defendant Ankur 
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Saxena (“Saxena”), Defendant Raymond Howell (“Howell”), Defendant Faye Vorick 
(“Vorick”), Defendant Nicholas Desai (“Desai”), and Defendant Huawei Technologies Co., Ltd. 
(“Huawei”) (together “Defendants”), alleges and states as follows: 

NATURE OF ACTION 

1. This is an action for violation of the Computer Fraud and Abuse Act, 18 U.S.C. 
§ 1030, et. sec/., for threatened or actual misappropriation of trade secrets arising under the 
Illinois Trade Secrets Act, 765 1LCS 1065/1 et seq., breach of fiduciary duty, breach of contract, 
usurpation of corporate opportunity, copyright infringement, declaratory judgment of patent 
ownership, tortuous interference with contract, common law fraud, spoliation of evidence and 
civil conspiracy. 

THE PARTIES 

2. Plaintiff Motorola is a corporation organized and existing under the laws of the 
State of Delaware, with its principal place of business and world headquarters at 1303 East 
Algonquin Road, Schaumburg, Illinois 60196. 

3. Defendant Lemko is a corporation organized and existing under the laws of 
Illinois, with its principal place of business at 1700 East Golf Road, 7th Floor, Schaumburg, 
Illinois 60173. 

4. Defendant Pan is a citizen of Illinois, domiciled at 21878 North Tall Hills Drive, 
Kildeer, Illinois 60047, with a business address of 1700 East Golf Road, 7th Floor, Schaumburg, 
Illinois 60173. Pan is the Chief Technology Officer and Director of Defendant Lemko. 
Defendant Pan was employed and paid a salary by Motorola from about August 1, 1994 through 
about April 2, 2004. 

5. Defendant Jin is a citizen of Illinois, domiciled at 2331 County Farm Lane, 
Schaumburg, Illinois 60194-4808. Defendant Jin was employed and paid a salary by 
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Motorola from 1998 through about February 27, 2007. Motorola employed Jin as a software 
engineer in its Schaumburg, Illinois offices. 

6. Defendant Wu is a citizen of Illinois, domiciled at 21878 North Tali Hills Drive, 
Kildeer, Illinois 60047. Defendant Wu was employed and paid a salary by Motorola from about 
June 1995 through about December of 2007. Motorola employed Wu as an engineer at its 
Schaumburg, Illinois offices. Defendant Wu is the spouse of Defendant Pan. 

7. Defendant Bai is a citizen of Illinois, domiciled at 2444 Palazzo Court, Buffalo 
Grove, Illinois 60089. Defendant Bai was employed and paid a salary by Motorola from about 
January 2001 through about December of 2007. Motorola employed Bai as a software engineer 
at its Libertyville, Illinois offices. 

8. Defendant Sheng is a citizen of California, domiciled at 4290 Albany Drive, San 
Jose, California. Sheng was employed and paid a salary by Motorola from about November 
2006 through about July of 2008, Motorola employed Sheng as a software engineer at its 
Libertyville, Illinois offices. 

9. Defendant Labun is a citizen of Illinois, domiciled at 1325 North State Parkway, 
22.F, Chicago, Illinois 60610. Labun is the Chief Executive Officer and Director of Defendant 
Lemko. Labun was employed and paid a salary by Motorola from September 25, 1989 through 
about May 10, 2004. Labun was Vice President of Business Development at Motorola. 

10. Defendant Pyskir is a citizen of Illinois, domiciled at 645 Chesterfield Avenue, 
Naperville, Illinois 60540. Pyskir is the President and Director of Defendant Lemko. Pyskir was 
employed and paid a salary by Motorola from about January 7, 1993 through about March 31, 
2004. Defendant Pyskir was a senior director within Motorola’s management team. 
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11. Defendant Cai is a citizen of Illinois, domiciled at 1254 South Falcon Drive, 
Palatine, Illinois 60067. Cai is currently employed by Defendant Lemko as a software engineer. 
Cai was employed and paid a salary by Motorola from about October 26, 1998 through about 
May 19, 2005. Motorola employed Cai as a software engineer. 

12. Defendant Zhang is a citizen of Illinois, domiciled at 1119 Berkshire Lane, 
Barrington, Illinois 60010. Zhang is currently employed by Defendant Lemko. Zhang was 
employed and paid a salary by Motorola from about May 19, 1995 through about July 11, 2004. 
Motorola employed Zhang as a software engineer. 

13. Defendant Favila is a citizen of Illinois, domiciled at 5419 Crossview Lane, Lake 
In The Hills, Illinois 60156. Favila was employed and paid a salary by Motorola from about 
December 18, 1989 through the present. Motorola employed Favila as a software engineer. 

14. Defendant Saxena is a citizen of Illinois, domiciled at 1043 North Glenview 
Court, Palatine, Illinois 60067. Saxena is currently employed by Defendant Lemko as a software 
engineer. Saxena was employed and paid a salary by Motorola from about May 31, 2000 
through about August 2, 2005. Motorola employed Saxena as a software engineer. 

1.5. Defendant Howell is a citizen of Illinois, domiciled at 26680 North Countryside 
Lake Drive, Mundelein, Illinois 60060. Howell was the Chief Financial Officer and Director of 
Defendant Lemko until about November 2008. Howell was employed by Motorola from about 
September 28, 1981 through about October 30, 1998. Motorola employed Howell as a Director 
of Finance. 

16. Defendant Vorick is a citizen of Illinois, domiciled at 425 West Parkside Drive, 
Palatine, Illinois 60067. Vorick is the VP of Marketing for Defendant Lemko. Vorick was 
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employed by Motorola from about June 19, 1989 through about September 6, 2001. Motorola 
employed Vorick as a Senior Marketing Manager. 

17. Defendant Desai is a citizen of California, domiciled at 1915 Mathews #2, 
Redondo Beach, CA 90278. Desai is the VP Business Development for Defendant Lemko. 

17.1 Defendant Huawei is a foreign corporation with its principal place of business in 
Shenzhen, People’s Republic of China. Defendant Huawei is a global vendor and provider of 
telecommunications sendees. 

JURISDICTION AND VENUE 

18. This Court has subject matter jurisdiction over Plaintiffs claims arising under the 
Computer Fraud and Abuse Act (CFAA), 18 i S C. § 1030, et seq., pursuant to 28 U.S.C. § 
1331. This Court also has supplemental jurisdiction over all other claims asserted herein 
pursuant to 28 U.S.C. § 1367 because those claims are so related to the claims brought under the 
CFAA so as to form pari of the same case or controversy. 

19. This Court has personal jurisdiction over Defendant Lemko. Defendant Lemko is 
registered to do business in the State of Illinois. Defendant Lemko also has a regular and 
established place of business in Illinois and this District at 1700 East Golf Road, Schaumburg, 
Illinois 60173, and is and has been doing business in Illinois and this District at all times relevant 
hereto. 

20. This Court has personal jurisdiction over Defendant Pan. On information and 
belief, at all times relevant hereto. Defendant Pan has resided in Illinois and in the District, has 
acted as an officer of Defendant Lemko, and/or has committed tortious acts in Illinois and this 
District. Defendant Pan’s wrongful conduct, as set forth herein, arises out of and is related to the 
business he has transacted and the tortious acts he has committed in this State and District. 
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21. This Court has personal jurisdiction over Defendant Jin. On information and 
belief, at all times relevant hereto, Defendant Jin has resided in Illinois and in this District, has 
transacted business with Defendant Lemko in this District, and/or has committed tortious acts in 
Illinois and this District. Defendant Jin’s wrongful conduct, as set forth herein, arises out of and 
is related to the business she has transacted and the tortious acts she has committed in this State 
and District. 

22. This Court has personal jurisdiction over Defendant Wu. On information and 
belief, at all times relevant hereto. Defendant Wu has resided in Illinois and in this District, has 
transacted business with Defendant Lemko in this District, and/or has committed tortious acts in 
Illinois and this District. Defendant Wu’s wrongful conduct, as set forth herein, arises out of and 
is related to the business she has transacted and the tortious acts she has committed in this State 
and District. 

23. This Court has personal jurisdiction over Defendant Bai. On information and 
belief, at all times relevant hereto. Defendant Bai has resided in Illinois and in this District, has 
transacted business with Defendant Lemko in this District, and/or has committed tortious acts in 
Illinois and this District. Defendant Bai’s wrongful conduct, as set forth herein, arises out of and 
is related to the business he has transacted and the tortious acts he has committed in this State 
and District. 

24. This Court has persona! jurisdiction over Defendant Sheng. On information and 
belief, at all times relevant hereto, Defendant Sheng resided in Illinois and in this District, has 
transacted business with Defendant Lemko in this District, and/or has committed tortious acts 
in Illinois and this District. Defendant Sheng’s wrongful conduct, as set forth herein, arises out 
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of and is related to the business she has transacted and the tortious acts she has committed in this 
State and District. 

25. This Court has personal jurisdiction over Defendant Lahun On information 
and belief, at all times relevant hereto. Defendant Labun has resided in Illinois and in this 
District, has transacted business with Defendant Lemko in this District, and/or has committed 
tortious acts in Illinois and this District. Defendant Labun’s wrongful conduct, as set forth 
herein, arises out of and is related to the business he has transacted and the tortious acts he has 
committed in this State and District. 

26. This Court has personal jurisdiction over Defendant Pyskir. On information 
and belief, at all times relevant hereto, Defendant Pyskir has resided in Illinois and in this 
District, has transacted business with Defendant Lemko in this District, and/or has committed 
tortious acts in Illinois and this District. Defendant Pyskir’s wrongful conduct, as set forth 
herein, arises out of and is related to the business he has transacted and the tortious acts he has 
committed in this State and District. 

27. This Court has personal jurisdiction over Defendant Cai. On information and 
belief, at all times relevant hereto, Defendant Cai has resided in Illinois and in this District, has 
transacted business with Defendant Lemko in this District, and/or has committed tortious acts in 
Illinois and this District. Defendant Cai’s wrongful conduct, as set forth herein, arises out of and 
is related to the business he has transacted and the tortious acts he has committed in this State 
and District. 

28. This Court has personal jurisdiction over Defendant Zhang. On information 
and belief, at all times relevant hereto, Defendant Zhang has resided in Illinois and in this 
District, has transacted business with Defendant Lemko in this District, and/or has committed 
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tortious acts in Illinois and this District. Defendant Zhang’s wrongful conduct, as set forth 
herein, arises out of and is related to the business he has transacted and the tortious acts he has 
committed in this State and District. 

29. This Court has personal jurisdiction over Defendant Favila. On information 

and belief, at all times relevant hereto, Defendant Favila has resided in Illinois and in this 
District, has transacted business with Defendant Lemko in this District, and/or has committed 

tortious acts in Illinois and this District. Defendant Favila’s wrongful conduct, as set forth 

herein, arises out of and is related to the business he has transacted and the tortious acts he has 
committed in this State and District. 

30. This Court has personal jurisdiction over Defendant Saxena. On information 
and belief, at all times relevant hereto, Defendant Saxena has resided in Illinois and in this 
District, has transacted business with Defendant Lemko in this District, and/or has committed 
tortious acts in Illinois and this District. Defendant Saxena’s wrongful conduct, as set forth 
herein, arises out of and is related to the business he has transacted and the tortious acts he has 
committed in this State and District. 

31. This Court has personal jurisdiction over Defendant Howell. On information 

and belief, at all times relevant hereto, Defendant Howell has resided in Illinois and in this 

District, has transacted business with Defendant Lemko in this District, and/or has committed 

tortious acts in Illinois and this District. Defendant Howell’s wrongful conduct, as set forth 
herein, arises out of and is related to the business he has transacted and the tortious acts he has 
committed in this State and District. 

32. This Court has personal jurisdiction over Defendant Vorick. On information 
and belief, at all times relevant hereto, Defendant Vorick has resided in Illinois and in this 
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District, has transacted business with Defendant Lemko in this District, and/or has committed 
tortious acts in Illinois and this District. Defendant Vorick’s wrongful conduct, as set forth 
herein, arises out of and is related to the business she has transacted and the tortious acts she 
has committed in this State and District. 

33. This Court has personal jurisdiction over Defendant Desai. On information 
and belief, at all times relevant hereto. Defendant Desai has transacted business with Defendant 
Lemko in this District, and/or has committed tortious acts in Illinois and this District. Defendant 
Desai’s wrongful conduct, as set forth herein, arises out of and is related to the business he has 
transacted and the tortious acts he has committed in this State and District. 

33.1 This Court has personal jurisdiction over Defendant Huawei. On information 
and belief, at all times relevant hereto. Defendant Huawei has transacted business with Defendant 
Lemko in this District, and/or has committed tortious acts in Illinois and this District. Defendant 
Huawei also has a regular and established place of business in Illinois at 3601 Algonquin Road, 
Rolling Meadows, IL 60008 and, on information and belief, has been doing business in Illinois 
and this District at all times relevant hereto. Defendant Huawei’s wrongful conduct, as set forth 
herein, arises out of and is related to the business it has transacted and the tortious acts it has 
committed in this State and District. 

34. Venue is proper in this judicial district pursuant to 28 U.S.C. §§ 1391(b) and (c). 

GENERAL ALLEGATIONS 

35. Motorola is a global leader in communications technologies. For nearly 80 years, 
Motorola has competed at the forefront of research and development of communication 
technologies, products and services. 

36. Motorola is recognized worldwide for its innovations in communications 
including, without limitation, enterprise mobility solutions, cellular infrastructure systems, 
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mission-critical communication tools, emergency and disaster relief communication tools, home 
and network communications and mobile devices. 

Motorola’s Proprietary Communications Technologies 

37. Motorola’s proprietary and confidential mobile communications technologies 
include: proprietary cellular service and product technologies; proprietary wireless broadband 
and wireless access service and product technologies; proprietary voice communications service 
and product technologies; proprietary data communications service and product technologies; 
proprietary integrated voice and data communication systems technologies; proprietary' radio 
systems technologies; proprietary integrated emergency-response communications systems, 
service, and product technologies; proprietary integrated radio, wireless broadband, voice, and/or 
data communications systems, service, and product technologies; proprietary communications 
designs, solutions, initiatives, and equipment; proprietary iDen technology; proprietary 
information dispatch and networking technology; proprietary Push-to-Talk technology; 
proprietary ICD technology; proprietary WiMax technology; proprietary SATCOW technology; 
proprietary SiP-related technology; proprietary subsidy unlock codes; proprietary global system 
for mobile communication (“GSM”) development tools and data; proprietary Universal Mobile 
Telecommunications System (“UMTS”) technology; proprietary W-CDMA technology; 
proprietary “log files” recording the specific functions of Motorola telephones; proprietary 
“dump file” software files; proprietary Motorola virtual private network (“VPN”) access 
software; and proprietary and unique confidential combinations and compilations of the above 
information (hereinafter referred to in the aggregate as “Motorola’s proprietary trade secrets and 
confidential information”). 

38. Motorola’s proprietary trade secrets and confidential information are not 
generally known in the trade, and Motorola derives economic value and a competitive advantage 
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in the marketplace from the secrecy of such information. Indeed, Motorola’s proprietary trade 
secrets and confidential information are Motorola’s lifeblood as a technology leader whose 
market position depends upon its innovations. 

39. Motorola has invested hundreds of millions of dollars, many times over, 
researching and developing its proprietary trade secrets and confidential information. 

40. At all times relevant hereto, Motorola has used reasonable measures to protect the 
secrecy of its proprietary trade secrets and confidential information, including but not limited to: 
restricted access on a need-to-know basis; global confidentiality policies; contractual 
confidentiality restrictions; security key cards; password-protected computer and network 
platforms; and a wide array of additional physical security measures. 

41. For example, Motorola has, at all times relevant hereto, required its engineers to 

sign confidentiality agreements. One such employment agreement reads in part: 

In consideration of my employment, or continued employment by Motorola, Inc. . 

. . and the salary or wages paid to me, I understand and agree to the following 
provisions for the protection of Motorola property rights: 

1. Not to disclose to Motorola, or to use in my work at Motorola (a) any 
confidential information belonging to others, including my prior employers . . . or 
(b) any prior inventions made by me which Motorola is not otherwise entitled to 
learn of or to use. 

2. Not to use, or to publish, or to otherwise disclose to others, either during or 
subsequent to my employment by Motorola, any confidential information of 
Motorola . . ., except as my Motorola duties may require. 

3. Upon my termination of my employment by Motorola, to promptly deliver to a 
designated Motorola representative all documents and other records which are 
related to the business activities of Motorola, or any other materials which belong 
to Motorola. 

4. To assign and I hereby assign to Motorola as its exclusive property the entire 
right, title and interest in all my inventions, innovations, or ideas developed or 
conceived by me solely, or jointly with others, at any time during the term of my 
employment and which inventions, innovations, or ideas relate to the actual or 
anticipated business activities of Motorola, or result from, or are suggested by, 
work which I do for Motorola. 

(EXHIBIT A.) 
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42. Also, since at least 2006, .Motorola has required its engineers to sign an 
“Employment Confidentiality and Assignment of Inventions Agreement,” which reads in part: 

l. Nondisclosure of Confidential Information 

Definition s: As used in this Agreement, “ Conti denti a! In format! on ” means all 
confidential information and trade secrets (whether or not specifically labeled or 
identified as “confidential”), in any form or medium, that is disclosed to, or 
developed or learned by me and that relates to the business, products, services, 
research or development of Motorola or its suppliers, distributors or customers 
and that has not become publicly known. 

1 recognize that Motorola is engaged in a continuous program of research and 
development, and that as an employee, 1 will have access to Confidential 
Information that has independent economic value to Motorola in part because it is 
confidential. 1 further recognize that Motoroia has taken reasonable steps to 
protect its Confidential Information from disclosure to the public, including 
entering into this Agreement. During and after my employment, 1 will not 
disclose or use any Confidential Information except to the extent I am required to 
disclose or use such Confidential Information in the performance of my assigned 
duties; and I will use my best efforts to safeguard the Confidential Information 
and protect it against disclosure, misuse, espionage, loss and theft. 

3. Ownership and Return of Materials 

All documents and materials, which I have had access to or produced in 
connection with my services for Motorola, or which belong to Motorola, whether 
or not such materials contain Confidential Information, shall remain the sole 
property of Motorola. Upon termination, or at any time requested, I shall 
promptly deliver to Motorola all such materials and copies in my possession and 
control and shall provide written confirmation that I have returned all such 
materials. 

5. Noncompliance 

I acknowledge that my compliance with this Agreement is necessary to protect 
Motorola’s goodwill and Confidential Information, that my failure to comply with 
this Agreement will irreparably harm the business of Motorola, and that monetary 
damages would not provide an adequate remedy to Motorola in the event of such 
non-compliance. Therefore, Motorola shall be entitled to obtain an injunction and 
other equitable relief in any court of competent jurisdiction against a breach by 
me of this Agreement. 

(EXHIBIT B.) 

43. Motorola maintains strict policies over its employees’ use of its information assets 
(including any information, tangible or intangible, physical or digital, that is owned or created 
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by Motorola, or is entrusted to Motorola by a third party) and information resources (including 
technology hardware such as computers, sewers, personal digital assistants, telephones, 
networks, routers, accessories, storage media, and the software supporting the hardware such as 
operating systems, databases, and applications such as e-mail, and services) owned by, leased to, 
or otherwise operated by Motorola. 

44. These policies have been codified in part in Motorola policies governing the 

appropriate use of computer resources and protection of proprietary information. For example, 

Motorola’s “Protection of Proprietary Information” policy provides that 

“Each employee has a responsibility not to use, or to publish, or to otherwise 
disclose to others, any proprietary or confidential information of Motorola or its 
customers or suppliers or other contractors, except as Motorola duties may 
require. Each employee should report information security breaches to the 
Corporate Security Department and the local Security Department." 

45. Additionally, Motorola’s “Information Protection Policy and Control Standards 

for Information Users” (“iProtect”) policy prohibits “inappropriate use of Motorola’s Information 

Resources,” including, without limitation: 

“Disclosing information that is owned by Motorola, or entrusted by a third 
party to Motorola, to unauthorized recipients;” 

“Enabling non-Motorolans who have not signed the proper non-disclosure 
agreements with Motorola to access a Motorola provided network connection;” 

“Misusing intellectual property (e.g., trademarks, copyrights, or patents) of 
Motorola or a third party;” and 

“Accessing Motorola Confidential Restricted and similar non-Motorola 
information on Information Resources without authorization.” 

46. The iProtect policy also provides that “User IDs must not be utilized by anyone 
except the individual to whom the IDs have been issued. Users are responsible for all activity 
performed with their User IDs.” Finally, it provides that “Motorola Confidential Restricted 
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information. Internal information, and Third Party Proprietary Information may not be removed 
or sent from Motorola’s premises unless there is a business requirement to do so.” 

47. Motorola also requires its employees to adhere to the Motorola “Code of Business 

Conduct” (previously titled the Motorola “Code of Conduct”) that instructs employees: 

We may not work for or receive payments for services from any competitor, 
customer, distributor or supplier of Motorola without prior approval. Any outside 
activity must be strictly separated from Motorola employment and should not 
harm job performance at Motorola. Skills learned and used at Motorola must 
not be used in a way that could hurt the business of Motorola. 

Defendants Lemko and Jin Conspire to Smuggle Motorola’s Trade Secrets 
and Other Proprietary Motorola Documents to China 

48. In 1998, Motorola employed Defendant Jin as a software engineer, where she 
remained employed for the next nine years, until February of 2007. Defendant Jin is a 
naturalized U.S. citizen and a citizen of the People’s Republic of China by birth. 

49. Defendant Lemko is a privately held company headquartered in Schaumburg, 
Illinois with additional offices in China and India. 

50. Defendant Lemko is Motorola’s direct competitor in areas such as the 
development and marketing of cellular infrastructure systems, cellular voice, high-speed data and 
text services, emergency and disaster relief communication systems, wireless communication 
and control applications for government markets, and rural cellular solutions. Defendant Lemko 
advertises itself with the trademark “Wireless for the Next Billion People.” 

51. In the course of her employment as a software engineer with Motorola, Defendant 
Jin had access to Motorola’s proprietary trade secrets and confidential information in the 
performance of her duties. 

52. Motorola reposed a high level of trust and confidence in Defendant Jin’s 
taistworthiness, integrity, and fidelity to her obligations towards Motorola. These duties were 
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memorialized in part through Jin’s executed “Employee Agreement” and her signed 
acknowledgment of Motorola’s Code of Conduct. 

53. In or before June of 2004, without Motorola’s knowledge or consent, Defendant 
Jin accepted employment with Defendant Lemko. Defendant Jin continued her employment 
with Motorola until February of 2007, but never disclosed her simultaneous employment with 
Defendant Lemko to Motorola, in violation of the Motorola “Code of Business Conduct,” which 
provided that employees “may not work for or receive payments for services from any 
competitor, customer, distributor or supplier of Motorola without prior approval,” and required 
employees to “disclose any situation that may be or appear to be a conflict of interest.” 

54. On March 24, 2005, shortly after accepting employment with Defendant Lemko, 
Defendant Jin intentionally, knowingly, with intent to defraud, accessed Motorola’s protected 
computers and obtained and transferred by e-mail, in furtherance of that fraud, valuable 
Motorola proprietary trade secrets and confidential information, including Motorola source code, 
from Motorola’s protected computers to her non-secure personal e-mail account without 
authorization or exceeding her authorized access, without Motorola’s knowledge or consent, and 
in violation of Motorola’s confidentiality and security policies, thereby knowingly and recklessly 
causing damage and loss by impairing the integrity and/or availability of the Motorola 
proprietary trade secrets and confidential information and the Motorola protected computers. 

55. Beginning in or before June of 2005, Defendant Jin intentionally, knowingly, and 
with the intent to defraud, accessed her Lemko webmail account through the secure Motorola 
network of protected Motorola computers, without authorization or exceeding her authorized 
access, and without Motorola’s knowledge or consent. 
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56. Between June 15, 2005 and September 1, 2005, Defendant Jin took a partial leave 
of absence, during which time Defendant Jin was still a Motorola employee but did not report to 
work at Motorola full time. Defendant Jin also continued to work for Defendant Lemko during 
this period, without Motorola’s knowledge or consent. 

57. From February of 2006 until February of 2007, Defendant Jin took a prolonged 
leave of absence from her duties at Motorola, allegedly for medical reasons. During this 
prolonged leave of absence, Defendant Jin was still a Motorola employee. Again, Defendant Jin 
continued to work for Defendant Lemko during this medical leave. 

58. Even though Defendant Jin had no assigned duties for Motorola during this leave, 
and even though she was actively working for Defendant Lemko during this time in violation of 
Motorola’s policies. Defendant Jin continued to intentionally and knowingly, and with the intent 
to defraud, access Motorola’s protected computers and its proprietary trade secrets and 
confidential information through Motorola’s secure internal document access system, including, 
without limitation, documents related to System Architecture Design (“SAD”), ICD technology 
specifications, Push-to-Talk technology, iDen technology, and WiMax technology, without 
authorization or exceeding her authorized access, and without Motorola’s knowledge or consent. 
In furtherance of that fraud. Defendant Jin obtained valuable Motorola proprietary trade secrets 
and confidential information from Motorola’s protected computers and recklessly caused damage 
and loss by impairing their integrity and/or availability. 

59. Beginning in February of 2006 or earlier, Defendant Jin installed Motorola’s 
proprietary secure virtual private network (“VPN”) access software on non-Motorola computers, 
including a Lemko-owned computer, intentionally, knowingly, and with an intent to defraud, 
without authorization or exceeding her authorized access, and without Motorola’s knowledge or 
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consent. During her period of leave, Defendant Jin frequently accessed Motorola’s protected 
computers through Motorola’s secure VPN from these non-Motorola computers, including a 
Lemko-owned computer, without authorization or exceeding her authorized access, and without 
Motorola’s knowledge or consent. By accessing Motorola’s protected computers from a Lemko- 
owned computer in this manner. Defendant Jin, in furtherance of that fraud, obtained valuable 
information from Motorola’s protected computers and recklessly caused damage and loss by 
impairing the integrity and/or availability of the Motorola proprietary trade secrets and 
confidential information and the Motorola protected computers. 

60. In February of 2007, while still on medical leave from Motorola, Defendant Jin 
travelled to China, returning on February 15, 2007. While she was in China, Defendant Jin 
obtained access to Motorola’s protected computers through Motorola’s secure VPN on multiple 
occasions, intentionally, knowingly, and with an intent to defraud, without authorization or 
exceeding her authorized access, and without Motorola’s knowledge or consent. By accessing 
Motorola’s protected computers in this manner. Defendant Jin, in furtherance of that fraud, 
obtained valuable information from Motorola’s protected computers and recklessly caused 
damage and loss by impairing the integrity and/or availability of the Motorola proprietary trade 
secrets and confidential information and the Motorola protected computers. 

61. Between February 18 and 19, 2007, Defendant Jin continued to access Motorola’s 
proprietary trade secrets and confidential information from Motorola’s protected computers 
through Motorola’s secure internal document access system, intentionally, knowingly, and with 
an intent to defraud, without authorization or exceeding her authorized access, and without 
Motorola’s knowledge or consent. Defendant Jin, in furtherance of that fraud, obtained valuable 
information from Motorola’s protected computers and recklessly caused damage and loss by 
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impairing the integrity and availability of the Motorola proprietary trade secrets and confidential 
information and the Motorola protected computers. 

62. On February 23, 2007, Defendant Jin advised Motorola that she was ready to end 
her leave and return to work for Motorola. Defendant Jin did not advise Motorola at this or at 
any other time that she had been working secretly for Defendant Lemko since at least 2004. 

63. On February 24, 2007, Defendant Jin purchased a one-way ticket to Beijing, 
China for a flight scheduled to depart on February 28, 2007. 

64. On February 26, 2007, Defendant Jin returned to work at Motorola, where she 
received no work assignments. On that day, without authorization or exceeding her authorized 
access, and without Motorola’s knowledge or consent. Defendant Jin intentionally, knowingly, 
and with the intent to defraud, accessed Motorola’s protected computers and downloaded 
hundreds of valuable, proprietary and confidential Motorola documents and technical 
specifications without Motorola’s knowledge or consent. Defendant Jin, in furtherance of that 
fraud, obtained valuable information from Motorola’s protected computers and recklessly caused 
damage and loss by impairing the integrity and/or availability of the Motorola proprietary trade 
secrets and confidential information and the Motorola protected computers. 

65. On the evening of February 26, 2007, Defendant Jin returned to the Motorola 
offices at approximately 9 p.m. At approximately 9:10 p.m.. Defendant Jin accessed Defendant 
Lemko’s webmail system. Defendant Jin then intentionally, knowingly, and with intent to 
defraud, accessed Motorola’s protected computers without authorization or exceeding her 
authorized access, and without Motorola’s knowledge or consent. In furtherance of that fraud. 
Defendant Jin downloaded additional valuable, proprietary and confidential Motorola documents 
and recklessly caused damage and loss by impairing the integrity and/or availability of the 
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Motorola proprietary trade secrets and confidential information and the Motorola protected 
computers. 

66. Around midnight, Defendant Jin intentionally, knowingly, and with intent to 
defraud, removed, in furtherance of that fraud, numerous valuable, proprietary printed 
documents and other materials from Motorola’s secure offices without authorization or 
exceeding her authorized access, and without Motorola’s knowledge or consent and recklessly 
caused damage and loss by impairing the integrity and/or availability of the Motorola proprietary 
trade secrets and confidential information and the Motorola protected computers. 

67. On February 27, 2007, at approximately 12:15 p.m.. Defendant Jin sent an e-mail 
to her supervisor at Motorola stating that she was not able to work. Defendant Jin’s manager 
was unable to locate her that afternoon, and was not able to discuss this e-mail with Defendant 
Jin. Defendant Jin then surreptitiously returned to the Motorola offices at approximately 10:30 
p.m. that same night and, as she had the previous night, first logged onto Defendant Lemko’s 
webmail system. Defendant Jin then intentionally, knowingly, and with intent to defraud, 
accessed Motorola’s protected computers and, in furtherance of that fraud, downloaded 
numerous valuable, proprietary and confidential Motorola documents and technical specifications 
without authorization or exceeding her authorized access, and without Motorola’s knowledge or 
consent and recklessly caused damage and loss by impairing the integrity and/or availability of the 
Motorola proprietary trade secrets and confidential information and the Motorola protected 
computers. 

68. On February 28, 2007, while attempting to board a flight to Beijing, China at 
Chicago’s O’Hare International Airport, with over $30,000 dollars in cash. Defendant Jin was 
thwarted by U.S. Customs officials, who seized more than 1,000 electronic and paper documents 
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identified as the property of Motorola, including valuable, proprietary information and trade 
secrets, in Defendant jin’s possession, including a laptop computer, external hard drives, and a 
thumb drive. 

69. Many of the seized documents were marked as Motorola’s confidential property, 
including detailed schematics relating to Motorola’s interstate communication network, 
architecture and network support information, and documents relating to Motorola’s proprietary 
iDen technology, and Motorola’s proprietary SATCOW technology. If the Motorola proprietary 
trade secrets and confidential information found in Defendant Jin’s possession were replicated by 
a competitor, Motorola would suffer many millions of dollars in harm. 

70. To date, Motorola has incurred substantial losses, in excess of $5,000 in a 
one-year period, due to Defendant Jin’s and Defendant Lemko’s unauthorized access to 
Motorola’s protected computers and unauthorized removal, possession, and impairment of 
Motorola’s electronic files and documents, including, without limitation, the costs of 
investigating Defendant Jin’s and Defendant Lemko’s actions and assessing the damage they 
caused. 

71. Defendant Jin, individually and in concert with Defendant Lemko, without 
authorization or exceeding her authorized access, and without Motorola’s knowledge or consent, 
intentionally, knowingly, and with intent to defraud accessed Motorola’s protected computers 
and, in furtherance of that fraud, downloaded, uploaded and transferred valuable Motorola 
proprietary trade secrets and confidential information for her own benefit and the benefit of 
others, including Defendant Lemko, by and through nonsecure means into a nonsecure 
environment, thereby impairing the integrity and/or availability of such information. 
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72. In April 2008, Defendant Jin was indicted by a Grand Jury sitting in the United 
States District Court, Northern District of Illinois, for three counts of violation of 18 U.S.C. 
§ 1832(a)(3) relating to Jin's possession of Motorola proprietary documents containing 
proprietary trade secrets and confidential information. In December 2008, the grand jury 
brought a six count superseding indictment containing three additional counts alleging violation 
of 18 U.S.C. § 1831(a)(3) for Jin’s possession of Motorola proprietary documents intending and 
knowing that the offense would benefit a foreign government, namely the People’s Republic of 
China. 

Defendants Wu and Bai’s Unauthorized Transfers of Information to 
Defendants Pan and Lemko 

73. In June of 1995, Motorola hired Defendant Wu as a staff engineer. Motorola 
promoted Defendant Wu to more senior engineering positions in 1997 and 1999. 

74. Defendant Wu is married to Defendant Pan, who is the current Chief Technology 
Officer of Defendant Lemko. 

75. In July of 1994, Motorola hired Defendant Pan as a staff engineer. Motorola 
promoted Defendant Pan to the position of senior staff engineer in 1995, and to the position of 
principal staff engineer in 1996. 

76. Defendant Pan resigned from his employment with Motorola in March of 2004. 

77. Defendant Bai is a citizen of China and has been studying or working in the 
United States as an engineer since approximately 1998. In January of 2001, Motorola hired 
Defendant Bai as a software engineer. In 2002, Motorola promoted Bai to the position of senior 
software engineer. 
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78. In the course of their employment as engineers for Motorola, Defendants Wu, 
Bai, and Pan had access to Motorola’s proprietary trade secrets and confidential information in 
the performance of their duties. 

79. Motorola reposed a high level of trust and confidence in the trustworthiness and 
integrity of Defendants Wu, Bai, and Pan, and in their fidelity to their obligations towards 
Motorola. These duties were memorialized in part through these Defendants’ signed “Employee 
Agreements” and through their signed acknowledgments of Motorola’s “Code of Business 
Conduct.” 

80. Ln the 2005 calendar year, Defendant Wu, on behalf of Defendant Pan, purchased 
at least 24 Motorola telephones from Motorola’s on-line employee store. Motorola policies 
prohibit employees from purchasing more than four such telephones per calendar year, and 
prohibit any commercial resale or use of such telephones. Defendant Wu forwarded 
confirmation of orders placed through her Motorola e-mail address to Defendant Pan’s personal 
e-mail address. 

81. On October 8, 2005, Defendant Bai intentionally, knowingly, and with intent to 
defraud, accessed Motorola’s protected computers and, in furtherance of that fraud, obtained and 
transferred by e-mail three of Motorola’s proprietary and confidential subsidy unlock codes to 
Defendant Wu, without authorization or exceeding his authorized access, and without Motorola’s 
knowledge or consent. Subsidy unlock codes allow individual cellular telephones to interface 
with multiple carrier systems rather than only with one designated carrier system, and Motorola 
strictly controls access to these valuable codes. On October 10, 2005, without authorization or 
exceeding her authorized access, and without Motorola’s knowledge or consent, Defendant Wu 
intentionally, knowingly, and with intent to defraud, accessed Motorola’s protected computers 
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and, in furtherance of that fraud, obtained and forwarded Defendant Bars Octobers e-mail 
containing these proprietary and confidential subsidy unlock codes from a protected Motorola 
computer to Defendant Pan’s Lemko e-mail account and personal e-mail account, thereby 
impairing the integrity and/or availability of these codes. 

82. On April 17, 2006, Defendant Pan, using his Lemko e-mail account, sent 
Defendant Bai a request for another valuable, confidential, proprietary subsidy unlock code for a 
Motorola telephone. In that same e-mail Defendant Pan also asked Defendant Bai for two 
specific, highly valuable, confidential and proprietary Motorola development files related to 
“GSM” telephone technology, including GSM phone “flex” software and a debug tool for 
reading “GSM send/receive messages.” Defendant Pan wrote from his Lemko e-mail account 
that “[w]e need to find one for the GSM network system development.” Defendant Pan also sent 
a copy of this e-mail to Defendant Wu. 

83. That same day Defendant Bai responded to Defendant Pan’s request by 
intentionally, knowingly, and with intent to defraud, accessing Motorola’s protected computers 
and, in furtherance of that fraud, obtaining and sending the valuable, confidential, proprietary 
Motorola unlock code that Defendant Pan had requested to Pan’s Lemko e-mail account from 
protected Motorola computers, without authorization or exceeding his authorized access, and 
without Motorola’s knowledge or consent. Defendant Bai also stated in this e-mail that he would 
call Defendant Pan later concerning the requested “debug tool.” Defendant Bai sent a copy of 
this e-mail to Defendant Wu’s Motorola e-mail account, who forwarded it to Defendant Pan’s 
personal e-mail account. 
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84. On August 2, 2006, Defendant Pan wrote Defendant Bai an e-mail from his 
Lemko e-mail account, asking Defendant Bai for “dump files” relating to W-CDMA technology. 
Defendant Pan sent a copy of this e-mail to Defendant Wu. 

85. “Dump files” are highly valuable, confidential software files that allow a specific 
cellular telephone’s “log file” to be examined and deciphered. Log files give detailed 
information about all of the functions and actions of the software and hardware in a cellular 
telephone. Motorola engineers combine these tools in the course of their GSM development 
efforts with proprietary Motorola GSM/UMTS software. Motorola “dump files,” the “log files” 
they decode, and the GSM/UMTS software used to combine them constitute Motorola 
proprietary trade secrets and confidential information. 

86. On September 1, 2006, without authorization or exceeding his authorized 
access, and without Motorola’s knowledge or consent, Defendant Bai complied with Defendant 
Pan’s request to share confidential and proprietary Motorola trade secrets by intentionally, 
knowingly, and with intent to defraud accessing Motorola’s protected computers and, in 
furtherance of that fraud, obtaining and placing two valuable, confidential, and proprietary 
Motorola “log files” and a valuable, confidential, and proprietary “dump file” on Motorola’s 
secure internal document sharing system and recklessly causing damage and loss by impairing 
the integrity and/or availability of the Motorola proprietary trade secrets and confidential 
information and the Motorola protected computers. Defendant Bai, in furtherance of the same 
fraud, then obtained and e-mailed links giving Defendant Pan access to that confidential, 
proprietary Motorola information to Defendant Pan’s Lemko e-mail account from a protected 
Motorola computer, in direct violation of Motorola’s information protection and security policies. 
Defendant Bai sent a copy of this e-mail to Defendant Wu. 
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87. Between September 4, 2006 and April 24, 2007, an unidentified user accessed the 
three valuable, confidential proprietary, Motorola files to which Defendant Bai had provided 
Defendants Pan and Wu access links. One “log file” was accessed once, on September 4, 2006, 
while the other “log file” and the “dump file” were accessed multiple times, the last access 
occurring on April 24, 2007. 

88. On October 5, 2006, Defendant Pan wrote to Defendant Bai from his Lemko 
account and con finned “[w]e loaded your dump file.” Defendant Pan then asked for another 
valuable, confidential, and proprietary Motorola “dump file” showing the “MAC and RLC 
layer,” copying the message to Defendant Wu. By these actions. Defendants Pan and Lemko 
intentionally, knowingly, with intent to defraud, and in furtherance of that fraud requested, 
accessed, and/or uploaded valuable, confidential and proprietary Motorola information, without 
authorization, from protected Motorola computers and recklessly caused damage and loss by 
impairing the integrity and/or availability of the Motorola proprietary trade secrets and 
confidential information and the Motorola protected computers. 

89. On October 21, 2006, Defendant Wu intentionally, knowingly, and with intent to 
defraud accessed Motorola’s protected computers and, in furtherance of that fraud, obtained and 
installed Motorola’s highly valuable, confidential, and proprietary GSM/UMTS software, which 
is used to combine Motorola’s proprietary “log files” and “dump files” for GSM development, 
onto a Lemko-owned computer without authorization or exceeding her authorized access, and 
without Motorola’s knowledge or consent and recklessly caused damage and loss by impairing 
the integrity and/or availability of the Motorola proprietary trade secrets and confidential 
information and the Motorola protected computers. 
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90. Defendant Wu has also transferred a considerable number of other Motorola 
proprietary trade secrets and confidential information to Defendants Pan and Lemko without 
authorization or exceeding her authorized access, and without Motorola’s knowledge or consent. 
For example, in 2006 or sooner. Defendant Wu intentionally, knowingly, and with intent to 
defraud accessed Motorola’s protected computers and, in furtherance of that fraud, obtained and 
installed Motorola’s proprietary VPN access software on non-Motorola computers, including a 
Lemko-owned computer, without authorization or exceeding her authorized access, and without 
Motorola’s knowledge or consent. Throughout 2006, without authorization or exceeding her 
authorized access, and without Motorola’s knowledge or consent. Defendant Wu intentionally, 
knowingly, and with intent to defraud accessed Motorola’s protected computers through 
Motorola’s secure VPN, and, in furtherance of that fraud, obtained valuable information on 
numerous occasions both from a Lemko-owned computer and from a personal computer owned 
by her husband. Defendant Pan, recklessly causing damage and loss by impairing the integrity 
and/or availability of the Motorola proprietary trade secrets and confidential infonmation and the 
Motorola protected computers. 

91. On December 1, 2006, in violation of Motorola’s information protection and 
security policies and in excess of her authorization, Defendant Wu intentionally, knowingly, with 
intent to defraud, and in furtherance of that fraud, gave Defendant Pan access to valuable 
Motorola proprietary trade secrets and confidential information by e-mailing this information to 
Defendant Pan’s personal e-mail account, copying both her Motorola and her personal email 
accounts and recklessly caused damage and loss by impairing the integrity and/or availability 
of the Motorola proprietary trade secrets and confidential information and the Motorola 
protected computers. 
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92. On May 31, 2007, without authorization or exceeding her authorized access, and 
without Motorola’s knowledge or consent. Defendant Wu intentionally, knowingly, and with 
intent to defraud accessed Motorola’s protected computers and, in furtherance of that fraud, 
obtained and e-mailed documents containing valuable Motorola proprietary trade secrets and 
confidential information relating to passive subscriber location in UMTS technology from a 
protected Motorola computer to Defendant Pan’s personal e-mail account, and recklessly caused 
damage and loss by impairing the integrity and/or availability of the Motorola proprietary trade 
secrets and confidential information and the Motorola protected computers. 

93. In December of 2007, Motorola terminated Defendant Wu’s and Defendant Bai’s 
employment for violations of the Motorola policies. 

94. To date, Motorola has incurred substantial losses, in excess of $5,000 in a one- 
year period, due to Defendant Wu’s, Defendant Bai’s, Defendant Pan’s, and Defendant Lemko’s 
unauthorized access to Motorola’s protected computers and unauthorized removal, possession, 
and impairment of Motorola’s electronic files and documents, including without limitation the 
costs of investigating these Defendants’ actions and assessing the damage they caused. 

95. Defendants Wu, Bai, Pan, and Lemko, individually and in concert, without 
authorization or exceeding their authorized access, and without Motorola’s knowledge or 
consent, intentionally, knowingly, and with intent to defraud accessed Motorola’s protected 
computers, and, in furtherance of that fraud, downloaded, uploaded and transferred Motorola’s 
proprietary trade secrets and confidential information from Motorola’s protected computers for 
their individual benefit and the benefit of others, by and through nonsecure means into a 
nonsecure environment, thereby impairing the integrity and/or availability of such information. 
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Defendant Sheng’s Unauthorized Activities with Defendants Lemko and Jin 

96. Defendant Sheng is a citizen of China who has been studying or working in the 
U.S. as an engineer since 1999. 

97. In 2006, Defendant Sheng worked as a software engineer for Defendant Lemko at 
its Schaumburg, Illinois offices. 

98. In November 2006, Defendant Sheng began to work for Motorola as a software 
engineer. Nevertheless, Defendant Sheng secretly continued to work for and/or assist Defendant 
Lemko after she accepted employment with Motorola, as demonstrated by a January 29, 2007 e- 
rnail in which Defendant Sheng stated, “[tjomorrow will be the last time that I help them. I 
actually felt the same way as you felt to Shaowei [Pan] and Lemko.” 

99. In the course of her employment as a software engineer for Motorola, Defendant 
Sheng had access to Motorola’s proprietary trade secrets and confidential information in the 
performance of her duties. 

100. Motorola reposed a high level of trust and confidence in Defendant Sheng’s 
tmstworthiness, integrity, and fidelity to her obligations towards Motorola. These duties were 
memorialized in part through Defendant Sheng’s executed “Employee Confidentiality and 
Assignment of Inventions Agreement” and through her signed acknowledgment of Motorola’s 
“Code of Business Conduct.” 

101. Motorola provided Defendant Sheng with a laptop computer for use in carrying 
out her assigned tasks. Defendant Sheng had access to Motorola's secure internal computer 
networks through this laptop. 

102. In the course of its investigation, Motorola discovered the presence of Lemko 
associated source code on Sheng’s Motorola-issued laptop, as well as evidence that the laptop had 
been connected by Sheng to a USB drive containing folders labeled “Lemko.” 
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103. While Defendant Sheng surreptitiously worked for and/or assisted Defendant 
Lemko while employed by Motorola, Defendant Sheng placed Lemko associated source code on 
the Motorola laptop issued to her, in violation of Motorola's policies. 

104. Defendant Sheng also has communicated with Defendant Jin multiple times since 
Defendant Jin was detained at O’Hare International Airport by U.S. Customs on February 28, 
2007, and, upon information and belief, such communications have been related to Lemko and 
unauthorized access to Motorola source code and other valuable Motorola proprietary trade 
secrets and confidential information. 

105. On the evening of July 1, 2008, Motorola notified Defendant Sheng to report for a 
meeting with Motorola management the next day. Later that night and early in the morning of 
July 2, 2008, Defendant Sheng intentionally, knowingly, and with intent to defraud, accessed 
Motorola’s protected laptop computer and, in furtherance of that fraud, downloaded a large 
number of files containing valuable Motorola proprietary trade secrets and confidential 
information from that protected laptop onto a non-Motorola, non-secure USB hard drive without 
authorization or exceeding her authorized access, and without Motorola’s knowledge or consent, 
thereby impairing the integrity and/or availability of this information. 

106. The next day, July 2, 2008, Motorola interviewed Defendant Sheng, and 
terminated her employment for violations of Motorola’s policies. 

107. To date, Motorola has incurred substantial losses, in excess of $5,000 in a 
one-year period, due to Defendant Sheng’s unauthorized access to Motorola’s protected 
computers and unauthorized removal, possession, and impairment of Motorola’s electronic files 
and documents, including without limitation, the costs of investigating Defendant Sheng’s 
actions and assessing the damage she caused. 
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108. Defendant Sheng, individually and in concert with Defendant Lemko, Defendant 
Jin and others, without authorization or exceeding their authorized access, and without 
Motorola’s knowledge or consent, intentionally, knowingly, and with intent to defraud accessed 
Motorola’s protected computers and, in furtherance of that fraud, downloaded, uploaded, and 
transferred Motorola’s proprietary trade secrets and confidential information for her own benefit 
and the benefit of others, including Defendants Lemko and Jin, by and through nonsecure means 
into a nonsecure environment, thereby impairing the integrity and/or availability of such 
information. 

Defendants Pan, Labun, Pyskir, Cai, Zhang, Favila, Saxena and Jin 
Conspire to Form and Conduct A Fraudulent and Competing Business 
While They Are Still Employed Bv Motorola 

109. Defendant Pan was hired by Motorola on about August 1, 1994 as a Staff 
Engineer for Motorola New Enterprises. Pan was employed full-time and paid a salary by 
Motorola through about April 2, 2004. In or before July 2002, without Motorola’s knowledge or 
consent, Pan accepted employment with and/or began actively working on behalf of Defendant 
Lemko. Pan never disclosed this to Motorola, nor sought approval from Motorola for his 
simultaneous employment with Lemko. 

110. Defendant Nicholas Labun was hired by Motorola on about September 25, 1989 
as Director of Strategy, Motorola New Enterprises. Labun was employed full-time and paid a 
salary by Motorola through about May 10, 2004. In or before July 2002, without Motorola’s 
knowledge or consent, Defendant Labun accepted employment with and/or began actively 
working on behalf of Defendant Lemko. Labun never disclosed this to Motorola, nor sought 
approval from Motorola for his simultaneous employment with Lemko. 

111. Defendant Bohdan Pyskir was hired by Motorola on about January 7, 1993 as a 
Business Development Manager with Motorola Paging and Wireless Data Group. Pyskir was 
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employed full-time and paid a salary by Motorola through about March 31, 2004. In or before 
July 2002, without Motorola’s knowledge or consent, Defendant Pyskir accepted employment 
with and/or began actively working on behalf of Defendant Lemko. Pyskir never disclosed this 
to Motorola, nor sought approval from Motorola for his simultaneous employment with Lemko. 

112. Defendant Hechun Cai was hired by Motorola on about October 26, 1998 as 
“Lead Software Engineer reporting to ShaoWei Pan in the Cellular Infrastructure Group.” Cai 
was employed full-time and paid a salary by Motorola through about May 19, 2005. In or before 
September 2002, without Motorola’s knowledge or consent. Defendant Cai accepted 
employment with and/or began actively working on behalf of Defendant Lemko. Cai never 
disclosed this to Motorola, nor sought approval from Motorola for his simultaneous employment 
with Lemko. 

113. Defendant Jinzhong Zhang was hired by Motorola on about May 19, 1995, and 
was employed full-time and paid a salary by Motorola from through about July 11, 2004. In or 
before September 2002, without Motorola’s knowledge or consent. Defendant Zhang accepted 
employment with and/or began actively working on behalf of Defendant Lemko. Zhang never 
disclosed this to Motorola, nor sought approval from Motorola for his simultaneous employment 
with Lemko. 

114. Defendant Angel Favila was hired by Motorola on about December 18, 1989 as a 
programmer with the Motorola Communications Sector. Favila is still employed full-time and 
paid a salary by Motorola. In or before June 2004 without Motorola’s knowledge or consent, 
Defendant Favila accepted employment with and/or began actively working on behalf of 
Defendant Lemko. Favila never disclosed this to Motorola, nor sought approval from Motorola 
for his simultaneous employment with Lemko. 
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115. Defendant Ankur Saxena was employed full-time and paid a salary by Motorola 
from about May 31, 2000 through about August 2, 2005. In or before June 2004, without 
Motorola’s knowledge or consent. Defendant Saxena accepted employment with and/or began 
actively working on behalf of Defendant Lemko. Saxena never disclosed bis simultaneous 
employment with Lemko to Motorola, nor sought approval from Motorola for his simultaneous 
employment with Lemko.. 

116. Defendant Labun supervised Defendant Pan’s and Defendant Pyskir’s work at 
Motorola. Labun signed Pan’s performance reviews as Pan’s manager in 2000, 2001, 2002, and 

2003. Labun signed Pyskir’s performance reviews as Pyskir’s manager in 2002 and 2003. 

117. Defendant Pan supervised Defendant Cai's. Defendant Zhang’s and Defendant 
Favila’s work at Motorola. Pan signed Cai’s performance reviews as Cai’s manager each year 
between 1999 and 2004. Pan also signed Zhang’s performance reviews as Zhang’s manager 
each year between 1999 and 2004. Pan signed Favila’s performance reviews as Favila’s 
manager each year from 2001-2004. 

118. Defendant Zhang supervised Defendant Saxena’s and Defendant Jin’s work at 
Motorola. Zhang signed Saxena’s performance reviews as Saxena’s manager in 2002, 2003 and 

2004. Zhang signed Jin’s performance reviews as Jin’s manager in 2001, 2002 and 2003. 

119. While they were employed by Motorola, Defendants Pan, Labun, Pyskir, Cai and 
Zhang, together with Defendant Howell, founded Defendant Lemko. 

120. Defendants Pan, Labun, Pyskir and Howell began working on Lemko Corporation 
in or before 2002. 

121. Defendants Vorick, Cai, Zhang and Desai began working for the benefit of 
Lemko in or before 2002. 
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122. By mid-2002. Defendants already had converted their efforts and work product as 
Motorola employees into a product for Lemko, and Defendants were arranging meetings with 
customers and competitors of Motorola to show them “a working demo of the Lemko system.” 

123. Defendants Vorick, Pan, Labun, Pyskir, Zhang, Cai and Jin began discussing and 
working on Lemko patent submissions at least as early as September 2002, while Pan, Labun, 
Pyskir, Zhang and Jin were each employees of Motorola with a prior agreement to assign their 
inventions to Motorola. 

123.1 Defendant Desai acting in concert with the other defendants, including 
Defendant Faye Vorick, engaged in various activities in 2002 and 2003 to obtain, under false 
pretenses, Motorola proprietary information relating to Motorola base stations and by assisting in 
efforts to acquire and induce Motorola employees to disclose proprietary information about the 
Motorola SC300 base station and other proprietary information relating to Motorola’s 
proprietary base transceiver station (BTS) technologies for the benefit of Lemko and others. 

123.2 Defendant Desai acting by and through a company called Invium 
fraudulently induced Motorola to enter into a nondisclosure agreement (NDA) in January 2003 
in order to acquire proprietary and secret information relating to Motorola’s proprietary BTS 
technologies which were misappropriated by Lemko and other defendants, including Defendants 
Pan and Pyskir, without Motorola’s knowledge, authorization and consent and in violation of the 
contractual obligations of the NDA. 

123.3 In order to hide his secret relationship with Lemko and the secret activities 
of Defendants Pan, Pyskir and Labun, who were still employed by Motorola and working 
secretly for Lemko, Defendant Desai conspired with these Defendants to actively hide these 
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secret relationships during discussions with Motorola regarding the alleged business activities of 
Invium, which were in fact for the unauthorized benefit of Lemko and such other defendants. 

123.4 Defendant Vorick actively assisted Defendant Desai in acquiring, 
disclosing and using Motorola proprietary information, including specifications for the Motorola 
SC300 product, and acquiring, disclosing and using Motorola proprietary information to draft 
business plans for Lemko via email communications from Defendant Pan’s personal email 
account while Defendant Pan was still a full time employee of Motorola. 

123.5 Defendant Vorick played a key role as the “front” person for Lemko’s 
wrongful activities in exploiting Motorola’s proprietary trade secrets and confidential 
information for the benefit of Lemko and others, when in fact many of the defendants involved 
in these wrongful activities were still employed as full time Motorola employees. At all times 
Defendant Vorick knew or had reason to know that Lemko was engaged in the wrongful 
acquisition, disclosure and use of Motorola proprietary information, without Motorola’s 
authorization and consent. 

123.6 Defendant Vorick actively participated in all the efforts to secretly obtain 
and exploit Motorola proprietary information for the benefit of Lemko and others; including 
researching the patent filing process for Lemko while Shaowei Pan was still employed at 
Motorola; contacting Motorola to obtain proprietary pricing and technical information, 
attempting to place an order for the Motorola Model SC300 base station; checking documents to 
make sure the “Motorola” proprietary legend was changed to the “Lemko” proprietary legend; 
preparing and revising Lemko presentations using misappropriated Motorola proprietary 
information and generally running various Lemko business operations as the Lemko VP of 
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Marketing and as a member of the Lemko management team during 2002 and 2003 while 
Defendants Pan, Pyskir and Labun were still full time employees of Motorola. 

123.7 Defendant Desai also engaged in Lemko business development activities 
in 2002-2003 disguising the fact that Defendants Pan, Pyskir and Labun were still Motorola full 
time employees, and conspiring and assisting in secret activities to acquire, disclose and use 
Motorola proprietary trade secrets and confidential information that Defendant Desai knew or 
had reason to know were misappropriated from Motorola without Motorola’s authorization and 
consent. 

123.8 Both Defendants Desai and Vorick engaged in marketing and business 
activities to promote Lemko’s alleged proprietary technologies, knowing that these secret 
proprietary technologies had been misappropriated from Motorola and that Defendants Labun, 
Pyskir and Pan were still working full time as Motorola employees and actively misappropriating 
Motorola trade secrets and proprietary information for the benefit of Lemko and others. 

123.9 Defendant Vorick as a member of the secret Lemko management team 
(involving full time Motorola employees, Defendants Labun, Pan, Pyskir as well as Defendant 
Howell), actively engaged in efforts to obtain financing for Lemko’s unauthorized business 
activities including the preparation of business plans and financial projections that would result 
from Lemko products derived from the misappropriation of Motorola proprietary information 
and trade secrets. 

124. Defendants began conducting Lemko field trials at customer sites in or before 
2003. These trials involved products built upon and containing Motorola’s source code and other 
of Motorola’s proprietary trade secrets and confidential information. 
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125. In January 2003, Lemko represented to investors that it was currently selling a 
product which required no further development time or expense. 

126. Defendants Pan, Labun, Pyskir, Cai, Zhang, Favila, Saxena and Jin, individually 
and/or in concert, used Motorola assets and Motorola’s proprietary research and development, 
source code, development tools and other trade secrets to develop and market a product, acquire 
investors, prepare and file patent applications, establish and run Lemko, and used Lemko to 
exploit and transfer Motorola proprietary information to entities in China and other parts of the 
world. 

127. In 2002, 2003 and 2004, Defendants Pan, Labun, Pyskir, Cai and Zhang, 
individually and/or in concert, promoted Lemko’s business at trade shows that they attended as 
Motorola employees, and/or made sales and technical presentations and conducted 
demonstrations and trials at potential customer sites around the world while they were working 
full-time for Motorola. 

128. The products that Defendants attempted to sell and did sell on behalf of Lemko 
were developed by Motorola employees, at Motorola’s time and expense, and with the use of 
Motorola’s proprietary trade secrets and confidential information. 

129. Defendants Pan, Labun, Pyskir, Cai, Zhang, Favila, Saxena and Jin, individually 
and/or in concert, hid their dual employment from potential Lemko investors and customers by 
failing to disclose their current employment status at Motorola, and/or by fa!sely representing 
that they were former employees of Motorola when in fact they were current employees of 
Motorola. 
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130. Defendants Pan, Labun, Pyskir, Cai, Zhang, Favila, Saxena and Jin, individually 
and/or in concert, further hid their dual employment from Motorola, by directing others to 
communicate with Motorola on their behalf and on Lemko’s behalf. 

131. Prior to March 17, 2003, Defendants Howell, Pan, Labun, and Pyskir formed IDC 
Holdings, LLC, an Illinois holding company in which they were each members, for the purpose 
of hiding the Motorola employees’ direct involvement in Lemko. In January 2004, the Operating 
Agreement of IDC Holdings, LLC was amended to add Defendants Cai and Zhang as members. 
At that time, the six members of IDC Holdings, LLC collectively owned the majority of the 
stock of Lemko. IDC Holdings, LLC was voluntarily dissolved in September 2005. 

132. Defendants Howell, Vorick and Desai knew or should have known that 
Defendants Pan, Labun, Pyskir, Cai, Zhang, Favila, Saxena and Jin were full-time Motorola 
employees who were improperly acquiring, disclosing and using Motorola trade secrets for the 
benefit of Defendant Lemko. Defendants Howell, Vorick and Desai were aware that these 
Defendants, who were employed at Motorola, improperly were engaging in activities on behalf 
of Defendant Lemko that presented a clear conflict of interest in regards to their employment at 
Motorola. Defendants Howell, Vorick and Desai actively aided in the cover up of these 
Defendants’ full-time employment at Motorola and their improper conduct. 

133. Pan acted as the Chief Technical Officer of Lemko from at least January 2003 
until he resigned from Motorola and thereafter. As a Motorola employee. Pan had access to 
Motorola’s computers and Motorola’s proprietary trade secrets and confidential information. 

134. Without Motorola’s knowledge or consent, and exceeding his authorized access, 
on multiple occasions Defendant Pan obtained valuable proprietary and trade secret information 
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from Motorola’s protected computers and forwarded the Motorola information to his personal 
email account. 

135. Pan’s non-Motorola computers contain Motorola source code and other of 
Motorola’s proprietary trade secrets and confidential information, and many of these files were 
stored on Pan’s computers for use at Lemko. 

136. On multiple occasions. Pan transferred files containing Motorola’s source code 
and other of Motorola’s proprietary trade secrets and confidential information to Lemko, or 
through Lemko to third-parties for the benefit of Lemko. 

137. On at least one occasion, the words “Copyright © 2001, Motorola, Inc.” were 
removed from a Motorola source code file and the otherwise identical source code file was 
transferred to Lemko without the copyright notice and with an instruction that the attached files 
could be used to update Lemko code. 

138. On October 12, 2006, more than two years after Defendant Pan had terminated his 
employment by Motorola, more than 300 files were copied to Pan’s JAYPAN computer, all 
identical to the Motorola files recovered by the FBI from non-Motorola media during Defendant 
Jin’s arrest. These files contain Motorola’s proprietary trade secrets and confidential information, 
and nearly all of them were used in one or more Lemko customer trials. 

139. An unusually large number of USB drives were plugged into Pan’s and/or Wu’s 
personal or Lemko computers, totaling at least 83 unique USB storage devices. At least one of 
these USB devices was attached to both Pan’s computer and Defendant Jin’s Motorola-issued 
laptop computer. 
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COUNT ONE 

COMPUTER FRAUD AND ABUSE ACT 
(Against Lemko, Pan, Jin, Wu, Bai, and Sheng) 

140. Motorola repeats and realleges the averments of paragraphs 1-139 as if fully set 
forth herein. 

141. All computers used by Defendants without authorization or in excess of 
authorized access, or to destroy or impair Motorola information, including but not limited to all 
servers, desktop computers, laptop computers, external hard drives, “Blackberry” and/or “Q” 
devices, and thumb drives, USB drives, and “flash” drives, were at all relevant times used in 
interstate commerce and are protected computers pursuant to the Computer Fraud and Abuse 
Act, 18 U.S.C. § 1030(e). The Motorola proprietary trade secrets and confidential information is 
stored on, and may be accessed from, one or more of these protected computers owned by 
Motorola, access to which is strictly controlled via various security measures, including secret 
passwords, and all are used in or affect interstate or foreign communications or commerce. 

142. Defendants intentionally accessed the secure, protected computers of Motorola or 
other protected computers without authorization or exceeding their authorization, and thereby 
obtained information from those protected computers, in violation of 18 U.S.C. § 1030(a)(2)(C). 

143. Defendants knowingly and with the intent to defraud, accessed the secure, 
protected computers of Motorola or other protected computers, or caused others to access the 
secure, protected computers of Motorola, without authorization or in excess of their authorized 
access and in furtherance of the intended fraud obtained the valuable Motorola proprietary trade 
secrets and confidential information and/or other valuable information or the valuable use of the 
secure Motorola network and computers, which has a value exceeding five thousand dollars 
($5,000.00) in a one-year period, in violation of 18 U.S.C. § 1030(a)(4). 
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144. Defendants knowingly caused the transmission of a program, information, code, 
or command and/or intentionally accessed the protected computers of Motorola and/or other 
protected computers, and, as a result, intentionally and without authorization, recklessly caused 
damage and loss to the secure, protected computers of Motorola and/or other protected 
computers in violation of 18 U.S.C. § 1030(a)(5)(A)-(C). ] 

145. Defendants, through their actions in violation of 18 U.S.C. § 1030(a)(2), (a)(4), 
and (a)(5)(A)-(C), have caused Motorola to incur losses for responding to and investigation of 
Defendants’ misconduct, including damage and security assessments, exceeding five thousand 
dollars ($5,000.00) during a one-year period in violation of 18 U.S.C. § 1030(g) and 
(c)(4)(A)(i)(l); the investigation of such losses continues. 

146. In addition to an award of compensatory damages, Motorola also is entitled to 
injunctive relief pursuant to 18 U.S.C. § 1030(g), restraining and enjoining Defendants and all 
those in privity, concert or participation with Defendants from engaging in such wrongful acts in 
violation of 18 U.S.C. § 1030(a)(2), (a)(4), and (a)(5)(A)-(C). 

WHEREFORE, Plaintiff respectfully requests that this Court enter the following relief 
against Defendants: 

a. enter judgment in favor of Motorola on Count One; 

b. award both preliminary and permanent injunctive relief pursuant to 18 U.S.C. § 
1030, et seq., restraining and enjoining Defendants and all those in privity, 
concert or participation with them from engaging in acts and practices in violation 
thereof; 

c. award compensatory damages pursuant to 18 U.S.C. § 1030, et seq., in an amount 
in excess of $5,000.00 to be proven at trial; 


By order of February 11.2009, the Court dismissed Plaintiff s claim for violation of 18 U.S.C. 

§ 1030(a)(5). Plaintiff recognizes the Court's ruling as current law of the case, but repleads its claim 
for violation of section 1030(a)(5) in this Second Amended Complaint in order to preserve the issue 
for appeal. 
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d. enter an order compelling Defendants to return any and all of Plaintiffs 
proprietary trade secrets and confidential information including all types of 
scientific, technical and engineering information, files, documents, drawings, 
schematics, programs, object code, source code, designs, prototypes and the 
like, in Defendants’ possession, custody or control, and wherever and however 
stored physically, electronically, graphically, photographically, or in writing, 
and all derivations and compilations and/or other memorializations of such 
purloined information; together with such other affirmative relief required to 
compel compliance with this order, including the use of electronic evidence 
experts and other technicians; 

e. enter an order compelling Defendants to disclose its actual and potential 
customers and any and all persons and entities to which Defendants disclosed 
Plaintiffs proprietary trade secrets and confidential information; and 

f. such further relief as this Court may deem just and proper, in law or equity. 


COUNT TWO 

THREATENED OR ACTUAL 
MISAPPROPRIATION OF TRADE SECRETS 

(Against All Defendants) 

147. Motorola repeats and realleges the averments of paragraphs 1-139 as if fully set 
forth herein. 

148. The Motorola proprietary trade secrets and confidential information, set forth 
individually and collectively in the preceding paragraphs of the Complaint, are statutory “trade 
secrets” protected by the Illinois Trade Secrets Act, 765 ILCS 1065/1 etseq. 

149. At all times. Motorola has taken reasonable measures to protect the Motorola 
proprietary trade secrets and confidential information, and Motorola derives economic value and 
competitive advantage from such information not being generally known to the public or trade. 

150. There exists the threatened or actual misappropriation of trade secrets by the 
Defendants, acting individually and in concert, to acquire, disclose and/or use, by improper 
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means, the Motorola proprietary trade secrets and confidential information for their own benefit 
and/or the benefit of others without or exceeding Motorola’s authorization and consent. 

151. Motorola has sustained and will continue to sustain damages, and Defendants 
have been and will continue to be unjustly enriched in an amount to be proven at trial, as a direct 
result of Defendants’ threatened or actual misappropriation of the Motorola proprietary trade 
secrets and confidential information. 

152. Defendants’ threatened or actual misappropriation of the Motorola proprietary 
trade secrets and confidential information has been willful and malicious and entitles Motorola to 
exemplary damages and an award of attorneys’ fees and costs pursuant to the Illinois Trade 
Secrets Act, 765 ILCS 1065/1 et seq . 

153. Motorola also is entitled to injunctive relief to prevent the threatened or actual 
misappropriation of the Motorola proprietary trade secrets and confidential information by 
Defendants pursuant to the Illinois Trade Secrets Act, 765 ILCS 1065/1 ef seq. 

WHEREFORE, Plaintiff respectfully requests that this Court enter the following relief 
against Defendants: 

a. enter judgment in favor of Motorola on Count Two; 

b. both preliminary and permanent relief pursuant to 765 ILCS 1065/1, et seq. 
restraining and enjoining Defendant Lemko, its officers, directors, employees, 
agents, and all those in privity, concert or participation with it from the threatened 
or actual misappropriation of the Motorola proprietary trade secrets and 
confidential information; 

c. both preliminary and permanent relief pursuant to 765 ILCS 1065/1, et seq. 
restraining and enjoining Defendants Pan, Jin, Wu, Bai, Sheng, Labun, Pyskir, 
Cai, Zhang, Favila, Saxena, Howell, Vorick and Desai, and all those in privity, 
concert or participation with them from the threatened or actual misappropriation 
of the Motorola proprietary trade secrets and confidential information; 

d. a finding that Defendants’ acts and conduct constitute the actual or threatened 
misappropriation of trade secrets in violation of 765 ILCS 1065/1, et seq., and that 
such acts and conduct are and have been willful and malicious; 
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e. compensatory and increased damages sustained as a result of Defendants’ 
wrongful actions, together with an accounting of Defendants’ profits and unjust 
enrichment arising from such actions; 

f. an order compelling Defendants to return any and all of Plaintiffs proprietary 
trade secrets and confidential information including all types of scientific, 
technical and engineering information, files, documents, drawings, schematics, 
programs, object code, source code, designs, prototypes and the like, in 
Defendants’ possession, custody or control, and wherever and however stored 
physically, electronically, graphically, photographically, or in writing, and all 
derivations and compilations and/or other memorializations of such purloined 
information; together with such other affirmative relief required to compel 
compliance with this order, including the use of electronic evidence experts and 
other technicians; 

g. an order compelling Defendants to disclose its actual and potential customers and 
any and all persons and entities to which Defendants disclosed Plaintiffs 
proprietary trade secrets and confidential information; 

h. attorneys’ fees and costs pursuant to 765 D_CS 1065/1, et seq.; and 

i. such further relief as this Court may deem just and proper, in law or equity. 


COUNT THREE 

BREACH OF FfDIJOARY DUTY 

(Against Defendants Jin, Wu, Bai, and Sheng) 

154. Motorola repeats and realleges the averments of paragraphs 1-139 as if fully set 

forth herein. 

155. Defendants Jin, Wu, Bai, and Sheng each held positions of trust and confidence 
with Motorola, and each owed Motorola a duty of loyalty as Motorola’s employees. 

156. Defendants Jin, Wu, Bai, and Sheng, individually and in concert, abused their 
respective positions of trust and confidence with Motorola to further their private interests, failed 
to protect the corporate property of Motorola, and deprived Motorola of profit or advantages in 
the marketplace. 
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157. Defendants Jin, Wu, Bai, and Sheng, by their actions individually and in concert, 
violated the duty of loyalty required of them as employees of Motorola not to engage in 
competition with Motorola while employed by Motorola. 

158. Defendants Jin, Wu, Bai, and Sheng, individually and in concert, acted with fraud, 
oppression, and/or malice. 

159. Motorola has sustained losses and damages as a direct and proximate result of 
Defendant’s wrongful actions described herein in an amount to be determined at trial. 

WHEREFORE, Plaintiff respectfully requests that this Court enter the following relief 
against Defendants: 

a. enter judgment in favor of Motorola on Count Three; 

b. compensatory damages, including disgorgement, for the breach of fiduciary duty 
by Defendants Jin, Wu, Bai, and Sheng; 

c. exemplary damages for the acts constituting breach of fiduciary duty committed 
with fraud, oppression, and/or malice; and 

d. such further relief as this Court may deem just and proper, in law or equity. 

COUNT FOUR 

BREACH OF FIDUCIARY DUTY 

(against Defendants Pan, La bun, Pyskir, Cal, Zhang, Favila, and Saxena) 

160. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

161. Defendants Pan, Pyskir, Cai, Zhang, Favila, and Saxena held positions of trust 
and confidence with Motorola, and each owed Motorola a duty of loyalty as Motorola’s 
employees. 
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162. Defendant Labun was both an officer and employee of Motorola and therefore 
held a position of heightened trust and confidence with Motorola and owed Motorola a 
heightened duty of loyalty as an officer and employee of Motorola. 

163. Defendants Labun, Pan, Pyskir, Cai, Zhang, Favila, and Saxena, individually and 
in concert, abused their respective positions of trust and confidence with Motorola to further 
their private interests, failed to protect the corporate property of Motorola, and deprived 
Motorola of profit or advantages in the marketplace. 

164. Defendants Labun, Pan, Pyskir, Cai, Zhang, Favila, and Saxena, individually and 
in concert, violated the duty of loyalty required of them as employees of Motorola not to engage 
in competition with Motorola while employed by Motorola. 

165. Defendants Labun, Pan, Pyskir, Cai, Zhang, Favila, and Saxena, individually and 
in concert, acted with fraud, oppression, and/or malice. 

166. Motorola has sustained losses and damages as a direct and proximate result of 
Defendants’ wrongful actions described herein. 

WHEREFORE, Plaintiff respectfully requests that this Court enter the following relief 
against Defendants: 

a. enter judgment in favor of Motorola on Count Four; 

b. award compensatory damages in an amount to he determined at trial; 

c. order disgorgement of all payments, revenue, profits, monies, royalties and any 
other benefits derived or obtained by Defendants from the breach of their 
fiduciary duties to Motorola; 

d. award punitive damages for the acts constituting breach of fiduciary duty 
committed with fraud, oppression and/or malice in an amount sufficient to punish 
Defendants and deter such misconduct in the future; 

e. order restitution and forfeiture of all compensation and benefits paid to 
Defendants by Motorola during the period of the breach of Defendants’ loyalty to 
Motorola; and 

f. such further relief as this Court may deem just and proper, in law or equity. 
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COUNT FI VE 

USURPATSON OF CORPORATE OPPORTUNITY 

(Against Pan, Labiin, Pvskirl 

167. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

168. Defendant Pan, Defendant Labun and Defendant Pyskir held positions of 
authority and trust at Motorola, and were entrusted with Motorola’s proprietary trade secrets and 
confidential information. 

169. Defendants owed certain fiduciary duties to Motorola on account of their 
positions at Motorola. 

170. Defendants used Motorola’s proprietary trade secrets and confidential information 
for their own benefit and for the benefit of Defendant Lemko, both before and after the 
termination of their employment by Motorola. 

171. Defendants failed to disclose business opportunities to Motorola and, instead, 
diverted opportunities that were developed through the use of Motorola assets to Defendant 
Lemko. 

172. Defendants’ conduct violated their duty of loyalty to their employer. Motorola, 
and their obligation to act in the best interest of Motorola. 

173. Defendants’ breaches of their fiduciary duty were a proximate cause of injur}' to 
Motorola. 

WHEREFORE, Plaintiff respectfully requests that this Court enter the following relief 
against Defendants: 

a. enter judgment in favor of Motorola on Count Five; 

b. award compensatory damages in an amount to be determined at trial; 
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c. order disgorgement of all payments, revenue, profits, monies, royalties and any 
other benefits derived or obtained by Defendants from the breach of their 
fiduciary duties to Motorola; 

d. award punitive damages for the acts constituting breach of fiduciary duty 
committed with fraud, oppression and/or malice in an amount sufficient to punish 
Defendants and deter such misconduct in the future; 

e. order restitution and forfeiture of all compensation and benefits paid to 
Defendants Pan, Labun and Pyskir by Motorola during the period of the breach of 
Defendants’ loyalty to Motorola; and 

f. such further relief as this Court may deem just and proper, in law or equity. 

COUNT SIX 

DECLARATORY JUDGMENT OF PATENT OWNERSHIP 

(Against Lemko, Pan And Labun) 

174. Motorola repeats and realleges the averments of paragraphs 1-139, 188-220 as if 
fully set forth herein. 

175. Defendant Pan’s employment responsibilities at Motorola included assisting in 
the development of innovative mobile communication system technologies, including the 
conception and design of distributed mobile communications systems, methods and devices. 

176. Defendant Labun’s employment responsibilities at Motorola included the 
development of new business, through the creation and commercialization of proprietary 
Motorola technology, and assisting in the development and commercialization of innovative 
mobile communication system technologies, including the conception and design of distributed 
mobile communications systems, methods and devices. 

177. Beginning in or before September 2002, Defendants Pan and Labun began 
planning patent filings on behalf of Lemko for inventions, innovations or ideas that they 
developed or conceived during their employment at Motorola, and which related to the actual or 
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anticipated business activities of Motorola, and/or which resulted from or were suggested by 
work which Pan and Labun did for Motorola. 

178. Pan and Labun used Motorola’s offices, equipment, laboratories, other facilities, 
supplies, materials, and/or subordinates’ time to substantially complete the inventions developed 
and conceived during their employment at Motorola. 

179. Pan and Labun failed to disclose their inventions, innovations and ideas to 
Motorola, and further failed to submit records of these inventions to Motorola, as required by 
their agreements with Motorola and their fiduciary duties to Motorola. 

180. Lemko is the assignee of certain patents and patent applications disclosing and 
claiming a system, method and device for providing communications using a distributed mobile 
architecture, namely U.S. Patent No. 7,539,158, U.S. Patent No. 7,486,967, U.S. Patent No. 
7,548,763, and U.S. Patent No. 7,653,414 (hereinafter the “Lemko Patents”); U.S. Patent 
Application Nos. 11/393,993, 11/451,238, 11/858,762, 11/955,017, 12/108,209, 12/146,618, 
12/163,601, 12/171,840, 12/172,639, 12/238,269, 12/425,147 and 12/471,253 and International 
Patent Application Nos. PCT/US2009/045951 and PCT/US2009/045957 (hereinafter the 
“Lemko Patent Applications”). 

181. The named inventor(s) listed on the Lemko Patents and the Lemko Patent 
Applications are Pan and/or Pan and Labun. 

182. The patent application leading to U.S, Patent 7,539,158 was filed on November 8, 
2004, only months after Pan and Labun departed from Motorola. 

183. The patent applications leading to U.S. Patent 7,486,967 and U.S. Patent No. 
7,548,763, respectively, were each filed on April 13, 2005. 
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184. Each of the inventions disclosed and claimed in the Lemko Patents and the 
Lemko Patent Applications were developed and/or conceived by Pan, or by Pan and Labun, or 
by Pan and/or Labun jointly with others at Motorola, during the term of their employment at 
Motorola. 

185. There is an actual and justiciable controversy regarding the rightful owner of the 
invention or inventions disclosed and claimed in the Lemko Patents and the Lemko Patent 
Applications, and all inventions derived therefrom. 

i 86. Motorola is entitled to a declaration that the inventions disclosed and claimed in 
the Lemko Patents and the Leniko Patent Applications, and all inventions derived therefrom, 
were previously assigned to Motorola by inventors Pan and Labun. 

187. Motorola thus seeks a declaration from this Court pursuant to the Declaratory 
Judgment Act, 28 U.S.C. §§ 2201, that Motorola is the rightful owner of the Lemko Patents and 
the Lemko Patent Applications and all other inventions and patent applications pending 
worldwide that were derived from the inventions claimed in the Lemko Patents and the Lemko 
Patent Applications, and any other inventions developed by Defendants at Motorola and using 
Motorola resources. 

WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendants Lemko, Pan and Labun: 

a. a declaration that Motorola owns all right, title and interest to the invention or 
inventions disclosed and claimed in the Lemko Patents, and all inventions derived 
therefrom; 

b. a declaration that Motorola owns all right, title and interest to the invention or 
inventions disclosed and claimed in the Lemko Patent Applications, all inventions 
derived therefrom, and any patent, continuation patent, or divisional patent that 
may issue therefrom, 

c. order Pan and Labun to make a full and complete disclosure to Motorola of the 
invention or inventions disclosed in the Lemko Patent Applications; 
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d. order Lemko, Pan and Labun to assign to Motorola all of their right, title and 
interest in the Lemko Patents, and any continuation or divisional patents that may 
issue therefrom. 

e. order Lemko, Pan and Labun to assign to Motorola all of their right, title and 
interest in the Lemko Patent Applications, and any patents issuing from such 
applications and all worldwide right, title and interest to the invention disclosed 
therein; 

f. enter a preliminary and permanent injunction enjoining Lemko, Pan and Labun, 
and those persons in active concert with them, from employing the methods, or 
from making, using, offering to sell or selling, or importing into the United States, 
the apparatus claimed in the Lemko Patents; 

g. enter a preliminary and permanent injunction enjoining Lemko, Pan and Labun, 
and those persons in active concert with them, from employing the methods or 
from making, using, offering to sell or selling, or importing into the United States 
the apparatus claimed in the Lemko Patent Applications as of the issue date of any 
patent which issues from such applications; and 

h. grant such other and further relief as this Court deems appropriate under the 
circumstances. 

C OUNT SEVEN 
BREACH OF CONTRACT 

('Against Paul 

188. Motorola repeats and realleges the averments of paragraphs 1-139, 175-187, as if 
fully set forth herein. 

189. In consideration of his employment at Motorola and the salary and wages paid to 
him by Motorola, on August 1, 1994, Pan voluntarily executed an Employment Agreement with 
Motorola in the same form and substance as the attached EXHIBIT A. 

190. In the Employment Agreement, Pan agreed not to use, publish, or otherwise 
disclose to others, either during or subsequent to his employment by Motorola, any confidential 
information of Motorola, or Motorola’s customers and suppliers. 
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191. In the Employment Agreement, Pan further agreed that upon termination of his 
employment by Motorola he would promptly deliver to Motorola all documents and other 
records belonging to Motorola or relating to the business activities of Motorola. 

192. In the Employment Agreement, Pan assigned to Motorola the entire right, title and 

interest to any inventions, innovations or ideas developed or conceived by Pan during his 

employment at Motorola, as follows: 

I hereby assign to Motorola as its exclusive property the 
entire right, title and interest in all my inventions, 
innovations, or ideas developed or conceived by me solely, 
or jointly with others, at any time during the term of my 
employment and which inventions, innovations, or ideas 
relate to the actual or anticipated business activities of 
Motorola, or result from, or are suggested by, work which I 
do for Motorola. 

193. in the Employment Agreement, Pan further agreed to make and maintain written 
records of his inventions, innovations or ideas, and to submit such records and any supplemental 
oral disclosures to designated representatives of Motorola, and to provide Motorola assistance in 
obtaining patents and other legal protection for inventions or innovations in the United States and 
any other country. 

194. Defendant Pan further signed a Software Licensing, Information Protection and 
Non-Disclosure Agreement on or about August I. 1994, whereby he agreed to use Motorola’s 
computer resources and systems only for management-approved business purposes. 

195. In the Software Licensing, Information Protection and Non-Disclosure 
Agreement, Pan further agreed not to copy, disclose or use any confidential or proprietary 
information which is owned by or entrusted to Motorola except to perform his job 
responsibilities. 
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196. On or about August 1, 1994, Pan acknowledged that he had been provided with a 
copy of the Motorola “Code of Conduct” and understood that he was required to abide by its 
provisions, including that Pan “may not work for or receive payments for services from any 
competitor, customer, distributor or supplier of Motorola without prior approval,” and further 
that Pan was required to “disclose any situation that may be or appear to be a conflict of 
interest.” 

197. On or about March 31, 2004, Pan signed an Employee Separation Statement. 
Pursuant to this Statement Pan reconfirmed that he would not use or publish or otherwise 
disclose to others any confidential information of Motorola or its customers, and acknowledged 
that such confidential information existed not only within the scope of his immediate work at 
Motorola, but also in other work areas at Motorola to which he was exposed. Further, Pan 
represented that he had delivered to Motorola all documents and other records relating to the 
business activities of Motorola and other items belonging to Motorola, and agreed to return any 
Motorola items remaining in his possession within three (3) days. Further, Pan represented that 
he had complied with the terms of the Employment Agreement regarding the submission of 
inventions to Motorola. 

198. Pan has breached his agreements with Motorola by copying, using and/or 
disclosing Motorola confidential and proprietary information for purposes other than in the 
performance of his job duties for Motorola, and by retaining, using and disclosing Motorola 
confidential and proprietary information to Lemko and other third parties, and by working for 
Lemko during the term of his employment by Motorola without disclosing the conflict of interest 
to Motorola or obtaining the prior approval of Motorola. 
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199. Pan has further breached his agreements with Motorola by failing to assign to 
Motorola the rights, title and interest in the inventions disclosed and claimed in the Lemko 
Patents and the Lemko Patent Applications, and instead assigning the Lemko Patents and the 
Lemko Patent Applications to Defendant Lemko. 

200. Motorola has been injured by Pan’s breaches of the foregoing agreements. 

201. Pan’s failure to disclose to Motorola the inventions, innovations or ideas that he 
developed or conceived while working for Motorola has caused, and will continue to cause, 
irreparable harm to Motorola, for which there is no adequate remedy at law. 

202. Pan’s failure to submit records of his inventions to Motorola or to provide 
Motorola assistance in obtaining patents and other legal protection has caused, and will continue 
to cause, irreparable harm to Motorola, for which there is no adequate remedy at law. 

203. Pan’s failure to assign the inventions to Motorola has caused, and will continue to 
cause, irreparable harm to Motorola, for which there is no adequate remedy at law. 

WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendant Pan: 

a. enter judgment in favor of Motorola on Count Seven; 

b. award compensatory damages in an amount to be determined at trial; 

c. order restitution and forfeiture of all compensation and benefits paid to Defendant 
Pan by Motorola during the period of the breach of Defendant Pan’s loyalty to 
Motorola; 

d. order specific performance by Pan to comply with and satisfy his contractual 
obligations to Motorola; 

e. imposition of a constructive trust in favor of Motorola over all revenues or other 
benefits derived from the Lemko Patents or Patent Applications; and 

f. such further relief as this Court may deem just and proper, in law or equity. 
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COUNT EIGHT 
BREACH OF CONTRACT 

(Against .Labun) 

204. Motorola repeats and realleges the averments of paragraphs 1-139, 175-187, as if 
fully set forth herein. 

205. In consideration of his employment at Motorola and the salary and wages paid to 
him by Motorola, on September 15, 1989, Labun voluntarily executed an Employment 
Agreement with Motorola in the same form and substance as the attached EXHIBIT A. 

206. In the Employment Agreement, Labun agreed not to use, publish, or to otherwise 
disclose to others, either during or subsequent to his employment by Motorola, any confidential 
information of Motorola, or Motorola’s customers and suppliers. 

207. In his Employment Agreement, Labun further agreed that upon termination of his 
employment by Motorola he would promptly deliver to Motorola all documents and other 
records belonging to Motorola or relating to the business activities of Motorola. 

208. In the Employment Agreement, Labun assigned to Motorola the entire right, title 

and interest to any inventions, innovations or ideas developed or conceived by Labun during his 

employment at Motorola, as follows: 

I hereby assign to Motorola as its exclusive property the 
entire right, title and interest in all my inventions, 
innovations, or ideas developed or conceived by me solely, 
or jointly with others, at any time during the term of my 
employment and which inventions, innovations, or ideas 
relate to the actual or anticipated business activities of 
Motorola, or result from, or are suggested by, work which I 
do for Motorola. 

209. In the Employment Agreement, Labun further agreed to make and maintain 
written records of his inventions, innovations or ideas, and to submit such records and any 
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supplemental oral disclosures to designated representatives of Motorola, and to provide Motorola 
assistance in obtaining patents and other legal protection for inventions or innovations in the 
United States and any other country. 

210. On or about September 15, 1989, Labun acknowledged that he had been provided 
with a copy of the Motorola “Code of Conduct” and understood that he was required to abide by 
its provisions, including that Labun “may not work for or receive payments for services from any 
competitor, customer, distributor or supplier of Motorola without prior approval,” and further 
that Labun was required to “disclose any situation that may be or appear to be a conflict of 
interest.” 

211. Defendant Labun further signed a Software Licensing, Information Protection and 
Non-Disclosure Agreement, whereby he agreed to use Motorola’s computer resources and 
systems only for management-approved business purposes. 

212. In the Software Licensing, Information Protection and Non-Disclosure 
Agreement, Labun further agreed not to copy, disclose or use any confidential or proprietary 
information which is owned by or entrusted to Motorola except to perform his job 
responsibilities. 

213. On or about May 11, 2004, Labun entered into a Separation and Release 
Agreement with Motorola. Pursuant to this Separation and Release Agreement, Motorola agreed 
to pay to Labun a lump sum separation payment and other benefits. Labun agreed to maintain 
the confidentiality of Motorola’s confidential or proprietary information and trade secrets in 
accordance with agreements previously signed by Labun and with the law applicable to Labun as 
an officer of Motorola, including but not limited to state trade secret protection statutes and 
Labun’s common law fiduciary duty and duty of loyalty. Labun further agreed (a) that he would 
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give Motorola advance written notice of his intent to disclose any potentially confidential 
information obtained by Labun as a result of his employment by Motorola; (b) that he would not 
perform any duties or responsibilities for any third party that would involve the disclosure of 
Motorola confidential and/or proprietary information or trade secrets or that would present a 
reasonable possibility of such disclosure, (c) that he would not recruit, solicit or induce, or cause, 
allow, permit or aid others to recruit, solicit or induce, or to communicate in support of those 
activities, any employee of Motorola to terminate his/her employment with Motorola and/or to 
seek employment with Labun’s new or prospective employer, or any other company, and (d) that 
he would immediately inform Motorola about any new employment, start up business or self- 
employment in which he engaged in the two-year period following his May 10, 2004 separation 
date. Labun further agreed to repay to Motorola the sums that he received pursuant to the 
Separation Agreement and other benefits upon Labun’s breach of the Separation Agreement. 

214. Labun has breached the foregoing agreements with Motorola by copying, using 
and/or disclosing Motorola confidential and proprietary information for purposes other than in 
the performance of his job duties for Motorola, and by retaining, using and disclosing Motorola 
confidential and proprietary information to Lemko and other third parties, and by working for 
Lemko during the term of his employment by Motorola without obtaining the prior approval of 
Motorola or disclosing the conflict of interest to Motorola. 

215. Labun has further breached the foregoing agreements with Motorola by failing to 
assign to Motorola the rights, title and interest in the inventions disclosed and claimed in the 
Lemko Patents and the Lemko Patent Applications, and instead assigning the Lemko Patents and 
the Lemko Patent Applications to Defendant Lemko. 
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216. Labun has further breached the foregoing agreements with Motorola by 
recruiting, soliciting or inducing employees of Motorola to terminate their employment with 
Motorola and to seek employment with Lemko. 

217. Motorola has been injured by Labun’s breaches of the foregoing agreements. 

218. Labun’s failure to disclose to Motorola the inventions, innovations or ideas that 
he developed or conceived while working for Motorola has caused, and will continue to cause, 
irreparable harm to Motorola, for which there is no adequate remedy at law. 

219. Labun’s failure to submit records of his inventions to Motorola or to provide 
Motorola assistance in obtaining patents and other legal protection has caused, and will continue 
to cause, irreparable harm to Motorola, for which there is no adequate remedy at law. 

220. Labun’s failure to assign the inventions to Motorola has caused, and will continue 
to cause, irreparable harm to Motorola, for which there is no adequate remedy at law. 

WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendant Labun: 

a. enter judgment in favor of Motorola on Count Eight; 

b. award compensatory damages in an amount to be determined at trial 

c. order restitution and forfeiture of all compensation and benefits paid to Defendant 
Labun by Motorola during the period of the breach of Defendant Labun’s loyalty 
to Motorola; 

d. order specific performance by Labun to comply with and satisfy his contractual 
obligations to Motorola; 

e. imposition of a constructive trust in favor of Motorola over all revenues or other 
benefits derived from the Lemko Patents or Patent Applications; and 

f. such further relief as this Court may deem just and proper, in law or equity. 
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COUNT NINE 
BREACH OF CONTRACT 

I Against Pyskir) 

221. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

222. In consideration of his employment at Motorola and the salary and wages paid to 
him by Motorola, on July 6, 1993, Pyskir voluntarily executed an Employment Agreement with 
Motorola in the same form and substance as the attached EXHIBIT A. 

223. In the Employment Agreement, Pyskir agreed not to use, publish, or otherwise 
disclose to others, either during or subsequent to his employment by Motorola, any confidential 
information of Motorola, or Motorola’s customers and suppliers. 

224. In his Employment Agreement, Pyskir further agreed that upon termination of his 
employment by Motorola he would promptly deliver to Motorola all documents and other 
records belonging to Motorola or relating to the business activities of Motorola. 

225. In the Employment Agreement, Pyskir assigned to Motorola the entire right, title 

and interest to any inventions, innovations or ideas developed or conceived by Pyskir during his 

employment at Motorola, as follows: 

I hereby assign to Motorola as its exclusive property the 
entire right, title and interest in all my inventions, 
innovations, or ideas developed or conceived by me solely, 
or jointly with others, at any time during the term of my 
employment and which inventions, innovations, or ideas 
relate to the actual or anticipated business activities of 
Motorola, or result from, or are suggested by, work which I 
do for Motorola. 

226. In the Employment Agreement, Pyskir further agreed to make and maintain 
written records of his inventions, innovations or ideas, and to submit such records and any 
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supplemental oral disclosures to designated representatives of Motorola, and to provide Motorola 
assistance in obtaining patents and other legal protection for inventions or innovations in the 
United States and any other country. 

227. On or about July 6, 1993, Pyskir acknowledged that he had been provided with a 
copy of the Motorola “Code of Conduct” and understood that he was required to abide by its 
provisions, including that Pyskir “may not work for or receive payments for services from any 
competitor, customer, distributor or supplier of Motorola without prior approval,” and further 
that Pyskir was required to “disclose any situation that may be or appear to be a conflict of 
interest.” 

228. On or about March 25, 2004, Pyskir signed an Employment Termination 
Statement. Pursuant to this Statement Pyskir reconfirmed that he would not use or publish or 
otherwise disclose to others any confidential information of Motorola or its customers, and 
acknowledged that such confidential information existed not only within the scope of his 
immediate work at Motorola, but also in other work areas at Motorola to which he was exposed. 
Further, Pyskir represented that he had delivered to Motorola all documents and other records 
relating to the business activities of Motorola and other items belonging to Motorola, and agreed 
to return any Motorola items remaining in his possession within three (3) days. Further, Pyskir 
represented that he had complied with the terms of the Employment Agreement regarding the 
submission of inventions to Motorola. 

229. Pyskir has breached his agreements with Motorola by copying, using and/or 
disclosing Motorola confidential and proprietary information for purposes other than in the 
performance of his job duties for Motorola, and by retaining, using and disclosing Motorola 
confidential and proprietary information to Lemko and other third parties, and by working for 
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Lemko during the term of his employment by Motorola without obtaining the prior approval of 
Motorola or disclosing the conflict of interest to Motorola. 

230. Motorola has been injured by Pyskir’s breaches of the foregoing agreements. 
WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendant Pyskir: 

a. enter judgment in favor of Motorola on Count Nine; 

b. award compensatory damages in an amount to be determined at trial 

c. order restitution and forfeiture of all compensation and benefits paid to Defendant 
Pyskir by Motorola duri ng the period of the breach of Defendant Pyskir’s loyalty 
to Motorola; and 

d. such further relief as this Court may deem just and proper, in law or equity. 


COUNT TEN 

BREACH OF CONTRACT 

(Against Cap 

231. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

232. In consideration of his employment at Motorola and the salary and wages paid to 
him by Motorola, October 26, 1998, Cal voluntarily executed an Employment Agreement with 
Motorola in the same form and substance as the attached EXHIBIT A. 

233. In the Employment Agreement, Cai agreed not to use, publish, or otherwise 
disclose to others, either during or subsequent to his employment by Motorola, any confidential 
information of Motorola, or Motorola’s customers and suppliers. 

234. In his Employment Agreement, Cai further agreed that upon termination of his 
employment by Motorola he would promptly deliver to Motorola all documents and other 
records belonging to Motorola or relating to the business activities of Motorola. 
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235. In the Employment Agreement, Cai assigned to Motorola the entire right, title and 

interest to any inventions, innovations or ideas developed or conceived by Cai during his 

employment at Motorola, as follows: 

I hereby assign to Motorola as its exclusive property the 
entire right, title and interest in all my inventions, 
innovations, or ideas developed or conceived by me solely, 
or jointly with others, at any time during the term of my 
employment and which inventions, innovations, or ideas 
relate to the actual or anticipated business activities of 
Motorola, or result from, or are suggested by, work which 1 
do for Motorola. 

236. Cai further agreed to make and maintain written records of his inventions, 
innovations or ideas, and to submit such records and any supplemental oral disclosures to 
designated representatives of Motorola, and to provide Motorola assistance in obtaining patents 
and other legal protection for inventions or innovations in the United States and any other 
country. 

237. Defendant Cai further signed a Software Licensing, Information Protection and 
Non-Disclosure Agreement on or about October 26, 1998, whereby he agreed to use Motorola’s 
computer resources and systems only for management-approved business purposes. 

238. In the Software Licensing, Information Protection and Non-Disclosure 
Agreement, Cai further agreed not to copy, disclose or use any confidential or proprietary 
information which is owned by or entrusted to Motorola except to perform his job 
responsibilities. 

239. On or about October 26, 1998, Cai signed an Acknowledgement that he had been 
provided with a copy of the Motorola “Code of Conduct” and understood that he was required to 
abide by its provisions as an ongoing condition of his employment at Motorola and understood 
that he was required to abide by its provisions, including that Cai “may not work for or receive 
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payments for services from any competitor, customer, distributor or supplier of Motorola without 
prior approval,” and further that Cai was required to “disclose any situation that may be or 
appear to be a conflict of interest.” 

240. Cai has breached his agreements with Motorola by copying, using and/or 
disclosing Motorola confidential and proprietary information for purposes other than in the 
performance of his job duties for Motorola, and by retaining, using and disclosing Motorola 
confidential and proprietary information to Lemko and other third parties, and by working for 
Lemko during the term of his employment by Motorola without obtaining the prior approval of 
Motorola or disclosing the conflict of interest to Motorola. 

241. Motorola has been injured by Cai’s breaches of the foregoing agreements. 

WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 

following relief against Defendant Cai: 

a. enter judgment in favor of Motorola on Count Ten; 

b. award compensatory damages in an amount to be determined at trial 

c. order restitution and forfeiture of all compensation and benefits paid to Defendant 
Cai by Motorola during the period of the breach of Defendant Cai’s loyalty to 
Motorola; and 

d. such further relief as this Court may deem just and proper, in law or equity. 

COUNT ELEVEN 
BREACH OF CONTRACT 

(Against Zhang) 

242. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 
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243. In consideration of his employment at Motorola and the salary and wages paid to 
him by Motorola, on May 19, 1995, Zhang voluntarily executed an Employment Agreement with 
Motorola in the same form and substance as the attached EXHIBIT A. 

244. In the Employment Agreement, Zhang agreed not to use, publish, or otherwise 
disclose to others, either during or subsequent to his employment by Motorola, any confidential 
information of Motorola, or Motorola’s customers and suppliers. 

245. In his Employment Agreement, Zhang further agreed that upon termination of his 
employment by Motorola he would promptly deliver to Motorola all documents and other 
records belonging to Motorola or relating to the business activities of Motorola. 

246. In the Employment Agreement, Zhang assigned to Motorola the entire right, title 

and interest to any inventions, innovations or ideas developed or conceived by Zhang during his 

employment at Motorola, as follows: 

1 hereby assign to Motorola as its exclusive property the 
entire right, title and interest in all my inventions, 
innovations, or ideas developed or conceived by me solely, 
or jointly with others, at any time during the term of my 
employment and which inventions, innovations, or ideas 
relate to the actual or anticipated business activities of 
Motorola, or result from, or are suggested by, work which I 
do for Motorola. 

247. In the Employment Agreement, Zhang further agreed to make and maintain 
written records of his inventions, innovations or ideas, and to submit such records and any 
supplemental oral disclosures to designated representatives of Motorola, and to provide Motorola 
assistance in obtaining patents and other legal protection for inventions or innovations in the 
United States and any other country. 

248. In further consideration of his employment at Motorola, Defendant Zhang signed 
a Software Licensing, Information Protection and Non-Disclosure Agreement, whereby he 
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agreed to use Motorola’s computer resources and systems only for management-approved 
business purposes. 

249. In the Software licensing. Information Protection and Non-Disclosure 
Agreement, Zhang further agreed not to copy, disclose or use any confidential or proprietary 
information which is owned by or entrusted to Motorola except to perform his job 
responsibilities. 

250. In further consideration of his employment at Motorola, Zhang acknowledged that 
he had been provided with a copy of the Motorola “Code of Conduct” and understood that he 
was required to abide by its provisions, including that Zhang “may not work for or receive 
payments for services from any competitor, customer, distributor or supplier of Motorola without 
prior approval,” and further that Zhang was required to “disclose any situation that may be or 
appear to be a conflict of interest. 

251. On or about January 21, 2005, Zhang signed an Employee Separation Statement. 
Pursuant to this Statement Zhang reconfirmed that he would not use or publish or otherwise 
disclose to others any confidential information of Motorola or its customers, and acknowledged 
that such confidential information existed not only within the scope of his immediate work at 
Motorola, but also in other work area at Motorola to which he was exposed. Further, Zhang 
represented that he had delivered to Motorola all documents and other records relating to the 
business activities of Motorola and other items belonging to Motorola, and agreed to return any 
Motorola items remaining in his possession within three (3) days. Further, Zhang represented 
that he had complied with the terms of the Employment Agreement regarding the submission of 
inventions to Motorola. 
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252. Zhang has breached his agreements with Motorola by copying, using and/or 
disclosing Motorola confidential and proprietary information for purposes other than in the 
performance of his job duties for Motorola, and by retaining, using and disclosing Motorola 
confidential and proprietary information to Lemko and other third parties, and by working for 
Lemko during the term of his employment by Motorola without obtaining the prior approval of 
Motorola or disclosing the conflict of interest to Motorola. 

253. Motorola has been injured by Zhang’s breaches of the foregoing agreements. 
WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 

following relief against Defendant Zhang: 

a. enter judgment in favor of Motorola on Count Eleven; 

b. award compensatory damages in an amount to be determined at trial 

c. order restitution and forfeiture of all compensation and benefits paid to Defendant 
Zhang by Motorola during the period of the breach of Defendant Zhang’s loyalty 
to Motorola; and 

d. such further relief as this Court may deem just and proper, in law or equity. 


COL 1 NT TWELVE 
BREACH OF CONTRACT 

(Against Favila) 

254. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

255. In consideration of his employment at Motorola and the salary and wages paid to 
him by Motorola, on December 18, 1989, Favila voluntarily executed an Employment 
Agreement with Motorola in the same form and substance as the attached EXHIBIT A. 
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256. In the Employment Agreement, Favila agreed not to use, publish, or otherwise 
disclose to others, either during or subsequent to his employment by Motorola, any confidential 
information of Motorola, or Motorola’s customers and suppliers. 

257. In his Employment Agreement, Favila further agreed that upon termination of his 
employment by Motorola he would promptly deliver to Motorola all documents and other 
records belonging to Motorola or relating to the business activities of Motorola. 

258. In the Employment Agreement, Favila assigned to Motorola the entire right, title 

and interest to any inventions, innovations or ideas developed or conceived by Favila during his 

employment at Motorola, as follows: 

I hereby assign to Motorola as its exclusive property the 
entire right, title and interest in all my inventions, 
innovations, or ideas developed or conceived by me solely, 
or jointly with others, at any time during the term of my 
employment and which inventions, innovations, or ideas 
relate to the actual or anticipated business activities of 
Motorola, or result from, or are suggested by, work which I 
do for Motorola. 

259. In the Employment Agreement, Favila further agreed to make and maintain 
written records of his inventions, innovations or ideas, and to submit such records and any 
supplemental oral disclosures to designated representatives of Motorola, and to provide Motorola 
assistance in obtaining patents and other legal protection for inventions or innovations in the 
United States and any other country. 

260. Defendant Favila further signed a Software Licensing, Information Protection and 
Non-Disclosure Agreement on or about June 22, 1994, whereby he agreed to use Motorola’s 
computer resources and systems only for management-approved business purposes. 

261. In the Software Licensing, Information Protection and Non-Disclosure 
Agreement, Favila further agreed not to copy, disclose or use any confidential or proprietary 
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information which is owned by or entrusted to Motorola except to perform his job 
responsibilities. 

262. On or about December 18, 1989, Favila acknowledged that he had been provided 
with a copy of the Motorola “Code of Conduct” and understood that he was required to abide by 
its provisions, including that Favila “may not work for or receive payments for services from any 
competitor, customer, distributor or supplier of Motorola without prior approval,” and further 
that Favila was required to “disclose any situation that may be or appear to be a conflict of 
interest.” 

263. Favila has breached the foregoing agreements with Motorola by copying, using 
and/or disclosing Motorola confidential and proprietary information for purposes other than in 
the performance of his job duties for Motorola, and by retaining, using and disclosing Motorola 
confidential and proprietary information to Lemko and other third parties, and by working for 
Lemko during the term of his employment by Motorola without obtaining the prior approval of 
Motorola or disclosing the conflict of interest to Motorola. 

264. Motorola has been injured by Favila’s breaches of the foregoing agreements. 

WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 

following relief against Defendant Favila: 

a. enter judgment in favor of Motorola on Count Twelve; 

b. award compensatory damages in an amount to be determined at trial 

c. order restitution and forfeiture of all compensation and benefits paid to Defendant 
Favila by Motorola during the period of the breach of Defendant Favila’s loyalty 
to Motorola; and 

d. such further relief as this Court may deem just and proper, in law or equity. 
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COUNT THIRTEEN 
BREACH OF CONTRACT 

AsamstSaxena] 

265. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

266. In consideration of his employment at Motorola and the salary and wages paid to 
him by Motorola, on May 30, 2000 and July 23, 2001, Saxena voluntarily executed Employment 
Agreements with Motorola in the same form and substance as the attached EXHIBIT A. 

267. In the Employment Agreements, Saxena agreed not to use, publish, or otherwise 
disclose to others, either during or subsequent to his employment by Motorola, any confidential 
information of Motorola, or Motorola’s customers and suppliers. 

268. In his Employment Agreements, Saxena further agreed that upon termination of 
his employment by Motorola he would promptly deliver to Motorola all documents and other 
records belonging to Motorola or relating to the business activities of Motorola. 

269. In the Employment Agreements, Saxena assigned to Motorola the entire right, 

title and interest to any inventions, innovations or ideas developed or conceived by Saxena 

during his employment at Motorola, as follows: 

I hereby assign to Motorola as its exclusive property the 
entire right, title and interest in all my inventions, 
innovations, or ideas developed or conceived by me solely, 
or jointly with others, at any time during the term of my 
employment and which inventions, innovations, or ideas 
relate to the actual or anticipated business activities of 
Motorola, or result from, or are suggested by, work which I 
do for Motorola. 

270. In the Employment Agreements, Saxena further agreed to make and maintain 
written records of his inventions, innovations or ideas, and to submit such records and any 
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supplemental oral disclosures to designated representatives of Motorola, and to provide Motorola 
assistance in obtaining patents and other legal protection for inventions or innovations in the 
United States and any other country. 

271. On or about May 30, 2000 and July 23, 2001, Saxena acknowledged that he had 
been provided with a copy of the Motorola “Code of Conduct” and understood that he was 
required to abide by its provisions, including that Saxena “may not work for or receive payments 
for services from any competitor, customer, distributor or supplier of Motorola without prior 
approval,” and further that Saxena was required to “disclose any situation that may be or appear 
to be a conflict of interest.” 

272. On or about August 2, 2005, Saxena signed an Acknowledgment of Continuing 
Obligations Under Any Agreements Related to Confidential Information. Pursuant to this 
Acknowledgment Saxena reconfirmed that he would maintain Motorola’s Confidential 
Information and Intellectual Property including all information and trade secrets (whether or not 
specifically labeled or identified as “confidential”), in any form or medium, disclosed to, 
developed or learned by him relating to the business, products, services, research or development 
of Motorola or its suppliers, distributors or customers. 

273. Saxena has breached his agreements with Motorola by copying, using and/or 
disclosing Motorola confidential and proprietary information for purposes other than in the 
performance of his job duties for Motorola, and by retaining, using and disclosing Motorola 
confidential and proprietary information to Lemko and other third parties, and by working for 
Lemko during the term of his employment by Motorola without obtaining the prior approval of 
Motorola or disclosing the conflict of interest to Motorola. 

274. Motorola has been injured by Saxena’s breaches of the foregoing agreements. 
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WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendant Saxena: 

a. enter judgment in favor of Motorola on Count Thirteen; 

b. award compensatory damages in an amount to be determined at trial 

c. order restitution and forfeiture of all compensation and benefits paid to Defendant 
Saxena by Motorola during the period of the breach of Defendant Saxena’s 
loyalty to Motorola; and 

d. such further relief as this Court may deem just and proper, in law or equity. 

COUNT FOURTEEN 

TORTIOUS INTERFERENCE WITH CONTRACT 

(Against Lemko) 

275. Motorola repeats and realleges the averments of paragraphs 1-139, 188-274, as if 
fully set forth herein. 

276. Throughout their employment at Motorola, Motorola maintained valid contractual 
relationships with Pan, Labun, Pyskir, Cai, Zhang and Favila in the form of their Employment 
Agreements and their agreement to abide by the Motorola Code of Conduct. 

277. Motorola had a reasonable expectation that Defendants would fulfill their 
obligations under their agreements with Motorola. 

278. Lemko knew of Defendants’ contractual relationships with Motorola, but 
wrongfully and unjustifiably interfered with these relationships; 

279. Lemko’s interference caused Defendants to breach their agreements with 
Motorola by (1) disclosing confidential information of Motorola to Lemko; (2) assigning the 
property rights in inventions developed or conceived by Defendants when they were employed 
by Motorola to Lemko, and (3) working for Lemko, and (4) receiving compensation for services 
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from Lemko, without Motorola’s prior consent and to the detriment of Defendants’ job 
performance at Motorola. 

280. Lemko’s actions caused Defendants to breach their contractual relationships with 
Motorola. 

281. Motorola has been injured by Lemko’s actions. 

WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendants: 

a. enter judgment in favor of Motorola on Count Fourteen; 

b. award compensatory damages in an amount to be determined at trial; 

c. order disgorgement of all payments, revenue, profits, monies, royalties and any 
other benefits derived or obtained by Lemko from the breach of Defendants’ 
fiduciary duties to Motorola; 

d. imposition of a constructive trust in favor of Motorola over all revenues or other 
benefits derived from the Lemko Patents or Patent Applications; and 

e. such further relief as this Court may deem just and proper, in law or equity. 


COUNT FIFTEEN 
FRAUDULENT CONCEALMENT 
(Against Pan, Labun, Pyskir,, Cat,. Zhang, Favila and Saxetta) 

282. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

283. During the time that they were employed by Motorola, Defendants Pan, Labun, 
Pyskir, Cai, Zhang, Favila, Saxena and Jin were informed of and understood Motorola ‘s policy 
prohibiting them from working for a competitor of Motorola without Motorola’s prior approval. 

284. Defendants were further aware of and understood Motorola’s policy requiring 
them to disclose to Motorola any situation that may have been or appeared to be a conflict of 
interest. 
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285. Defendants had a duty to disclose to Motorola that they were surreptitiously 
working for Lemko, diverting Motorola’s confidential and proprietary information to Lemko, 
and devoting a substantial portion of their efforts to benefit Lemko rather than Motorola. 

286. At no time during Defendants’ employment at Motorola did they disclose the 
existence of Lemko to Motorola, nor did they disclose to Motorola the fact that they were 
diverting Motorola’s confidential and proprietary information to Lemko, or that they were not 
working full-time for the benefit of Motorola or devoting their full and best efforts to Motorola. 

287. Defendants’ concealment of this information from Motorola was done knowingly 
and with the intent (a) that Motorola rely on the omission, (b) that Motorola would continue to 
believe that Defendants were working full time for Motorola, (c) that Motorola would continue 
to compensate Defendants with a full-time salary and benefits, and (d) that Motorola would 
continue to entrust Defendants with confidential and proprietary information of Motorola. 

288. In reasonable reliance upon Defendants’ omissions. Motorola continued to 
compensate Defendants with a full-time salary and benefits and entrusted them with confidential 
and proprietary information of Motorola. 

289. Motorola was damaged as a result of Defendants’ fraudulent concealment. 

WHEREFORE, Plaintiff, Motorola, Inc. respectfully requests that this Court enter the 

following relief against Defendants: 

a. enter judgment in favor of Motorola on Count Fifteen; 

b. award compensatory damages in an amount to be determined at trial; 

c. award punitive damages in an amount sufficient to punish Defendants and deter 
such misconduct in the future; 

d. award Motorola the costs and attorneys’ fees incurred in bringing this action; and 

e. such further relief as this Court may deem just and proper, in law or equity. 
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COUNT SIXTEEN 
SPOLIATION OF EVIDENCE 2 

(Against Pan, Wii and ..Lemko) 

290. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

291. Defendants were aware of the claims made in this lawsuit at least by September 
23, 2008, when they were served with the summons and complaint. 

292. Defendants had a duty to exercise ordinary care to preserve the integrity of 
evidence that they knew or should have known would be material to the underlying causes of 
action in the complaint. 

293. On May 26, 2009, the Court ordered Defendants to report to counsel for Motorola 
whether four computers named PANDELLM2, JAYPAN. JAY2 and D3RBDM8 could be 
delivered to Motorola’s forensic experts for electronic imaging and further ordered the parties to 
work out the language of an order for the imaging of these four computers. 

294. On May 27, 2009, Defendants reported to the Court that the computer named 
D3RBDM8 could not be located, and the Court entered an order requiring Defendants to deliver 
the PANDELLM2, JAYPAN, and JAY2 computers for electronic imaging by Motorola’s 
forensic experts by 5:00 p.m. on May 28, 2009. 

295. The PANDELLM2, JAYPAN, and JAY2 computers belonged to Defendant Pan 
and/or Defendant Wu and/or Defendant Lemko. 

2 Count Sixteen for Spoliation of Evidence was dismissed pursuant to the Court’s Memorandum 
Opinion and Order dated April 12, 2010 (Dkt. 403) for failure to state a claim because the 
contentions were premature given the fact that discovery was at a fairly early stage. Plaintiff 
recognizes the Court’s ruling as current law of the case, but repleads Count Sixteen in this Third 
Amended Complaint order to preserve the issue. 
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296. Defendants knew or should have known that information on the PANDELLM2, 
JAYPAN, and JAY2 computers was material to the underlying causes of action. 

297. Notwithstanding their duty to preserve evidence, Defendants Pan and/or 
Defendant Wu intentionally and deliberately destroyed evidence on the computers by deleting 
files residing on the computer with an Eraser program and by tampering with the computer 
names and clocks. 

298. Specifically, in the days and hours between the court's oral preservation order and 
the time that Defendants Pan and Lemko delivered the three computers for forensic imaging, the 
secure deletion program “Eraser” was used to delete and overwrite information from two of the 
three computers that were forensically imaged pursuant to court order. 

299. Additionally, in the hours before the computers were to be turned over, elaborate 
changes were made to all three of the computers’ clocks and the names of two of the computers 
in an apparent attempt to conceal evidence and/or the destruction of evidence. 

300. But for the destruction of this evidence. Motorola had a greater probability of 
succeeding in the underlying lawsuit for, inter alia, violations of the Computer Fraud and Abuse 
Act and trade secret misappropriation. 

301. Defendants’ deliberate destruction of the evidence negatively affects Motorola’s 
ability to prove otherwise valid claims for trade secret misappropriation and Computer Fraud and 
Abuse Act violations. 

302. As a direct and proximate result of Defendants’ destruction and/or modification of 
evidence. Motorola has been injured in that its ability to prosecute and enforce its legal rights 
against Defendants has been irrevocably prejudiced. 
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WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendants Pan, Wu and Lemko: 

a. enter judgment in favor of Motorola on Count Sixteen; 

b. award compensatory damages in an amount to be determined at trial; 

c. award punitive damages in an amount sufficient to punish Defendants and deter 
such misconduct in the future; and 

d. such further relief as this Court may deem just and proper, in law or equity.. 


COUNT SEVENTEEN 
COPYRIGHT INFRINGEMENT 

(Against Lemko) 

303. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

304. Motorola’s source code is an original work of authorship and comprises 
copyrightable subject matter under the copyright laws of the United States, 17 U.S.C. §§ 101 el 
seq. 

305. Motorola has complied in all respects with all laws governing copyright and has 
secured the exclusive rights and privileges in and to the copyrights for the aforementioned source 
code, as follows: 

• Motorola received from the Registrar of Copyrights U.S. Copyright Registration No. 
TXu 1-621-667, which was registered on November 17, 2009. A true and correct 
copy of this Certificate of Registration is attached hereto as EXHIBIT C. 

* Motorola received from the Registrar of Copyrights U.S. Copyright Registration No. 
TXu 1-636-373, which was registered on February 19, 2010. A true and correct copy 
of this Certificate of Registration is attached hereto as EXHIBIT D. 
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• Motorola received from the Registrar of Copyrights U.S. Copyright Registration No. 
TXu 1-641-780, which was registered on March 15, 2010. A true and correct copy 
of this Certificate of Registration is attached hereto as EXHIBIT E, 

• Motorola received from the Registrar of Copyrights U.S. Copyright Registration No. 
TXu 1-645-268, which was registered on March 25, 2010. A true and correct copy 
of this Certificate of Registration is attached hereto as EXHIBIT F. 

306. As the owner of the copyrights in the source code, Motorola enjoys the exclusive 
right to, among other things, reproduce the source code, prepare derivative works based on the 
source code, and distribute copies of the Motorola Site. See 17 U.S.C. §§ 101, 106. 

307. Lemko has no rights in the copyrighted Motorola source code. 

308. Lemko has infringed and continues to infringe said copyright, by copying the 
copyrighted Motorola source code, removing Motorola’s copyright notice from the source code, 
and using the copyrighted source code as part of its own source code without Motorola’s 
permission to do so. 

309. Unless enjoined by this Court, Lemko will continue to infringe Motorola’s 
copyright. 

310. Lemko had access to the Motorola source code prior to creating the infringing 
Lemko source code. 

311. At all times relevant hereto, Lemko has been aware or should have been aware of 
the existence of Motorola’s exclusive rights in and to the copyrighted source code, and therefore, 
Lemko is a willful infringer of Motorola’s copyright. 

312. Motorola has been or is likely to be damaged by the acts of Lemko. 
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313. Motorola is entitled to recover from Lemko actual damages suffered by Motorola 
as a result of Lemko’s infringement as well as Lemko’s profits resulting from its infringement. 

314. The infringement of Motorola’ copyright by Lemko has caused, and will continue 
to cause, imminent irreparable harm to Motorola. Accordingly, Motorola is entitled to injunctive 
relief. 


WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendants: 

a. enter judgment in favor of Motorola on Count Seventeen; 

b. award damages in an amount to be determined at trial, including damages in the 
amount of Lemko’s profits from its willful infringement of Motorola’ copyrights; 

c. enter judgment that Lemko’s copyright infringements have been knowing and 
willful; 

d. permanently enjoin Lemko, including its partners, officers, agents, servants, 
employees, parent, subsidiaries, sister companies, and all those persons and 
entities in active concert or participation with them, from further infringement of 
the copyrights in and to the Motorola source code, pursuant to 17 U.S.C. § 502; 

e. order the destruction of all source code or software, or copies thereof, made or 
used in violation of Motorola’ s exclusive rights, pursuant to 17 U.S.C. § 503; and 

f. such further relief as the Court may deem just and proper, in law or equity. 

COUNT EIGHTEEN 

CTVTL CONSPIRACY 

(Against Pan, Labun, Pyskir, Cai, Zhang. Favila, Saxena, 

Jin, Howell, Vorick, Pesai, Lemko and Htiawei) 

315. Motorola repeats and realleges the averments of paragraphs 1-139 and paragraphs 
339-361, as if fully set forth herein. 

316. Prior to July 2002, Defendants Howell, Labun, Pan and Pyskir, did each 
knowingly and willfully conspire and agree among themselves to commit wrongful acts 
damaging to Plaintiff Motorola, including: to breach, or to induce other Motorola employees to 
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breach, their contractual obligations and fiduciary duties to Motorola, by simultaneously working 
for the benefit of themselves and Lemko; to misappropriate Motorola’s proprietary trade secrets 
and confidential information for the benefit of themselves and Lemko; to violate the Computer 
Fraud and Abuse Act by accessing Motorola’s computers without authorization or exceeding 
their authorization in order to obtain valuable confidential and proprietary information of 
Motorola; to steal Motorola patents by means of filing applications for the benefit of Lemko on 
inventions that were invented by Motorola employees with a contractual obligation of 
assignment to Motorola; and to infringe Motorola copyrights for the benefit of themselves and 
Lemko. 

317. Prior to August 2002, Defendant Vorick did join the aforementioned conspiracy, 
which is ongoing, and did knowingly and willfully conspire and agree with the aforementioned 
conspirators to commit wrongful acts enumerated above. 

318. Prior to September 2002, Defendant Cai did join the aforementioned conspiracy, 
which is ongoing, and did knowingly and willfully conspire and agree with the aforementioned 
conspirators to commit wrongful acts enumerated above. 

319. Prior to September 2002, Defendant Zhang did join the aforementioned 
conspiracy, which is ongoing, and did knowingly and willfully conspire and agree with the 
aforementioned conspirators to commit wrongful acts enumerated above. 

320. Prior to December 2002, Defendant Desai did join the aforementioned conspiracy, 
which is ongoing, and did knowingly and willfully conspire and agree with the aforementioned 
conspirators to commit wrongful acts enumerated above. 
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321. Prior to June 2004, Defendant Saxena did join the aforementioned conspiracy, 
which is ongoing, and did knowingly and willfully conspire and agree with the aforementioned 
conspirators to commit wrongful acts enumerated above. 

322. Prior to June 2004, Defendant Favila did join the aforementioned conspiracy, 
which is ongoing, and did knowingly and willfully conspire and agree with the aforementioned 
conspirators to commit wrongful acts enumerated above. 

323. Prior to June 2004, Defendant Jin did join the aforementioned conspiracy, which 
is ongoing, and did knowingly and willfully conspire and agree with the aforementioned 
conspirators to commit wrongful acts enumerated above. 

324. One or more of Defendants committed numerous overt acts in furtherance of the 
common scheme, including but not limited to unlawfully misappropriating Motorola’s Trade 
Secret Information, and retaining such information after Defendants’ employment with Motorola 
ended despite their prior agreements to return such property and despite Motorola’s demand for 
the return of the property, using and transferring Motorola’s Trade Secret Information for the 
benefit of Defendant Lemko, and copying and/or destroying Motorola’s electronically stored 
information. 

325. In particular. Defendant Howell’s wrongful acts include: coordinating, 
scheduling, and arranging reimbursement for multiple business trips of Motorola employees Cai, 
Pan, Pyskir and Zhang for the benefit of Lemko, and making financial and business 
arrangements for Lemko, in furtherance of the conspiracy for the benefit of Lemko. 

326. In particular. Defendant Labun’s wrongful acts include: generating or assisting in 
the preparation of profit and loss spreadsheets, business plans and other Lemko documents, 
providing executive oversight of the formation and ongoing operations of Lemko while 


- 79 - 


Ca3§dM g-:<QSQ0&ID642S M D ©msraert rit/GB - 3F i IBctte@170fi®2B2)l 9Pd§®c^CH1f <9fl 1 11 


employed at Motorola, and inducing his subordinates at Motorola to breach their fiduciary duties 
to Motorola and their agreements with Motorola, in furtherance of the conspiracy for the benefit 
of Lemko. 

327. In particular. Defendant Pan’s wrongful acts include: assigning inventions he 
invented while employed at Motorola to Lemko, working on Lemko engineering projects while 
employed at Motorola, transferring Motorola’s proprietary trade secrets and confidential 
information to third parties including to Lemko personnel and to additional parties both within 
and outside the United States, making numerous business trips on behalf of Lemko both within 
and outside the United States, including China, while employed at Motorola, inducing his 
subordinates at Motorola to breach their fiduciary duties to Motorola and their agreements with 
Motorola, and inducing Defendant Wu and Defendant Bai to misappropriate Motorola’s 
proprietary trade secrets and confidential information, in furtherance of the conspiracy for the 
benefit of Lemko. 

328. In particular. Defendant Pyskir’s wrongful acts include: generating or assisting in 
the preparation of business plans and other Lemko documents and providing executive oversight 
of the formation and ongoing operations of Lemko while employed at Motorola, making multiple 
business trips on behalf of Lemko both within and outside the United States, including China, 
while employed at Motorola, and inducing his subordinates at Motorola to breach their fiduciary 
duties to Motorola and their agreements with Motorola, in furtherance of the conspiracy for the 
benefit of Lemko. 

329. In particular, Defendant Vorick’s wrongful acts include: generating or assisting in 
the preparation of business plans and other Lemko documents, providing marketing expertise for 


- 80 - 


Ca3§dM g-:<QSQ0&ID642S M D ©msraert i47S3 - 3F i IBctte@170fi®2B2)l 9P^§®c^182f @f11 11 


Lemko, and participating in business meetings for the benefit of Lemko with people she knew to 
be Motorola employees, in furtherance of the conspiracy for the benefit of Lemko. 

330. In particular. Defendant Cai’s wrongful acts include: working on Lemko 

engineering projects while employed at Motorola, providing technical expertise and 

demonstrations for customer, vendor or investor presentations for the benefit of Lemko while 
employed at Motorola, making multiple business trips on behalf of Lemko both within and 
outside the United States, including China, while employed at Motorola, and participating in the 
preparation of patent applications for the benefit of Lemko on inventions that were invented by 
Motorola employees with a contractual obligation of assignment to Motorola, in furtherance of 
the conspiracy for the benefit of Lemko. 

331. In particular. Defendant Zhang’s wrongful acts include: working on Lemko 

engineering projects while employed at Motorola, providing technical expertise and 

demonstrations in customer, vendor or investor presentations for the benefit of Lemko while 
employed at Motorola, making multiple business trips on behalf of Lemko both within and 
outside the United States, including China, while employed at Motorola, and participating in the 
preparation of patent applications for the benefit of Lemko on inventions that were invented by 
Motorola employees with a contractual obligation of assignment to Motorola, in furtherance of 
the conspiracy for the benefit of Lemko. 

332. In particular. Defendant Desai’s wrongful acts include: generating or assisting in 
the preparation of business plans and other Lemko documents and providing business 
development expertise for Lemko, coordinating and scheduling multiple business trips of 
Motorola employees Cai, Pan, Pyskir and Zhang for the benefit of Lemko, and participating in 
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business meetings for the benefit of Lemko with people he knew to be Motorola employees, in 
furtherance of the conspiracy for the benefit of Lemko. 

333. In particular. Defendant Saxena’s wrongful acts include: working on Lemko 
engineering projects that included Motorola’s proprietary trade secrets and confidential 
information while employed at Motorola, including the installation and operation of a Lemko 
trial site in Colombia, in furtherance of the conspiracy for the benefit of Lemko. 

334. In particular. Defendant Favila’s wrongful acts include: working on Lemko 
engineering projects that included Motorola’s proprietary trade secrets and confidential 
information while employed at Motorola, including the installation and operation of a Lemko 
trial site in Colombia, in furtherance of the conspiracy for the benefit of Lemko. 

335. In particular. Defendant Jin’s wrongful acts include: working on Lemko 
engineering projects while employed at Motorola and transferring Motorola’s proprietary trade 
secrets and confidential information to third parties including to Lemko personnel and to 
additional parties both within and outside the United States, including China, in furtherance of 
the conspiracy for the benefit of Lemko. 

336. As a direct result of the foregoing conduct and the conduct alleged in paragraphs 
339-361, which are incorporated herein by reference. Defendants have caused and continue to 
cause damage to Motorola, including but not limited to attorneys’ fees and costs that have been 
expended and that will be expended in the future by Motorola to enforce its legal rights. 

337. Defendants’ conduct was willful and malicious and performed with an evil motive 
and with reckless indifference to the rights of others, entitling Motorola to punitive damages. 

WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendants: 
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a. enter judgment in favor of Motorola on Count Eighteen; 

b. award compensatory damages in an amount to be determined at trial; 

c. award punitive damages in an amount sufficient to punish Defendants and deter 
such misconduct in the future; 

d. award Motorola the costs and attorneys’ fees incurred in bringing this action; and 

e. such further relief as this Court may deem just and proper, in law or equity. 


COUNT NINETEEN 

THREATENED OR ACTUAL 
MISAPPROPRIATION OF TRADE SECRETS 

(Against Huawei) 

338. Motorola repeats and realleges the averments of paragraphs 1-139, as if fully set 
forth herein. 

339. The Motorola proprietary trade secrets and confidential information, set forth 
individually and collectively in the preceding paragraphs of the Complaint, are statutory “trade 
secrets” protected by the Illinois Trade Secrets Act, 765 1LCS 1065/1 et seq. 

340. At all times, Motorola has taken reasonable measures to protect the Motorola 
proprietary trade secrets and confidential information, and Motorola derives economic value and 
competitive advantage from such information not being generally known to the public or trade. 

341. Defendant Huawei was founded by Ren Zhengfei, a former officer in the People’s 
Liberation Army (PLA) in 1988 and within just 20 years has emerged as China’s largest 
telecommunications vendor and as one of the world’s largest mobile network suppliers. Huawei 
is a direct and major competitor of Motorola in the United States and around the world. 

342. Defendant Shaowei Pan met with Ren Zhengfei, the founder and chairman of 
Huawei, in Beijing in 2001 but the details of this meeting have not been discovered yet from the 
limited evidence obtained from discovery in this litigation to date. However, it is established 
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that in 2001 and at all times up to and including April 2, 2004, Defendant Shaowei Pan was a 
trusted senior engineer and director of architecture working full time at Motorola on the 
development of new products and new technologies for Motorola. However,, as set forth below, 
Defendant Shaowei Pan and the other defendants secretly were engaged in new product 
development for Huawei. 

343. Defendants Shaowei Pan, Labun, Pyskir, Cai and Zhang were working at 
Motorola on the proprietary “Seamless Mobility” initiative in 2001 and one of the critical 
requirements for this initiative was the availability of the Motorola SC300 base station 
transceiver (BTS). The revolutionary Motorola SC300 BTS was called a “microcell” and it was 
very small and compact and weighed only 53 pounds. The Motorola SC300 BTS, together with 
the “Seamless Mobility” technology initiatives of All-IP and soft-switching solutions, now 
opened up opportunities for cellular applications in rural areas, in-building cellular systems, 
urban shopping malls, mobile cellular systems and emergency disaster zones because the 
Motorola SC300 BTS was small and portable and could easily be attached to poles, walls, 
vehicles and other structures. With proprietary GPS, Bluetooth and other proprietary 
technologies, there were various configurations being developed by Motorola to create an 
“instant cellular” system utilizing Motorola SC300 “microcells.” 

344. Defendant Huawei did not have a BTS comparable to the Motorola SC300 in 

2001 . 

345. In or about August 24, 2002, Defendant Shaowei Pan reported to Ren Zhengfei at 
Huawei that “we have developed some products in our spare time” and “we did some market 
investigations and contacted some Brazilian and Indian customers.” The report to Huawei 
founder and chairman Ren Zhengfei on the result of these market investigations: “They were 
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very interested in these products.” At all times during these 2001-2002 activities, Huawei acting 
in concert with Defendant Shaowei Pan and other defendants knew or had reason to know that 
these “products” and proprietary technologies being developed by Defendant Shaowei Pan and 
others for the benefit of Huawei involved the unauthorized acquisition, disclosure and use of 
Motorola proprietary trade secrets and confidential information and Motorola resources. 

346. Shaowei Pan also reported to Ren Zhengfei on or about August 24, 2002: “If our 
plan can progress smoothly, Lemko will be the company we are planning to establish, and it will 
be independent of Motorola, Inc.” 

347. Arrangements were made for Defendant Shaowei Pan to travel to China and “[we] 
will take some products with us for presentation.” These presentations were to include: “IP 
mobile control and switches, Bluetooth and CDMA cellular mobile voice communication and 
Bluetooth cellular data communication.” This trip was scheduled in September 2002. Huawei 
knew or should have known that the “products” and proprietary technology being brought to 
China for “presentation” to the founder and chairman of Huawei were acquired and derived from 
misappropriated Motorola trade secrets and confidential information by full time Motorola 
employees. 

348. Defendant Shaowei Pan purchased three tickets to China for a visit from February 
15, 2003 to March 2, 2003 for himself, Defendant Hechun Cai, and Defendant Jinzhong Zhang. 

349. Upon information and belief, much of the evidence of the secret business 
relationship between Huawei, Defendant Shaowei Pan, Lemko and the other defendants was 
destroyed when Defendant Shaowei Pan ran file destruction software on his home computers 
after Defendant Pan and Lemko were ordered by the Court to turn over Pan’s home computers 
by 5 p.m. on May 28, 2009, and just before the computers were actually turned over. 
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350. However, there is at least part of an email chain that has been recovered that 
confirms that Defendant Shaowei Pan, at Huawei’s request, transmitted proprietary and 
confidential Motorola specifications for the Motorola SC300 base station to Ren Zhengfei and 
JinLong Hou, Huawei’s vice president of wireless communications, in March 2003 and that a 
meeting and an agreement for the transfer of Motorola proprietary information did in fact take 
place in Beijing during the China trip in February-March 2003. 

351. On March 3, 2003, immediately upon Defendant Pan’s return to the United States, 
a recovered email shows that Shaowei Pan using his private email account, and at Huawei’s 
request, did in fact transfer Motorola’s proprietary and confidential specifications for the 
Motorola SC300 base station to JinLong Hou and Ren Zhengfei. The Motorola proprietary 
information sent by Shaowei Pan is described in the email chain by Shaowei Pan as “Attached 
please find those document about SC300 (CDMA 2000 IX) specification you asked.” 

352. On March 3, 2003, JinLong Hou acknowledged receipt of these proprietary 
Motorola SC300 specifications on behalf of Huawei. The Motorola SC300 specifications have 
been recovered from Defendant Pan’s computer and the Motorola specification sent to Huawei 
by Defendant Shaowei Pan is marked “Motorola Confidential Proprietary” on the front page of 
the specification and every page of the specification. 

353. Other Motorola proprietary trade secrets and confidential information have been 
recovered from computers produced pursuant to Court Order on May 28, 2009 including 
proprietary information from Motorola labs, various proprietary technical specifications, 
proprietary Motorola implementation specifications and requirements, proprietary system 
architecture, proprietary functional requirement documentation for the Motorola SuperCell (SC) 
system, detailed Motorola proprietary functional system descriptions, proprietary technical 
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requirement documents, proprietary Motorola source code documents and, upon information and 
belief, much if not all of this information has been disclosed, used and transmitted by the 
defendants to Huawei and Lemko without Motorola’s authorization and consent. 

354. The recovered email chain showing the transmission of Motorola proprietary 
SC300 specifications to Huawei marked “Motorola Confidential Proprietary” by Shaowei Pan 
from a private email account establishes that Huawei and its officers knew they were receiving 
stolen Motorola proprietary trade secrets and confidential information without Motorola’s 
authorization and consent. 

355. The business relationship between Lemko and Huawei remains under 
investigation but one document recovered from one of the computers ordered to be produced by 
Court Order shows a creation date of May 18, 2002; a last saved date of March 1, 2004 and a 
title called “OEM Agreement.” This “OEM Agreement” document lists Chen Zhongyuan 
(Huawei) and Shaowei Pan (Lemko) as the “Executive Interface” contacts; Ren Bo (Huawei) and 
Bo Pyskir (Lemko) as the “Product Management” contacts; Zhang Zhenjun (Huawei) and Nick 
Desai (Lemko) as the “Domestic Marketing Management” contacts; Tang Feng (Huawei) and 
Faye Vorick (Lemko) as the “Overseas Marketing Management” contacts; Li Xianyong 
(Huawei) and Jinzhong Zhang (Lemko) as the “Support Services Management” contacts; Wang 
Kefeng (Huawei) and Hechun Cai (Lemko) as the “Repair/Replacement Interface” contacts; Wu 
Shengfei (Huawei) and Shaowei Pan (Lemko) as the “Document Representatives” contacts; Xia 
Zhihui (Huawei) and Ray Howell (Lemko) as the “Commercial” contacts; and Hou Linlin 
(Huawei) and Paul Gilman (Lemko) as the “Legal” contacts. 

356. The technology that Lemko was developing jointly with Huawei with the secret 
involvement of full time Motorola employees and engineers, including Defendants Shaowei Pan, 
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Nicholas Labun, Bo Pyskir, and former Motorola employees, Ray Howell and Faye Voriek in the 
2002-2004 time period has been described as “distributed mobile architecture” (DMA) and 
alternatively as a “control and soft switch element” (CASSE). This technology at all times was 
developed with purloined Motorola proprietary trade secrets and confidential information and is 
derived from the “Seamless Mobility” initiative that Defendant Pan and the other defendants 
were working on at Motorola. 

357. The DMA/CASSE system replaces the functions of the Base Station Controller 
(BSC) and Mobile Switching Center (MSC) and is available for CDMA, GSM and UMTS 
applications. At all times, the research and development of the DMA/CASSE system by Lemko, 
in concert with Huawei, did in fact involve misappropriated Motorola proprietary trade secrets 
and confidential information as well as the assistance of full time Motorola engineers and others 
named as Defendants in this action. At all times, Huawei knew that the “test” systems and 
“trial” systems including prototypes sent to China in 2002 and 2003 were built and derived from 
Motorola proprietary trade secrets and confidential business information with the involvement of 
full time Motorola employees. 

358. Defendants Shaowei Pan and Huawei identified various potential markets for the 
DMA/CASSE “instant cellular network” system utilizing a Huawei BTS and the DMA/CASSE 
system and described as a complete and self-contained celiular system that replicates the 
functionality of a cellular switch, base station controller and transceiver with applications 
including the installation on military vehicles, wireless local loops, in building cellular systems, 
disaster zones and rural areas. 

359. Defendants Lemko and Huawei have been testing, demonstrating and selling 
these misappropriated technologies in the United States and all over the world. Defendant Angel 
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Faviia and others, including Defendant Shaowei Pan, have made several trips to work with 
Huawei on the DMA/CASSE technologies at Future Wei, Huawei’s wholly-owned subsidiary 
located in Dallas, Texas. 

360. Both Lemko and Huawei are now marketing and selling DMA/CASSE cellular 
“solutions” in separate channels. Lernko uses the moniker “iNode 1, Node 2 and Node 3” 
solutions and such other marketing terms as an “All-IP” network and “On Demand Cellular” 
solutions. Huawei, in turn, is marketing the DMA/CASSE base station “solution” as the 
“EasyGSM BTS”, described as “the industry’s first all IP-based compact BTS” that can be 
“mounted on a pole, wall, or tower,” and under other trade names including the 3600 series, 3900 
series and 6900 series products. All of these Lemko/Huawei “solutions” and “products” can be 
traced back to the same all-IP and/or soft-switching characteristics of the Motorola Seamless 
Mobility technology and the proprietary SC300 microcell BTS in 2001 when the Lemko/Huawei 
relationship was secretly formed and from which these solutions and products were created and 
derived from purloined Motorola proprietary trade secrets and confidential information without 
Motorola’s knowledge or consent. 

361. Ail of the actions by Huawei in concert with the Defendant Shaowei Pan, Lemko 
and the other defendants, as set forth in the preceding paragraphs constitutes the willful and 
malicious misappropriation of Plaintiff s proprietary trade secrets and confidential information 
and entities Motorola to exemplary damages and an award of attorneys’ fees and costs pursuant 
to the Illinois Trade Secrets Act, 765 ILCS 1065/1 et seq. 

WHEREFORE, Plaintiff, Motorola, Inc., respectfully requests that this Court enter the 
following relief against Defendant: 

a. judgment in favor of Motorola on Count Nineteen; 
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b. both preliminary and permanent relief pursuant to 765 ILCS 1065/1, et seq. 
restraining and enjoining Defendant Huawei, its officers, directors, employees, 
agents, and all those in privity, concert or participation with it from the threatened 
or actual misappropriation of the Motorola proprietary trade secrets and 
confidential information; 

c. a finding that Defendant Huawei’s acts and conduct constitute the actual or 
threatened misappropriation of trade secrets in violation of 765 ILCS 1065/1, et 
seq., and that such acts and conduct are and have been willful and malicious; 

d. compensatory and increased damages sustained as a result of Defendant Huawei’s 
wrongful actions, together with an accounting of Defendants’ profits and unjust 
enrichment arising from such actions; 

e. an order compelling Defendant Huawei to return any and all of Plaintiffs 
proprietary trade secrets and confidential information including all types of 
scientific, technical and engineering information, files, documents, drawings, 
schematics, programs, object code, source code, designs, prototypes and the like, 
in Defendants’ possession, custody or control, and wherever and however stored 
physically, electronically, graphically, photographically, or in writing, and all 
derivations and compilations and/or other memorializations of such purloined 
information; together with such other affirmative relief required to compel 
compliance with this order, including the use of electronic evidence experts and 
other technicians; 

f. an order compelling Defendant Huawei to disclose its actual and potential 
customers and any and all persons and entities to which Defendant Huawei 
disclosed Plaintiffs proprietary trade secrets and confidential information; 

g. attorneys’ fees and costs pursuant to 765 ILCS 1065/1, et seq.; and such further 
relief as this Court may deem just and proper, in law or equity. 
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JURY DEMAND 

Pursuant to FED. R. CIV. P. 38(b), Motorola respectfully demands a trial by jury of all 
issues triable by a jury in its Complaint. 


* * * 


Date: July 16,2010 Respectfully submitted. 


/s/ R. Mark Hallman 

R. Mark Halligan (FL 6200723) 

rmhalligan@nixonpeabody.CQm 

Deanna R. Swits (IL 6237513) 

ds-wits@nixonpeabodv. com 

Jodi Rosen Wine (IL 6209833) 

iwine@nixonpeabodv.com 

Jason T. Kunze (IL 6300271) 

i kunzae@nixonpeabodv. com 

NIXON PEABODY LLP 

300 South Riverside Plaza, 16 th Floor 

Chicago, IL 60606 

Tel: 312-425-3900 

Fax: 312-425 3909 

Attorneys for Plaintiff Motorola, Inc. 
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EXHIBIT A 
TO 

THIRD AMENDED COMPLAINT 
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AfOTOflTCMLA 


EMPLOYMENT AGREEMENT 


In consideration of my employment, or continued employment by Motorola, Inc. or its subsidtartet (referred to sepa¬ 
rately or together « -Motorola”) and the .alary or wages paid to me,! understand and agree to the following provisions for the 
protection of Motorola property rights: 

I Not lo disclose so Motorola, or to use in my work a.* Motorola (a) any confidential information belonging so others, 
including my prior employers {unless written authorization Lx first obtained), or |b) any prior inventions made by me winch 
Motorola is not otherwise entitled to learn of or to use. 

2. Not to use, or to publish, or to otherwise disclose to others, cither during or subsequent to my employment by 
Motorola, any confidential information of Motorola (including confidential information of customers and suppliers), except 
as my Motorola dudes may require. 

3 upon termination of my employment by Motorola, to promptly deliver to a designated Motorola representative all 
documents and other records which relate to the business activities of Motorola, or any other materials which belong to 
Motorola, 

4 To assign and S hereby assign to Motorola as its exclusive property the entire right, title and interest in all my inven¬ 
tions, innovations, or ideas developed or conceived by me solely, or jointly with others, at any time during the term of my 
employment and which inventions, innovations, or ideas relate to the actual or anticipated business activmcs of Motorola, or 
result from, or are suggested by, work which I do for Motorola, 

5 To make and maintain written records of git inventions, innovations, or ideas referred to in paragraph 4 above and to 
submit* promptly such records, and supplemental oral disclosures, to designated representatives of Motorola. 

6, To execute ail papers, and otherwise provide proper assistance, at Motorola's requested expense, during and subse¬ 
quent to my employment by Motorola to enable Motorola &i its nominees to obtain patents, copyrights, and legal protection 
for inventions or innovations in any country. 

7 I represent that the inventions identified in the-L- pa8« I attach hereto comprise alhhc unparented inventions 

which I have made or conceived prior to my employment by Motorola, which inventions shall twj c*lufc| ftbm this agree¬ 
ment (l , j S only necessary to list the title of such inventions and the purpose thereof, bat not details of the invention itself per 
paragraph 1(b)). IF THERE ARE NO SUCH UNPATENTED INVENTIONS TO BE EXCLUDED, EMPLOYEE INITIAL 

HERE ----- 

g I further represent that i have attached Siercto a copy of any agreement which presently affects my compliance wtib 
the terms of this present agreement, (Such copy must specify the other contracting party or employer, the date of such agree- 
ZZZ *„ • .0, ... IF THERE IS NO SUCH AGREEMENT. EMPLOYEE INITIAL 

HERE --_- 

This agreement replaces any existing employee agreement between Motorola and roe regarding patents and/or eonliden- 
ual information and shall be binding on my executors, administrators, heirs, legs! representatives or assigns. 

This agreement may not be modified except in writing with approval of an officer of Motorola. 


WITNESS 

EMPLOYEE 

SIGNATURE . 

SIGNATURE 

'pJp£dT3h f»PI«TE0 NAME 

.~ — —1 

TYPED' OR PRINTED NAME 


MOTpflOW r onw N 




7-4 J W 


CGS-02-021 


? PISRftnWNP! FOtnPO 
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EXHIBIT B 
TO 

THIRD AMENDED COMPLAINT 


Cas 1 


Case 1:08-cv-05427 Document 50-3 Filed 11/17/2008 Page 2 of 5 


EMPLOYEE CONFIDENTIALITY 

and assignment of inventions agreement 

this employee confidentiality and assignment of inventions agreement 
(-A greement*) is mads by the undersigned employee (T or "me*) with Motorola, Inc. { Motorola )• 
Mclxala includes Sts successors, assigns,, cuirent and former affiliates ('affiliates defined to mean 
entities that own. are owned by, or are under common ownership with Motorola, Inc.), In consideration 
of my employment by Motorola end other good and valuable consideration, fie receipt and sufficiency of 
which Is hereby acknowledged, I agree as follows: 

1 ■ NONDISCLOSURE OF CONRPENjm iljEOggMItOi 

De finitions : As used In this Agreement. “Confidential information" means all confidential 
informafion aodtrade secrets (whether or not specifically labeled or identified as'confidential). in any 
edit:' that s disclosed to, or developed or learned by me and that relates to the business, 
products, services, research or development of Motorola or its suppfiere, distributors ‘^customers and 
lhat has not become publicly known. As used in this Agreement, Confidential Information includes all 
'Intellectual Property*, which means all patent applications, ideas, inventions, formulae, know-how, 
devices ' designsT models, methods, techniques and processes, specifications, tooting, computer 
programs, copyrightable works, mask works, technical and product information concerning circuits, 
and all other intellectual property rights, 

i recognize that Motorola is engaged In a continuous program of research and development, and 
that as an emobvee t will have access to Confidential Information that has independent economic value 
* .yt : in 3 i t because it is confidential. I further recognize that Motorola has taken reasonabte steps 
to protect its Confidential Information from disclosure to the public, including entering into this Agraemerl 
3ur ng and after my employment, I will not disclose or use any Confidential lnformation except to the 
extent I am required to disclose or use such Confidential Information In me performance for my assigned 
duties- and I will use my best efforts to safeguard the Confidential Information and protect It against 
£Lre misuse, aspic • * <*>rd. h* «*£IW» 

agreements zi contain provisions different from and more restrictive than those set forth in Shis 
fi m , n i | agree to comply with any such different and more restrictive provisions of which I am 
mfl ie . al Information or Intellectual Property of third parties, including my former emptoyers, 
mav have been disclosed to me and l fawfuly may be bound not to disclose such Information to others, 
aarse not to disclose such information or violate such nondisclosure restrictions and agree to provide 
Motorola with copies of any written agreements with former employers that contain such restrictions. 


2. OWNERSHIP OF INTELLECTU AL PROFE/HX 


1 hereby assign and agree to assign to Motorola a» right, title and interest that f may have or 
acquire in and to any Intellectual Property that ratefes in whole or in part to Motorola’s business or actual 
or demonstrably anticipated research or development, to the extent such Intellectual Property is nc* 
already owned by Motorola as a matter of I m, I shall reduce to writing any Inteltectua Property not 
already in such tarn and promptly and fully communicate to Motorola all such I ntellectual Property and 
shall both durino end after my employment, cooperate with Motorola, at Its reasonable expense, to 
protect Motorola's Interests in such intellectual Property, in the event that Motorola is unabte to secure 
my signature to any document required for any application process for such Intellectual f ropeity, I hereby 
irrevocably appoint Motorola and Its duly authorized officers and agents, as my agents end atiomeywn- 
f act( to act on my behalf to do any lawfully permitted ads to further the prosecution or Issuance of patents 
for such intellectual Property with the same legal effect as if executed by ms. 

I hereby irrevocably waive any and all ’moral rights' that f may have in the Intellectual Property 
created hereunder (the "Work Product*), or any part thereof, in connection with Motorola's use(s) 
thereof To the extent such waiver may be unenforceable, I agree trial I wii, without further 
remuneration (except for out-of-pocket expenses), execute and deliver to Motorola such waiver of my 
moral rights concerning tie Work Product and Motorola’s uses(s) thereof, i acknowledge and 
understand that the term "moral rights” as used herein includes the right of an author to be known as 
me author of his/her work to prevent others from being named as fie author of his/her work to prevent 
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others from making deforming changes in his/her work and to prevent others from using the work or 
the author's name in such a way as to reflect negatively on his/her professional standing. 

During the term of my employment with Motorola and for a period of six (8) months after 
termination, I will promptly disclose to Motorola all intellectual Property, that relates In whota or in part to 
Motorola 5 s business or actual or demonstrably antteipsted research or development, and that is created, 
conceived or reduced to practice by me, either stone or jointly witi others, whether or not patentable or 
subject to copyright, 1 acknowledge and agree that any Intellectual Property related to Motorola's 
business or research or development, and that is created, conceived or reduced to practice by roa 
(whether atone or jointly with others) within six (6) mentis after termination of my employment with 
Motorola will he presumed to have been conceived or made during the period of my employment with 
Motorola, unless and until established t© the contrary by me. 1 hereby assign such Intellectual Property to 
Motorola, 

I agree that this Agreement does not require assignment of any of my rights In an invention If 1 
can establish that: no equipment, supplies, facilities or Confidential information of Motorola were used; 
the Invention was developed entirely on my own lime and did not result from any work performed by 
m& for Motorola; or that the Invention does not relate, at the time of conception or reduction to practice, 
to Motorola's business or its research or development I acknowledge and agree that any materials-, 
authored, prepared, contributed is or written by me, in whole or In part, shall be don© as "work made 
for hire" as defined and used In the Copyright Act of 1878, 17 U.S.C. § 101, et ssq. Prior to my 
employment at Motorola, I did not make or acquire any Interest in Inventions, that are the subject of 
issued patents or pending patent applications, or that might become the basis for one or more patent 
applications, other than those listed on Exhibit A. 

3. OWNERSHIP AMO RETURN OF,MA TERIALS 

All documents and materials, which i have had assess to or produced in connection with my 
services for Motorola, or which belong to Motorola, whether or not such materials contain Confidential 
Information, shall remain the sole property of Motorola, Upon termination, or at any time requested, i shall 
promptly deliver to Motorola all such materials and copies in my possession and control and shall provide 
written confirmation that 1 have returned alt such materials. 

4. NOM-SOUCrrATION BY EMPLOYEE 

In further consideration of my employment by Motorola, 1 agree that during the term of my 
employment with Motorola and for a period of twelve (12) months after tents! nation of my employment with 
Motorola, I shall not, directly or indirectly, induce or attempt to induce (i) any employe© of Motorola or 
any of its subsidiaries or affiliates to leave the employ of Motoroia or susb subsidiary or affiliate or (ii) 
any other person to terminate a relationship with Motorola or any of its subsidiaries or affiliates. To the 
extent that any other agreements fiat I previously have entered into, or may enter Into in the future, 
with Motorola contain provisions regarding my non-solicitation obligations that are different than or 
more restrictive than those set forth In this Agreement, I agree to comply with any such different and 
more restrictive provisions to which I have agreed, 

$, WONCOMFLIANCE 

i acknowledge sod agree that the limitations set forth herein are reasonable^ with respect to 
scope, and duration, and are properly required for the protection of the legitimate business interest of 
Motorola, i acknowledge that my compliance with toss Agreement is necessary to protect Motorola’s 
goodwill and Confidential information, that my Mira to comply with this Agreement will irreparably harm 
im business of Motorola, and that monstay damages would mi provide an adequate remedy to Motorola 
in the event of such non-compliance. Therefore, Motorola shall be entitled to obtain an injunction and 
other equitable refer in arty court of competent jurisdiction against a breach by me of this Agreement, 
-Aft®ut toe posting of bond or other security. In addition to whatever other remedies It may have. I agree 
that any action relating in any way to this Agreement shall be brought solely In a court of competent 
jurisdiction for the location of the Motorola facility at which ! worked and consent to the Jurisdiction of any 
such court and hereby waive any defense or objection related to improper or inconvenient forum, venue 
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or jurisdiction. In the ever* that Motorola successfully enforces this Agreement against mein^nycourt, I 
wil indemnify Motorola tor the actual costs mcurroJ by Motorola In enforcing this Agreement, w u* 
not limited to attorneys' rees. 

8 , EMPLOYEE AT WILL 

This Agreement does not constitute an employment agreement and I understand that I remain 
an employee I wil this means that 1 may resign at any rime and Motorola may terminate my 
employment at any time, with or without cause and with or without nofice. 

7. MISCELLANEOUS 

This Agreement shall be governed by, and construed and int^reted in a^dairo the ta^ 
ofliiinoi* f I n imployed outside of the United States, the applicable local legal jurisdiction for the 
location of the Motorola facility at which 1 worked) without regard to conflict of law principles. 

I agree that Motorola may present a copy of this Agreement to any of my aduai 
subseouent employers I also agree that upon termination and for s period of 12 months, thereafter, wiR 
fmSSylii^rl.fY I » < ■ ’ - y n ewpos'.tojand]obdu»» 

sibUities and any other information necessary to determine my compliance with toe terms of 

this Agreement 

Any waiver by Motorola of the breach of or its right to enforce any provision of this Agrwmern 
shat! not operate or be construed as a waiver of any subsequent breach or right of 

provisions of this Agreement are severable; if any provision Is foundto **i?SSnd to 
„ r v hall remain In full force and effect, if the scope of any provision in this Agteemerf is row® ® 
[ - pad . permit its full enforcement, I consent to judicial modification of such provision ana 

enforcement to the maximum extent permitted by lav/. 

This Agreement and Exhibit A attached to this Agreement contain the en f e e a ^™ t n ^^ r 
thB Dartia M pect the subject matter hereof and supersede any previous understandings or 
y , whether witter* or ora!, by or between the parties. No amendment to this Agreement, snd 

Slof ZTm ormoreof the i *i « IN . er nent shall be effective unless set forth In 

writing and signed by tie parties hereto. 

8 . UNDERSTAND AGR EEMENT 

i rppresENT AND WARRANT THAT: (A) 1 HAVE READ AND UNDERSTAND THIS 
ArRFPMEMT’ (Bi i HAVE HAD THE OPPORTUNITY TO OBTAIN ADVICE FROM LEGAL. COUNSEL 

OF MY CHOICE IN ORDER TO INTERPRET THIS AGREEMENT; AND (C) t HAVE BEEN GIVE. 

COPY OF THIS AGREEMENT. 

m witness WHEREOF, I acknowledge that 8iis Agreement is neither a contract of employment 
nor a guarantee of continued employment and, intending to be legaly bound hereby, I have executed this 
Agreement this . day of _ - ——* 


Signature: .—_ 

Full Name: ._ —-——.- 

Employee ID No. (la.. Social Security #, government ID #, Motorola Commerce ID):. 


<gBCL@D803C lA6.doc 
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EXHIBIT A 
TO THE 

EMPLOYEE CONRDBflWiTY 
AND ASSIGNMENT OF INVENTIONS AGREEMENT 

His following is a complete list of a» Inventions or improvements or works of authorship or other 
intellectual Property relevant to tie subject matter of my employment with, and/or the business of, 
Motorola, Inc. ("Motorola") that have been made or conceived or first reduced to practice by ms atom or 
jointly with others prior to my employment by Motorola. 


j—s No inventions, improvements, works of authorship or other Intellectual Property. 

P~"{ See below. 

FI Additional sheets attached. 


DATE; . . .. 

Signature:_. __ ___ 

Full Name: ■ „., .—,— 

Employee ID No. (i.e.. Social Security #, government <D #, Motorola Commerce SD):. 


@BCL@OS03C i A&tfee 
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EXHIBIT C 
TO 

THIRD AMENDED COMPLAINT 


Cas €t! mm&mas ill 


Certificate of Registration 



This Certificate issued under the sea! of the Copyright 
Office in accordance with title i% United States Code, 
attests that registration has been made tor the work 
identified below. The information on this certificate has 
been made a part of the Copyright Office records. 



hM &btZu, 


Registerof Copyrights, United States 


of America 


Registration Number 

TXu 1-621-667 


Effective date of 
registration: 

November 17 ,2009 


Title --—-—-;- 

Title of Work: userMagieCookies.hb 

Completion/Publication --—- 

Year of Comptettorn 2001 

Author -— 

■ Author: Motorola, Inc. 

Author Created: text and editing of computer program 


Work made for hire: Yes 

Citizen of: United States Domiciled in: United States 

Year Bom; 1928 

Copyright claimant ■■ 

Copyright Claimant: Motorola, Inc. 

1303 East Algonquin Road, Schaumburg, IL, 60196, United States 


Rights and Permissions 

Organization Name: 
Telephone: 
Address: 


Motorola, Inc. 

847-576-5000 

1303 East Algonquin Raid 

Schaumburg, fL 60196 United States 


Certification . . . 

Name: Jason T, Kunze 
Date: November 14,2009 


Correspondence: Yes 



















■ sasawButiMW fmwm» maesE*® m 


Resiilraltoil#: TXU00162I667 

Service Request #: 1-281706956 


'Nixon Peabody LLP 

Jason T Kunze 

300 S. Riverside Suite 1600 

Chicago, 11.60606-6613 United States 
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EXHIBIT D 
TO 

THIRD AMENDED COMPLAINT 


'1111 • 
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Certificate of Registration 


• s '' TA1 Xs-, 



‘ I K 7 0 


This Certificate issued under the sea! of the Copjrrtght/ 
Office in-accoMatice with title.17, United States Code, 
■attest,®iWtTegistratioh has been niade-fiji* the work 
identified below. The information: ofi-this certificate has 
been made a part of the Copyright Office records, 





ReglsterafCppyrlghiSj-CrtitedStatesbf America 


Registration Number 

TXu 1-636-373 

Effective date of 
registration: 

February 19,2010 


Title- 

Till® of Work: CcBaseMsg.hh 

Completion/Publication - - 


Year of Completon: 2001 


Author 


8 Author: Motorola Inc, 

Author Created: text, editing, computer program 

Work wade far hire: Yes 

Cites of: United States 
Year Born: 1928 


Domiciled In: United States 


Copyright claimant 


Copyright Claimant-. Motorola Inc, 

1303 East Algonquin Road, Schaumburg, IL, 60196, United States 


Rights and Permissions 


Organ feat ion Name: Motorola Inc. 

Telephone: 847-576-5000 
Address: 1303 East Algonquin. Road 

Schaumburg, IL 60196 United States 


Certification 


Name: Jason T. Kunze 
Date: February 16,2010 
Applicant's Tracking Number; 049423,001000 


Page 1 of 1 
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Registration #: TXUOO1636373 


Service Request #: 1-340141034 


Nixon Peabody LLP 
Jason T, Kunze 

300 South Riverside Plaza Suite 1600 
Chicago, IL 60606-66! 3 United States 
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EXHIBIT E 
TO 

THIRD AMENDED COMPLAINT 


Qaoaoreermss-s mmiwmm 0 %®® 2 of g 111 

Certificate of Registration 


co 



•J 87 0' 


This Certificate issued under the seal of the £k>jjyr%ht' 
Oflice in accordance with title 17, United States Code, 
attests that registration has.been made for the work 
id* itifi teiow. 1 informati 1 tin rtifkate h 
been m 'art aftht Coj f H ice re o is. 



h*0t 


Registerof Copyrights, 1 Jotted States of America 


i , , sirs t 1 N 1 «? Iter 

TXu 1-641-780 

Effective date of 
registration: 

March 15,2010 


Title- 

Title of Work: rfpTypes.ii 

Completion/Publication —. 


Year of Completion: 200! 


Author 


■ Author: Motorola he. 

Author Created: Editing, computer program 

Work made for hire: Yes 

Citizen of: United States 
Year Bora: 1928 


Itoratefied to: United States 


Copyright claimant 


Copyright Motorola Inc,. 

1303 East Algonquin Road, Sclauntag, IL, 60 i 96, United Steles 


Rights and Permissions 


Organization .Masse: Motorola Inc, 

T ephone: 14 576-Si 
Address: i 303 East Algonquin Road 

Schaumburg, !L60I% United States 


Certification 


Name: j&son T. K.ur s 
»«tes March 12,2010 
Applicant’s Tracking Mutober; 049423,001000 


Correspondence: Yes 


Page 1 of 1 
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Registration#: TXU801641780 


Service Request #: J-356227849 


Nixon Peabody LLP 
Jason T. Kunzc 

300 South Riverside Plaza Suite 1600 
Chicago, IL 6060645613 United States 
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EXHIBIT F 
TO 

THIRD AMENDED COMPLAINT 
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Certificate of Registration 







This Certificate issued under the seal of trie Copyright 
01 d i to th title 17, United Stctt ndc, 

attests flat registration lias been made for the worfc 
identified below. The information os this certificate has 
beenihadea patt.of the Copyright Office records. 



LH 62 &U 


Uegisterof Copyrights, United States ol’America 


Registration Number 

IXij 1-645-268 

Effective date of 
registration: 

March 25,2010 


Title 


Title of Work: cnqsbase.hh 
Nature of Wort*: Literary Work 

Completion / Publication — — —— 

Year of Completion: 2001 


Author 


* Author: Motorola Inc. 

• a l«w C reated : . • T „ t ipu , - w 

Work made for hire: Yes 

Citizen eft United States 
Year Bora: 1928 


B«icilwi in: United States 


Copyright claimant 


Copyright Claimant: Motorola Inc. 

1303 East Algonquin Road, Schaumburg, iL, 60196, United States 


Rights and Permissions 


Organization Name: Motorola Inc. 

Telephone: 847-576-5000 
Address: 1303 East Algonquin Road 

Schaumburg, 1L 60! 96 United. States 


Certification 


Name: Jasort T. Kur.ze 
Date March 23,2010 
pf tic n * Trueki* Ms .«*.*"• {$ M 3 ,'0K • 


Page t of 1 
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1 366644778 
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EXHIBIT D 


CSasgdia&ieGOOffiQ^RBM 1 □toairmaa ( TttQa&4 FH«ld(10£l/aa/a9 PSg§d.2)M5 


UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


UNITED STATES OF AMERICA 
v. 

CONCORD MANAGEMENT & 
CONSULTING LLC, 

Defendant. 


Criminal Action No. 18-cr-0032-2 (DLF) 


ORDER 


Before the Court is Defendant Concord Management and Consulting LLC’s Motion for 
Discovery Regarding Selective Prosecution, Dkt. 61. For the reasons stated during the hearing 
held on October 15, 2018, the Court denies Concord’s motion. 

A criminal defendant must present “some evidence tending to show the existence of’ (1) 
discriminatory effect and (2) discriminatory intent to prevail on a motion for discovery regarding 
a selective prosecution claim. United States v. Armstrong, 517 U.S. 456, 468-69 (1996). To 
show discriminatory effect, Concord must make a “credible showing of different treatment of 
similarly situated persons.” Id. at 470. And persons are similarly situated “when their 
circumstances present no distinguishable legitimate prosecutorial factors that might justify 
making different prosecutorial decisions with respect to them.” Branch Ministries v. Rossotti, 
211 F.3d 137, 145 (D.C. Cir. 2000) (quoting United States v. Hastings, 126 F.3d 310, 315 (4th 
Cir. 1997)). To show discriminatory purpose, Concord must present credible evidence that the 
Special Counsel is prosecuting Concord “because of’ its Russian nationality. Wayte v. United 
States, 470 U.S. 598, 610 (1985). Concord has not satisfied either requirement. 
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Concord relies on a host of media reports and a few miscellaneous court filings to show 
discriminatory effect. Media outlets reported that fonner Ukrainian government officials 
disseminated documents implicating Paul Manafort and posted social media messages criticizing 
then-candidate Donald Trump. Concord’s Mot. at 8-9. Others reported a 2016 meeting between 
an envoy representing the Crown Princes of Saudi Arabia and Abu Dhabi, Donald Trump Jr., a 
Lebanese-American businessman, an Israeli social-media-manipulation specialist, and the 
founder of a private military contractor. Id. at 9-10. The discussions allegedly involved a 
proposed “online manipulation program designed to help elect then-candidate Trump by using 
thousands of fake accounts to promote him on Facebook.” Id. at 9-10. Other news reports 
stated that a former MI6 intelligence agent acted as an anonymous source for media reports 
about candidate Trump and that he, among other things, disseminated a dossier of opposition 
research about Trump. Id. at 10-11. And yet another report alleged that Iran used Facebook to 
spread disinformation worldwide. Id. at 6 n.2. Concord also relies on a 2016 Federal Election 
Commission complaint that alleges that two Chinese nationals funneled illegal campaign 
contributions through a U.S. corporation. Id. at 13. And it relies on another complaint and a 
Federal Election Commission Conciliation Agreement that allege that the Australian Labor Party 
sent Australian nationals as delegates to serve as volunteers with the Bernie 2016 campaign 
organization. Id. at 14, Exs. C, D. 

None of these allegations involves different treatment of “similarly situated persons.” 
Armstrong, 517 U.S. at 470. True, Concord’s examples involve foreign nationals and political 
candidates. But none of its examples is sufficiently similar to the conspiracy alleged here. 

Count one charges Concord, two other entities, and 13 individuals with conspiring to defraud the 
United States and interfere with the U.S. political system. It alleges that the co-conspirators, 


2 
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among other things, created deceptive U.S. personas, social media pages, and social media 
groups to attract U.S. audiences and sow discord, used computer infrastructure to hide their 
Russian identities and affdiations, obtained visas under false pretenses, and destroyed emails to 
cover their tracks. See Indictment 2-85. And Concord has made no attempt to explain 
whether there are “legitimate prosecutorial factors,” including insufficient evidence, that could 
explain why the other foreign nationals it has identified have not been charged to date. See 
Branch Ministries, 211 F.3d at 14. Put simply, Concord has not made the “credible showing of 
different treatment of similarly situated persons” required to obtain discovery. Armstrong, 517 
U.S. at 469. 

To show discriminatory intent, Concord points to the Special Counsel’s appointment 
order. The order cites the Attorney General’s “responsibility ... to ensure a full and thorough 
investigation of the Russian government’s efforts to interfere in the 2016 presidential election.” 
Concord’s Mot. Ex. A at 1 (Appointment Order), Dkt. 61-1. And it establishes the Special 
Counsel’s authority to “conduct the investigation confirmed by then-FBI Director James B. 
Comey in testimony before the House Permanent Select Committee on Intelligence on March 20, 
2017,” which includes the investigation of “any li nk s and/or coordination between the Russian 
government and individuals associated with the campaign of President Donald Trump.” Id. 

But although the appointment order explicitly refers to the Russian government, it does 
not suggest that the Special Counsel is prosecuting Concord because Concord is Russian. To the 
extent the appointment order suggests any prosecutorial motive at all, it suggests that the Special 
Counsel is prosecuting individuals and entities because of their involvement in “the Russian 
government’s efforts to interfere in the 2016 presidential election,” id .—not because of their 
Russian nationality. 


3 
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Concord has shown neither discriminatory effect nor discriminatory intent. Accordingly, 


its motion for discovery is DENIED. 


Date: October 16, 2018 

DABNEY L. FRIEDRICH 

United States District Judge 
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UNITED STATES DISTRICT COURT FOR THE 
WESTERN DISTRICT OF WASHINGTON 
AT SEATTLE 


UNITED STATES OF AMERICA, 
Plaintiff, 
v. 

HU A WEI DEVICE CO., LTD., 

HU A WEI DEVICE USA, INC., 
Defendants. 


NO. CR19-010RSM 

ORDER DENYING DEFENDANTS’ 
MOTION TO DISMISS FOR 
SELECTIVE PROSECUTION, OR IN 
THE ALTERNATIVE, FOR 
DISCOVERY 


The Court, having considered the parties’ briefing and the relevant record on the 
Defendants’ Motion to Dismiss for Selective Prosecution, or in the Alternative, for 
Discovery, HEREBY DENIES the Motion. 


DATED this_day of August, 2019. 


RICARDO S. MARTINEZ 
Chief United States District Judge 


ORDER DENYING MOTION FOR SELECTIVE PROSECUTION 
United States v. Huawei Device Co., Ltd., et al. (CR19-010RSM) - 1 


UNITED STATES ATTORNEY 
700 Stewart Street, Suite 5220 
Seattle, Washington 98101 
(206) 553-7970 
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Presented by: 

TESSA M. GORMAN 

First Assistant United States Attorney 

(Acting Under Authority Conferred by 28 U.S.C. § 515) 


s/ Todd Greenberg _ 

TODD GREENBERG 
THOMAS WOODS 
SIDDHARTH VELAMOOR 
Assistant United States Attorneys 
700 Stewart Street, Suite 5220 
Seattle, WA 98101-1271 


ORDER DENYING MOTION FOR SELECTIVE PROSECUTION 
United States v. Huawei Device Co., Ltd., et al. (CR19-010RSM) - 2 


UNITED STATES ATTORNEY 
700 Stewart Street, Suite 5220 
Seattle, Washington 98101 
(206) 553-7970 





